[Tpunoxenune Nel
Kk Ilpukazy Ne 22 or 17.12.2020 ropma

MMOJIOKEHHUE
110 OPraHM3aluM U NPOBeIeHUI0 PadoT Mo odecneyeHHI0 6e30IaCHOCTH NMEePCOHATbHBIX JaHHbBIX

npu ux o0padoTke B MHPOPMALMOHHBIX CHCTeMAaX NepcoHaIbHBIX JaHHBIX OI'BY3 "Kupenckasn
PB"

1. OBIIUE NOJIOXKEHUSA

1.1. Hacrosimee IlonoxeHne MO oOpraHu3aluyd M MPOBEACHHUIO paboT Mo 0OecneueHuto
0€30MacHOCTH TIEPCOHANIBHBIX JAHHBIX MPU WX 00paboTKe B MH(OOPMAITMOHHBIX CHCTEMaX MEePCOHATBHBIX
nanHbix OI'BY3 "Kupenckas PB" (nanee — Ilonoxenue) paspaborano B coorBercTBUM ¢ DenepanbHbiM
3akoHOM OT 27 utonsg 2006 r. Ne 149-03 «O6 undopmarun, nHHOPMAIIMOHHBIX TEXHOJIOTUSAX U O 3aIIUTE
uHpopmanun», DenepanbHbiM 3akoHOM OT 27 uronst 2006 r. Ne 152-D3 «O mepcoHaNbHBIX JIaHHBIXY,
noctaHoBieHrueM  IIpaButenbctBa  Poccuiickoir  @epeparuu ot 15 centsops 2008 . Ne 687
«O0 yrBepxknennu [lonoxxeHnss 00 0COOEHHOCTAX 00pabOTKH MEPCOHANBHBIX TAHHBIX, OCYIIECTBISIEMOMN
0e3 WCIMOJIb30BAaHUSA CPEACTB aBTOMATH3alMK», IOcTaHOBieHWEeM lIpaButenncTBa Poccuiickoii

Deneparnu ot 1 HostOpst 2012 1. Noe 1119 «OO0 yrBepkaeHUN TpeOOBAaHUN K 3aIUTE MHEPCOHAIBHBIX
JAHHBIX TpU UX 00paboTke B MHGMDOPMAIMOHHBIX CHCTEMax MEPCOHAIBHBIX JTAHHBIX», MOCTAHOBICHHS
[TpaButensctBa Poccuiickoit @eneparuu ot 21 mapra 2012 r. Ne 211 «OO0 yTBEep)KICHUH TEpEUYHST MED,

HaIpPaBJICHHBIX Ha 00eCTIeUeHNE BHIMTOIHEHHS 00SI3aHHOCTEH, MPEyCMOTPEeHHBIX DeeparbHbIM 3aKOHOM
«O TepCOHANBHBIX JaHHBIX» U MPUHATHIMA B COOTBETCTBUU C HUM HOPMATHBHBIMU IPABOBBIMH aKTaMH,
OIepaTopamy, SIBISIOMIMMUCS TOCYJAapPCTBEHHBIMH WM MYHHIMNAIBHBIMUA OpraHaMu», IMPHKA30M
@enepanbHOil coyKObl MO TEXHUYECKOMY M AKCHOPTHOMY KOHTpomo ot 18 ¢espans 2013 . Ne 21
«O06 yrBepxkaeHnn CocTaBa M COAEpXKAHUSA OPraHU3ALMOHHBIX M TEXHUYECKUX MEp MO 00eCHeueHHIo
0€30IaCHOCTH MEePCOHABHBIX TaHHBIX MPHU X 00paboTke B MHPOPMAIIMOHHBIX CHCTEMaX MEePCOHATBHBIX
JTaHHBIX».

1.2. Uenp pazpabotku Hacrosimero IlonoxkeHus — yCTaHOBIIEHHE NOpsAKa OpraHU3alMUd U
NpoBelEeHUsT PabOT MO o0ecreyeHuIo Oe30MacHOCTH IEepPCOHANBHBIX JaHHbIX (manee — IIJlH) B
WH()OPMAIIMOHHBIX CHUCTeMax mepcoHadbHbIX AaHHBIX (manmee — MCII[Qn) OI'BY3 "Kupenckas Pb" na
MPOTSKEHUH BCero ku3HeHHoro mukina UCT/Ix.

2. TEPMUHBI U OITPEAEJIEHUSI

2.1. B Hactosuiem [TonoeHnn UCTIONB3YIOTCS CIEAYIOINE TEPMHUHBI U UX ONPEACIICHUS:

HNudopmanuonnas cucteMa nepcoHAIbHBIX JaHHBIX — COBOKYITHOCTb COJEpXKaIUXCcs B 0a3ax
JTAHHBIX TTEPCOHANBHBIX TAHHBIX M 00SCIIEYMBAIOIINX UX 00pab0TKY HH(GOPMAITMOHHBIX TEXHOJIOTUN U
TEXHUYECKHUX CPEJICTB.

KoHpuaeHInaIbHOCTh NePCOHATBHBIX JAHHBIX — 0053aTeIbHOE I COOTIOICHUS OTIEpaTOPOM
WJIA MHBIM TTOJIYYUBIIMM JOCTYH K MIEPCOHAIBHBIM JaHHBIM JIMLIOM TpeOOBaHUE HE JOIMYCKATh UX
pacnpocTpaHeHue 6e3 coriacus CyobeKTa MepCOHANbHBIX JaHHBIX WM HAJIMYKS HHOT'O 3aKOHHOT'O
OCHOBAHUSI, €CITM HHOE HE MPEITyCMOTPEHO (eIepaTbHBIM 3aKOHOM.

Me:kceTeBoii IKpaH — JOKaJIbHOE (OJHOKOMIIOHEHTHOE) WIH () YHKIIMOHATILHO-PACIIPEIeICHHOS
IIPOrpaMMHOE (IIPOrpaMMHO-AIIAPaTHOE) CPEACTBO (KOMILIEKC), peaIu3yIolee KOHTPOJIb 3a
uHpopManueH, NocTynaue B ”HPOPMALMOHHYIO CUCTEMY IIEPCOHAIbHBIX TaHHBIX U (UJIH)
BBIXOA1IEN U3 MH()OPMALITMOHHON CHCTEMBI.

HecaHKIMOHMPOBAHHBIN A0CTYN (HECAHKIIMOHMPOBAHHBbIE AEHCTBHUA) — TOCTYII K
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MHpOPMALIUY WU IeHCTBUA ¢ MH(OpMaLiel, Hapylarolye npaBuiia pa3rpaHudeHus T0CTyIa C
MCIOJIb30BAaHUEM IITATHBIX CPEJCTB, MPEAOCTABIIEMBIX HHPOPMAIIMOHHBIMHU CUCTEMaMH MEPCOHATBHBIX
JaHHbIX.

O0padoTka nepcoHATbHBIX JAHHBIX — JIEUCTBHS (ONepalyi) ¢ IEPCOHATBHBIMU JaHHBIMHU,
BKJTFO4asi cOOp, 3aluch, CHCTEMATU3aIIMIO, HAKOTIICHUE, XpaHEHHE, yTOuHeHUE (0OHOBIICHUE, U3MEHECHHE),
U3BIIEYCHHE, UCIIOJIb30BaHUE, TIepeaady (pacnpocTpaHeHue, PeI0CTaBlIeHNe, T0CTyM), 00e3InYMBaHue,
0JIOKMpOBaHUE, yalIeHUe, YHUUTOKEHHUE IIePCOHATIbHBIX TaHHBIX.

Omneparop — rocy1apCTBEHHbIN OpraH, MyHULIMNIAIbHBIN OpraH, IOpUINYECKOe UIu pU3ndeckoe
JIUII0, CAMOCTOSITEJIBHO MJIM COBMECTHO € APYTUMH JIMIIAMU OPTraHU3YIOIIKeE U (UIM) OCYLIECTBIIAIOIINE
00paboTKy MEPCOHATBHBIX JAHHBIX, a TAKXKE ONpeIesIoIue eI 00paboTKH MEPCOHATIBHBIX JaHHBIX,
COCTaB MEPCOHANBHBIX JaHHBIX, MOAJIEKAIUX 00paboTKe, ecTBUS (OTMepaluu), COBEpIIaeMbIe C
MEePCOHATbHBIMU TaHHBIMH.

Texnuyeckue cpeacTBa HHPOPMALMOHHOI CHCTEMbI NEPCOHAIBHBIX JAHHBIX — CPEICTBA
BBIYUCIUTENFHON TEXHUKH, HH(POPMAIIMOHHO-BBIYUCIUTEIbHBIE KOMIUIEKCHI U CETH, CPEACTBA M CUCTEMBI
nepeaauu, npuema u oopadorku I1/IH (cpeacTBa 1 cUCTEMbI 3BYKO3aIIUCH, 3BYKOYCHIICHHUS,
3BYKOBOCIIPOM3BEICHNUS, IEPETOBOPHBIE U TEJIEBU3NOHHBIE YCTPONCTBA, CPEACTBA U3TOTOBIIEHUS,
TUPAXUPOBAHKS JOKYMEHTOB U APYrUe TEXHHUECKHUE CPEICTBA 00PaOOTKH PEUEeBOM, IrpadUIECKOMH,
BUJI€0- U OYKBEHHO-IIM(PPOBOIi HH(OpMALINK), TPOTPaMMHbBIE CPEICTBA (ONEpPallMOHHbIE CUCTEMBI,
CHCTEMBI yIpaBieHHUs 0a3aMU TaHHBIX U T.II.), CPEACTBA 3alIUTHI MHPOPMALIUN).

IlepconanbHbIe JaHHBIE — JIt00ast UH(OpPMAIHs, OTHOCAIIASICS K MPSIMO MM KOCBEHHO
OTIpeIeIEHHOMY WJIU OTpesiesiieMoMy GU3HUECKOMY JIHITY (CYOBEKTY NEPCOHANBHBIX JAHHBIX ).

IToab30BaTe/ib HH(POPMALIMOHHOM CHCTEMBI NEPCOHATBbHBIX JAHHBIX — JIUIIO, YYaCTBYIOIIEE B
(GyHKIMOHUPOBAHUH WH(POPMAIIMOHHON CHCTEMBI TIEPCOHAIBHBIX TaHHBIX WM UCTIONB3YIOIIee
pe3ynbTaThl €¢ (PYHKIIMOHUPOBAHMUS.

Pecypc nunopMannoHHoO#i cHCTEMBbI — IMEHOBaHHBIN 3JIEMEHT CUCTEMHOT'0, IPUKJIAJHOTO WIH
anmnapatHoro ooecrneueHus: GyHKIIMOHUPOBAHUS HH()OPMAILIMOHHONW CUCTEMBI.

CpencrBa BHIYMCIUTEIbHON TEXHUKH — COBOKYITHOCTb ITPOIPaMMHBIX U TEXHUYECKUX
3JIEMEHTOB CHCTEM 00pabOTKH JaHHBIX, CIIOCOOHBIX ()YHKIIMOHUPOBATH CAMOCTOSITEIILHO M B COCTABE
JPYTUX CUCTEM.

Yrpo3bl 6€30MacHOCTH MEePCOHATBbHBIX JAHHBIX — COBOKYITHOCTh YCJIOBHUM U ()aKTOPOB,
CO3/IaI0IIIMX OMACHOCTh HECAHKIIMOHUPOBAHHOI'O, B TOM YHCJIE CIIy4alfHOTO, JOCTYIA K MEPCOHATBHBIM
JaHHBIM, PE3YJIbTATOM KOTOPOI'O MOKET CTaTh YHUUTOKEHUE, U3MEHEHHUE, OJIOKUPOBaHKE, KOMTUPOBAHUE,
pacnpoCcTpaHEHHUE MEPCOHATBHBIX TaHHBIX, a TAK)KE MHBIX HECAHKIIMOHUPOBAHHBIX JEHCTBUM NPH UX
00paboTke B MHPOPMALIMOHHON CUCTEME NTEPCOHANIBHBIX JaHHbIX.

YHUUTOKEHNEe NePCOHATbHBIX JaHHBIX — ICHCTBUSA, B PE3yJIbTaTe KOTOPHIX CTAHOBUTCS
HEBO3MO>KHBIM BOCCTAaHOBHTD COJICPKAHKE MTEPCOHATBHBIX JAHHBIX B HHPOPMAIIMOHHOW CUCTEME
MEPCOHAIBHBIX JAHHBIX U (W) B PE3Yy/IbTaTe KOTOPHIX YHUUYTOXKAIOTCS MaTepraIbHbIe HOCUTEIN
MIEPCOHANIbHBIX JAHHBIX.

YpoBeHb 3aIMIIIEHHOCTH NEPCOHATBbHBIX JAHHBIX — KOMIUIEKCHBIN NOKa3aTelb,
XapaKTepu3yoIuil TpeOOBaHUs, UCTIOHEHNE KOTOPBIX 00ecreurnBaeT HeMTpaau3aluio onpeaeIeHHbIX
yrpo3 6€30MMacHOCTH MEPCOHANIBHBIX JIAHHBIX MPU UX 00pab0TKe B MHPOPMAIIMOHHBIX CHCTEMaX
MEePCOHAIbHBIX JAHHBIX.

Yreuka (3ammiaeMoii) ”HGOPMALUY N0 TEXHUYECKUM KAHAJIAM — HEKOHTPOJIUPYEMOe
pacnpocTpaHeHre HHPOPMALUU OT HOCUTEJS 3alluinaeMoi HHpopMaluu yepes GU3nIecKyro cpeay 10
TEXHUUYECKOTO CPEJCTBA, OCYLIECTBIAIONIETO MepexBaT nH(HOpMaIUu.

HesocTHOCTH HHGpOPMALMH — CTTOCOOHOCTH CPEICTBA BHIUNCIUTETHHON TEXHUKH WITH
MHPOPMAIIMOHHOM CUCTEMBI 00€CTIeunBaTh HEM3MEHHOCTh HH()OPMAIUH B YCIOBUSAX CIYyYaiiHOTO W/WIIN



MpeAHaMEPEHHOT0 UCKaXeHUs (pa3pylieHus).

3. MOPSJJOK OPTAHU3AIIMU U ITPOBEJEHUS PABOT 11O
OBECIHNHEYUEHUIO BE3OITACHOCTHU NEPCOHAJIBHBIX JAHHBIX

3.1. Tlom oprammsammeir oOecnedenuss OezomacHoctu II/[H mpm mx ob6padorke B WCII/IH
MOHUMAETC (OPMUPOBAHUE U pealln3alys COBOKYMHOCTH COTJIACOBAHHBIX IO LIENH, 3a7adaM, MECTy U
BPEMEHH OPTaHU3AIMOHHBIX U TEXHUYECKUX MEPOMPUITHIA, HAIIPABIEHHBIX HA MUHUMHU3AIIHMIO yIiepOa oT
BO3MOXXHOHM peanu3anuu yrpo3 oOesomacHoctu [I/IH, peann3yeMblXx B paMKax CO3[aBa€MOU CHUCTEMBI
3aIUThl NEPCOHANBHBIX AaHHbIX (Hanee — C3I1/IH).

3.2. C3I11du BKiIrOYaeT B ce0si OpraHU3aluOHHbBIC U (WIH) TEXHUYECKHE MEPBI, ONPE/ICIICHHBIC C
YUETOM aKTyalbHbIX yrpo3 Oe3omacHoct [1/IH, ypoBHs 3ammumenHocTH [1JIH, KOTOpBI HEOOX0IUMO
o0ecrne4ynTh, U HHPOPMAIIMOHHBIX TEXHOJIOTUMA, UCTIOIB3YEMbIX B UH()OPMAIIMOHHBIX CHCTEMAX.

3.3. besomacHocts [I/In mpu ux obOpaborke B MCII[IH obecneunmBaeT omepaTop WIH JIUIIO,
ocymectBistoniee o0paborky II/[H mo mopydeHuro oneparopa Ha OCHOBAaHUHM 3aKIIOYaEMOI0 C 3TUM
JUIIOM JIOTOBOpa (Aajiee — YIOJHOMOYEHHOE JIMIO). JJoroBop Mexay OonepatopoM M yINOJIHOMOUYEHHBIM
JIMIIOM JIOJDKEH IMpeycMaTpuBaTh 00s3aHHOCTD YIIOJIHOMOYEHHOTI0 Jinlia obecnednTs 0ezonacHocts I1/1H
npu ux o0paboTke B UHPOPMALIMOHHOM CUCTEME.

3.4. Bwibop cpencts 3amuthl uHGopMamumu ais C3II/IH ocymecTBiseTcss omnepatopoM B
COOTBETCTBHH C HOPMATHBHBIMH IPABOBBIMH aKTaMH, MPUHATEIMUA DeiepanibHON CITy:k00i 0€301acHOCTH
Poccuiickoit ®enepammu (nanee — ®Cb Poccum) m PepepanbHOi Cay:kO00H MO TEXHUYECKOMY U
sKcnopTHOMY KoHTpoito (nanee — DPCTIOK Poccum) Bo wucnonmHenue PenepanbHoro 3akoHa «O
MEPCOHATBHBIX JTAHHBIX).

3.5. Crpykrypa, coctaB u ocHoBHble GyHKuuu C3II/IH ompenensroTcss UCXOAA U3 YpPOBHSA
3amumieHHocTH [1/1n npu ux odpadotke B UCII/IH.

3.6. C3II1dH co3maeTcs B TpH dTarma:

Oran 1. [IpeanpoektHoe oocnenosanre UCII/H u pa3paboTka TEXHUYECKOTO 3aaHUS Ha
cozganne C3I1/1H.

Oran 2. [IpoexktupoBanue C3I1/IH, 3akymnka, ycTaHOBKA, HACTPOWKA HEOOXOIUMBIX CPEJICTB
3aIUThI HHPOPMAIIHH.

Oran 3. Beog UCITJn ¢ C3I1/IH B sKkcIuTyaTanuio.

3.7. Drtan 1. IIpoBenenue nNpeaAnpoeKTHOrO 0OCIEOBaHUS U Pa3padOTKa TEXHUYECKOTO 3aJaHHs
Ha co3manue C3I1/H.

3.7.1. Hasnauenune otBeTcTBeHHOTO 3a opranuzanuto oopadotku [I/ln OI'BY3 "Kupenckas
PB".

3.7.2. Coznanue KOMUCCHH T10 ONpeAeNeHUI0 ypoBH 3amuimenHocTd [1/{xn npu ux o6padoTke
B UCII/ITn OI'bBY3 "Kupenckas PB".

3.7.3. Omnpenenenne nenerr 0opadotku [1[In OI'bY3 "Kupenckas Pb".

3.7.4. Ompenenenne nepeunss MCIIIn OI'bY3 "Kupenckas PB" u cocraBa II1/IH,
obpabareiBacmbix B UCIT/IH.

3.7.5. Onpenenenue nepeuns oopadarsiBaemMbix OI'bBY3 "Kupenckas PB" IT/1H.

3.7.6. Omnpenenenne cpokoB 00padoTku u xpanenus I[1JIH, ucxoxs uz tpedosanus, uro I11x
HE JIOJDKHBI XPAHUTBCS JOJIblLIEe, YeM 3Toro TpeOyroT ueiau obpaborku 3tux IIJIH, Mo nocTHKEeHUIo
KoTophIxX [1JIH moaexxat yHUUTOKEHHUIO.

3.7.7. Onpenenenue nepeuns ucnonb3dyeMpix B MCIT/IH (npemiaraeMpix K UCHOIb30BAaHUIO B
NCTI/IH) o01ecucTeMHBIX M MPUKIIAAHBIX TPOTPAMMHBIX CPEJICTB.
3.7.8. Onpenenenne pexumoB oOpadotku [1JlH B UCII[IH B 1enoM M B OTAEIBHBIX

KOMIIOHCHTAax.



3.7.9. Hasnauenue orBeTcTBEeHHOTO 3a oOecneueHue Oe3onacHoctH [1/{n B UCIIIH (nanee —
OTBeTCTBEHHBIN) Ui pa3pabOTKU M OCYIIECTBICHHUS TEXHHUUYECKHX MEpONPUATUH [0 OpraHu3aluu U
obecnieuennto 6e3onacHoctr [IJIH mpu ux obpadorke B MCIIAH. g xaxmonr UCII[H MoxeT OBITh
Ha3HA4YeH OTAEIbHBIN OTBETCTBEHHBIN.

3.7.10. Ha3naueHue OTBETCTBEHHOTO IIOJIb30BATENSl KPHUIITOCPEACTB, OOECIICUUBAIOIIETO
GYHKIIMOHUPOBaHME W 0€30MacHOCTh  KPUIITOCPEACTB, IMpeIHA3HAYEHHBIX Ui  OOecredyeHus
6esomacHoctu [1/lH. VYTBepkaeHue mepedHs ML, IOMYIIEHHBIX K padoTe ¢ KPUNTOCPEICTBAMU,
npeaHa3HaueHHbIMU 11 obecnieuenus 6e3omacHoctu [11a 8 UCII/IH (mosp30BaTeneit KpUNTOCPEICTB).

3.7.11.  Ompenenenue nepevHs MOMEIIEHUH, B KOTOpbix pazmemensl UCIIIH 1 matepuanbHbie
Hocurenu [1/1H.

3.7.12. Ompenenenue koHpurypammu u tomonmorun MCII[lH B menoM u UX OTHEIHHBIX
KOMITOHEHT, (PU3NUeCKHX, (PYHKIIMOHATIBHBIX U TEXHOJIOTMUECKHUX CBA3EH Kak BHYTPU 3TUX CHCTEM, TaK U
C IpYrUMH CUCTEMaMU Pa3IMYHOTO YPOBHS U Ha3HAYCHHUSI.

3.7.13.  Ompenenenne TEeXHHYECKUX CPEACTB M cucteM, ucnonbdyeMbix B WCII/IH, BkiItouas
YCIJIOBUS UX PACIOJIOKEHUS.

3.7.14.  ®opmupoBanue TexHuueckux nacnopros UCII/IH.

3.7.15. Pa3paboTka OpraHm3alMOHHO-PACIIOPSIAUTEIBHBIX JTOKyMeHTOB (mamee — OPJI),
perIaMeHTHPYIOUTUX MpoIiecc 00paboTKu U 3amuThl [1/]H:

— TlonuTHka B OTHOLIEHUH 00paOOTKH MEPCOHATBHBIX IaHHBIX;

— MHWuctpyknun (0TBETCTBEHHOTO 3a opraHm3anuio o0padotku I[I/lH, oTBeTCTBEHHOTO 32
obecnieuenne Oe3zonmacHoctu [1/Jn B MCII/IH, monb3oBatens MCIIJIH, OTBETCTBEHHOI'O IOJIB30BATEISA
KpUITOCPENCTB);

— Paznen nomkHOCTHBIX HHCTpyKuuid cotpyaHukoB  OI'BY3 "Kupenckas PB" B wactu
obecieuenus Oe3omacHoctn II/lH mpu ux oOpaboTke, BKJIIOYas YCTAHOBJIEHHE IEPCOHAIBHOM
OTBETCTBEHHOCTH 3a HapylleHus npaBui oopadotku [1/1H.

3.7.16. Tlomydenue (mpu HeoOXoauMOCTH) corjiacus Ha o0pabotky I[I/In cyowekrom I11H,
MOJNUCAaHNEe 00s3aTeNbcTBa O coOmrogeHnn koHpuaeHnuanbHoctd [IIH cotpymaukom  OI'BY3
"Kupenckas Pb".

3.7.17.  YtBepxnenue hopM yBenpomiieHuil cyobektoB 11 u popM xypHaIIOB, HEOOXOAUMBIX
B 1eJsIX oOecrieuenust 6ezonacHoctu 11/1H.

3.7.18. Omnpenenenue ypoBHs 3amumieHHoctn I[IJ[H mpum ux o6bpadotke B UHCII[IH B
coorBeTcTBUH C «TpebdoBanmsmu k 3amure [1/[H mpu mx oOpaboTke B MH()OPMAIMOHHBIX CHCTEMax
[IEPCOHAJIBHBIX JAHHBIX», YTBEP:KICHHbIMU IocTaHOBIeHUEM lIpaBurensctBa Poccuiickoit denepanuu
oT 1 Hosa6ps 2012 r. Ne 1119 (moaroroBka U yTBEp>KACHUE aKTa OINpPENEICHUs YPOBHS 3alllMIIEHHOCTH
[111 npu ux obpadoTke B UCII/IH).

3.7.19. Ompenenenue tHma yrpo3 OezomacHoctr [1/IH, aKTyaJbHBIX ISl WH(MOPMAIMOHHOM
CUCTEMBI, C YUYETOM OLICHKH BO3MOJKHOTO Bpe€jla B COOTBETCTBUU C HOPMATUBHBIMU NPABOBBIMU aKTaMU,
IPUHATBIMU BO ucnonHeHue denepanbHoro 3akoHa «O NEPCOHANBHBIX JaHHBIX». OnpeneneHue yrpos
6e3onmacHocTtu I1/H B KOoHKpeTHBIX ycnoBusix ¢yHkimonupoBanus UCIIH (pa3paboTka Monenel yrpos
6e3onacuoctH [1/{n mpu ux o6padotke B UCIIH).

3.7.20. ®opmMupoBaHHWE TEXHHYECKOTO 3amaHus Ha pa3paborky C3II[JH mo pesynpraTam
MIPEIMPOCKTHOTO 00CIIeIOBaHMS Ha OCHOBE HOPMAaTUBHO-MeToAndecknx JokymMmeHToB @CTIOK Poccuu u
®Cb Poccuu ¢ yyeTom ycTaHOBIEHHOTO YpoBHs 3auuiieHHocTy [1/]x npu ux odbpadotke B UCII/IH.

Texnuueckoe 3aaanue Ha pazpabotky C3I1/IH nomkHO comepxaTh:

— obocHoBanue paspaborku C3I1/1H;

— HCXOAHBIE JaHHble co3maBaeMoil  (MmoxepHmsupyemoi) WCIIJIH B  TeXHHYECKOM,
MPOrpaMMHOM, UH(POPMAILIMOHHOM U OPTaHU3AI[IOHHOM aCTIEeKTaX;



— ypoBeHb 3ammmennocty [11x npu ux odbpadorke B UCII/IH;

— CCBUIKY Ha HOpMaTUBHBIE IOKYMEHTBI, C y4ETOM KOTOpPbIX OyzaeT pa3pabatsiBaTthest C3I1/H, u
npuHUMathbes B skcruryaTanuo UCIH;

— KOHKpeTH3aluio Meponpustuii u Tpedosanuii k C3I1/1H;

— COCTaB U CoJiepkaHue paboT 1o dTanam pazpabotku u BHeapenus C3I1/{x

— TIepeyeHb MpPEANoNaraéMblX K HCHOIb30BAaHUIO CEPTU(ULIUPOBAHHBIX CPEICTB 3aIHUThHI
uHpOpMaLIUH.

3.8. DOran 2. IlpoextupoBanue C3II/IH, 3akynka, yCTaHOBKa, HAcCTpOWKa M OIBITHAs
AKCILTyaTalusl HEOOXOAMMBIX CPEICTB 3alUTHl HH(POPMAIUH.

3.8.1. Cozmanmne C3I1/IH sBriseTcss HEOOXOAUMBIM YCIOBHEM OO€CTeueHus Oe30MaCHOCTH
[I/In, B TOoM ciy4yae, €CiIM CYLIECTBYIOIINE OpraHHU3allMOHHBbIE M TEXHUYECKHUE MEphbl OOecredeHUs
0€30MacHOCTH HE COOTBETCTBYIOT TpeOoBaHMAM K obOecrneueHuto OeszomacHoctd [IJIH s
COOTBETCTBYIOLIETr0 ypoBHs 3ammieHHocty [I1n npu ux o6padotke B MCII/IH u/unu He HEUTpATU3YIOT
Bcex yrpo3 6e3onacHoctu [1JIn mns nansoi UCTIH.

3.8.2. Texaudeckue wMepsl 3ammtbl [IJ[H mnpeamonaraloT MCHOIB30BaHUE MPOrPAMMHO-
amnmapaTHbIX CpeAcTB 3amuThl uHpopmamuu. Ilpm oOpabGotrke II/lH c wucmomb30BaHHEM CPENCTB
aBTOMAaTH3allMd NPUMEHEHUE TEXHUYECKUX MEp 3allMThl SBISIETCS OO0s3aTeNbHBIM YCIOBHEM, a HUX
KOJIMYECTBO M CTENEHb 3allluThl OMpelessieTcs B MpoIecce MPEANpPOEKTHOro 00ciIe10BaHus
nnpopmanmonusix pecypcoB OI'bY3 "Kupenckas PB". [IlpumeHeHne TeXHUYECKUX MEp JOJKHO OBITH
pernameHTHpoBaHo HopMaTuBHEIM akToM OI'BY3 "Kupenckas PB".

3.8.3. Cpenctsa 3amutsl nHGopMaryu, npuMmensiemble B ICII/IH, B yCTaHOBICHHOM MOPSIKE
MPOXOJAT MPOLEAYPY OLIEHKH COOTBETCTBUS, BKIIIOYAs CEPTHU(PHKAIMIO HA COOTBETCTBUE TPEOOBAHUSAM
o 0e3omacHOCTH UHGOPMAIUH.

3.8.4. Ha cragum npoexktupoBannsa n cosznanus C3IIJn mmsa UCIIIn OI'bY3 "Kupenckas
PB" mpoBoasiTCs cienyronme MEpONpUsTUS:

— paspaboTtka Texauueckoro npoekra C3I1/IH;

— mnpuobpereHue (Tpu HEOOXOAMMOCTH), YCTAaHOBKA M HACTpPOMKa CEpUHHO BBITYCKAaEMBbIX
TEXHUYECKHUX CPEICTB 00pabOTKH, epeIaud U XpaHeHHUsT HHPOPMALINH;

— pa3paboTka MeponpUATHN MO 3auTe MUHGOPMALMU B COOTBETCTBHM C MPEIbSIBISEMBbIMU
TpeOOBaHUSAMU;

— TNpHOoOpeTeHne, yCTAaHOBKA U HACTPOWKaA CePTUDHUIIUPOBAHHBIX TEXHUUECKUX, TPOTPAMMHBIX U
IPOrPaMMHO-TEXHUYECKUX CPEJICTB 3aIlUThl HH(pOpMAIMK, B TOM 4Hcie (Ipu HEOOXOAMMOCTH) CPEICTB
KpunTorpaduueckoi 3aiuTel HHPOpMAIHH;

— peanm3anus pa3penmnTenbHoN cucTeMbl noctyna nonb3oBareneit UCII/{n k oOpabaTeiBaeMoit
B UCIIIn nadopmarmm;

— TOArOTOBKA DJKCIUTyaTallMOHHOW JOKYMEHTAallMd Ha HCIOJIB3YEMBIE CPEACTBA 3aLUTHI
nHpopmanuu;

— KOpPPEKTUPOBKA (JIOMOJHEHUE) OPraHU3aI[MIOHHO-PACTIOPSAIUTENFHON JOKYMEHTAIIMN B 4acTU
3aIUThl THGOPMAITUH.

3.9. Dran 3. Beog UCITdn ¢ C3I1/IH B MpOMBIIIUIEHHYO 3KCIUTYaTaIHIO.

3.9.1. Ha cranuu BBoga B UCIT[Jn (C3I1/IH) ocymiecTBasOTCA:

— ONBITHAs OJKCIUIyaTalUsl CpEJICTB 3allUThl HHPOpPMAIMM B KOMIUIEKCE C JIPYTUMHU
TEXHUYECKMMH U TPOTPAMMHBIMU CPEACTBAMH B IENSIX MPOBEPKH MX PabOTOCTIOCOOHOCTH B COCTaBe
NCTIIH (mpy HEOOXOAUMOCTH);

— TPUEMO-CHATOYHBbIC UCHBITAHUS CPEICTB 3alIUTHl MH(QOpPMAIMH IO pPEe3yIbTaTaM OIBITHON
AKCIUTyaTaluu (Ipy HEOOXOAUMOCTH);



— KOHTpOJIb BBINOJIHEHUS TpeOOBaHWI (BO3MOXKHO IPOBEJIECHHE JIaHHOTO KOHTPOJS B BHJE
aTTecTalnuu 1o TpedoBaHusM 6e3omnacHocTH [1/1H).

3.9.2. KoHTponb 3a BBIOJHEHMEM HACTOALIMX TPeOOBAHMN OpraHM3yeTCss M IMPOBOJMUTCS
ornepatopoM (yIOJTHOMOUYEHHBIM JIMIIOM) CaMOCTOSITEIbHO M (WMJIM) C TMPHUBJICYCHUEM Ha JOTOBOPHOMU
OCHOBE IOPHJIMYECKUX JIMII W WHIUBUAYAIbHBIX MpPEANpPUHUMATENCH, HMEIOUIMX JIMLEH3UI0 Ha
OCYILECTBIICHHUE ACSITEIBHOCTU 0 TEXHMYECKON 3aIuTe KOH(PUIASHIMATbHONH HHOopMaIy. YKa3aHHBIN
KOHTPOJIb MPOBOAUTCS He pexxe 1 pasa B 3 rofa B CPOKH, OIpeesieMble orepaTopoM (YHOITHOMOYEHHbBIM
JIUIIOM).

4. MPOBEJEHUE PABOT MO OBECIHEYEHUIO BE3OITACHOCTH
MNEPCOHAJIBHBIX TAHHBIX

4.1. Pabotel mo obecreueHuro Oe3omacHocTu [1/[H mpoBoasTcs B cooTBeTcTBHH C llmanom
MeponpusaTuii 1o 3ammre nepcoHanbHbIX JNaHHBIX (ITIPMJIOJKEHUE Ne 1). BuyTtpeHHue mnpoBepku
pexxuma 3amuthl [Tl OI'BY3 "Kupenckas PB" npoBoasarcs B coorBeTcTBHM ¢ [ImaHOM BHYTpEHHUX
MIPOBEPOK peXKMMa 3alIuThl IepcoHaabHbIX JaHHbIX ([TPUJIOXEHUE Ne 2).

4.2. KoHTpoib 3a mpoBeaeHHEM paboT mo obecmeueHunro Oe3omacHoctH [1/[H ocymecTBisier
OTBETCTBEHHBIA 3a opranuzanuio oOpaboTku II/[H B BHIE METOIMYECKOrO PYKOBOJCTBA, Y4acTHs B
pa3pabotke TpeOoBanuii mo 3amute I1J[H, opranm3anuu paboOT MO BBIABICHHUIO BO3MOXKHBIX KaHAJIOB
yT€UYKH MH(pOpPMAIMH, COIJIAaCOBAHUS BHIOOPA CPEACTB BBIUMCIUTENBLHON TEXHUKH U CBSA3H, TEXHUUECKUX
U IPOrpPaMMHBIX CPEICTB 3aluThl, ydactus B oneHke coorserctBusg VCII/In OI'BY3 "Kupenckas PB"
TpeboBanusM O6e3omacHocTH [1/1H.

4.3. Tlpum HEoOXOAUMOCTH K MPOBEAEHUIO paboT mo obecneueHuro OezomacHoctu [1JJH MoryT
NpUBJIEKaTbCA CIEMUATM3UPOBaHHbIE opranuzanmuy, umeromue auueHsuto DPCTIK Poccun Ha
OCYILECTBJICHHUE JAESITEIbHOCTH [0 TEXHUYECKOM 3a1uTe KOHPUICHIMAIbHON HH(OpMALIHH.

4.4, B cootBeTcTBUHM € 1. 5.2 MeTOIUYECKHX PEKOMEHAAIUN MO OOECMEYCHHUIO C IMOMOIIBIO
KPHUIITOCPEACTB OE30MAaCHOCTH MEPCOHANBHBIX JaHHBIX MPHU UX 00paboTKe B MH(POPMAITMOHHBIX CHUCTEMAX
MEPCOHAJBHBIX JIAHHBIX C HMCIIOJIb30BAaHUEM CPEICTB aBTOMAaTHU3allUU, YTBEP)KICHHBIX PYKOBOACTBOM 8
Lleutpa ®CB Poccun 21 ¢pespans 2008 r. Ne 149/54-144, nmpu HEOOXOAMMOCTH HCIOJIB30BaHHS HPH
cozmanun C3IIJIH cpeactB kpunrtorpaduueckoi 3amuThl HHPOpMAIMM K MPOBEACHUIO PabOT 1o
obecrieuennto  OezomacHoctn  [1/IH OI'bY3 "Kupenckass Pb"ueoOxoaumo mpuBiekats
CTeMAIM3UPOBaHHbIe opranuzanuu, umeronme aunensun ®Ch Poccun Ha ocymiecTBieHrne padboT 1o
pacnpocTpaHeHHI0 MHUQPPOBATBHBIX (KpUOTOrpadUuecKux) CPEACTB, MPEIHA3HAYEHHBIX JUIS 3aIHUTHI
MHpOpMaLUU, HE coJepXkalleil CBeJIeHNs, COCTABIIAIONINE TOCYAAPCTBEHHYIO TaliHy, Ha OCYILECTBIICHUE
TEXHUUYECKOro OOCIY)XKMBaHHUS HIH(PPOBAJIbHBIX (KPpUOTOrpaUuecKux) CpelCcTB, Ha OCYILECTBICHHE
paboT MO OKa3aHWIO yCIyr B oOiactu mu@poBaHus WHOpPMAIWK, HE COACPKAMUX CBEICHHIA,
COCTaBJIAIONIUX TOCY/IapCTBEHHYIO TaiiHYy.

5. PELIEHHE BOITPOCOB OBECIIEYEHMUSA BE3OITACHOCTH
HNEPCOHAJIBHBIX TAHHBIX B IMHAMUWKE UBMEHEHUSA OBCTAHOBKHU U
KOHTPOJIA DOPEKTUBHOCTHU 3AUTHI

5.1. Mopepumzamus C3IIJn ans ¢ysxmmonupyronmx WCIArn OI'bY3 "Kupenckas PB"
JOJKHA OCYLIECTBIIATHCS B Cllydae:

— u3MeHeHus coctaBa win cTpykTypsl UCII/IH nnm TeXHu4eckux 0COOEHHOCTEH €€ TOCTPOCHUS
(U3MEHeHHus cocTaBa WM CTPYKTYphl NPOrPaMMHOI0 OOecHeueHUs,, TEXHUYECKHX CpPeACTB 00paboTKH
[11n1, Tomonoruu UCI1/IH);

— u3MeHeHus cocraBa yrpo3 6ezonacHoctu [1/{n B UCTI/IH;



— u3MeHeHus ypoBHs 3amumenHocty [11a nmpu ux obpadotke B UCII/IH;

— TPOYMX ClIyyasix, 10 pEUICHHUIO ollepaTopa.

5.2. B uensx ompezneneHuss HeoOXoauMmocTu nopadotku (monepHu3anuu) C3IIJH He pexe
OJTHOTO pa3a B roJl OTBETCTBEHHBIM 3a opraHuzanuio oopadotku I1JIH momKkHA MPOBOIUTHCS MPOBEPKA
coctaBa u ctpykTypbl UCII/IH, coctaBa yrpo3 6e3omacHoctu [1[1n B UCII/IH u ypoBHS 3alIMIIIEHHOCTH
I[IIn mpu wux o6paborke B WCII/IH, coOnroneHus yCIOBUN HCHOJIb30BAaHUS CPEICTB 3alllUTHI
UHPOpPMALIMY, TPETYCMOTPEHHBIX AKCIUTyaTAallMOHHOW M TEXHUYECKOW JOKyMeHTaluei. Pesymbrarhl
MIPOBEPKU OPOPMIISIFOTCS] aKTOM MTPOBEPKHU U yTBepkaatorcs pykoBoaureinem OI'BY3 "Kupenckas PB".

5.3. Anamu3 uHHmIeHToB Oe3omacHoctu [I/IH M cocTaBieHue 3aKIIOUEHUN B 00s3aTEIHLHOM
MOPSAJIKE TOHKHO MPOBOJIUTHCS B CIIydae BBISIBICHHS CIEAYIOUINX (haKTOB:

— HecoOIIoeHue yciaoBuid Xpanenus: Hocureneit [1/1H;

— HCTOJb30BaHUE CPEACTB 3aIUThl MHGOPMALMU, KOTOPbIE MOTYT MPHUBECTH K HapyLUICHUIO
3aJJaHHOTO YpOBHS 6€30macHOCTH (KOH(UIEHIIMATIBHOCTD/ IIEJIOCTHOCTR/A0CTYNHOCTh) [1/IH nnu apyrum
HapyILICHUAM, IPUBOJAILINM K CHXKEHUIO YpOBHsI 3aiuieHHoctu [1/1H;

— HapylmeHue  3aJaHHoro  ypoBHsS  Oe3omacHoctn  [I/[n (koH(pUIEHIINATTEHOCTH/
[EJIOCTHOCTB/IOCTYITHOCTB).

Pa3zpaboran
AnMuHUCTpaTOp HHPOPMAIIMOHHOH 0€30macHOCTH /

«__» 20 r.




[MPMIJIOXXEHME Ne 1
K [lonoxkeHnuto 1o opraHu3anyy 1 MpoOBEAECHUIO paboT 10

obecrieueHnI0 6€30MacHOCTH MEPCOHANBHBIX TAHHBIX TPH
ux 00paboTke B UH(POPMALIMOHHBIX CHCTEMAX

nepcoHanbHbIX JaHHBIX OI'bBY3 "Kupenckas Pb"

OT « »

20 r.

IInan MmeponpusATHii 110 3a1UTEe NEPCOHAIBHBIX JAHHBIX
B OI'bY3 "Kupenckas Pb"

HaumenoBanue MeponpusiTust

Cpox
BbIIIOJTHCHHU A

IIpumeyanue

JIoKyMeHTaITbHOE peryiaMeHTUPOBAHNE
pabortsl ¢ [1]Ix

ITpu
HEOOXOIUMOCTH

PazpaboTka opraHu3aimoHHO-
pacropsIIUTEbHBIX TOKYMEHTOB I10 3aIHUTE
I1/1x, mu00 BHECEHHE U3MEHEHUI B
CYLIECTBYIOIIHE

[Tomyuenne cornacuii cyonrextoB [1/1H
(pm3maeckux mui) Ha 06padoTky I1/[H
B CIIy4asx, KOTJa 3TOro Tpedyer
3aKOHOIATENILCTBO

ITocTostHHO

B cnyuasx, npenycMoTpeHHbIX PenepanibHbIM
3aK0HOM «O TIEpCOHANBHBIX JaHHBIXY,
ob6pabotka I1JIH oCyIecTBIsAETCS TOIBKO C
corJiacHsi B MUCbMEHHOU opMe CyObeKTa
IT/I1n. ®opma cornacus npuseaeHa B [Ipukaze
«O0 yTBepxaeHn GopM JOKYMEHTOB,
HCO6XOI{I/IMBIX B I€JIIX BBIIIOJTHCHU A
TpeOoBaHMIi 3aKOHOIATEILCTBA B 00JIaCTH
MIEPCOHANILHBIX TAHHBIX». PaBHO3HAYHBIM
coJieprkaiieMy coOCTBEHHOPYUYHYIO MTOMIUCH
cyonexTa [1/1H cormacuto B MMChbMEHHOM
(hopme Ha OyMa)KHOM HOCHTEJIE TIPU3HACTCS
coriacue B popMe 3JIEKTPOHHOTO TOKyMEHTa,
IIOAIMMCAHHOT'O B COOTBETCTBUU C
(enepa’abHBIM 3aKOHOM 3JIEKTPOHHOMN
MOJITUCHIO

[MepecMoTp MOrOBOpA C TPETHHUMU

JIMIIAMH Ha TIOpy4YeHUe 00paboTKU
IT1a

ITpu
HEOOXOIUMOCTH

B cirygae mopydennst 06padotku 110
cyonexroB [1/1H TpeTbuM Juiam (Hanpumep,
KpEeIUTHO-(DMHAHCOBBIM YUPEKICHHSIM) B
JIOTOBOP BKJIIOYAETCSI MMyHKT O COOIIOACHUH
KoH(HIeHIIaTbHOCTH IpH 06padoTke I1/1H, a
TaKXe YYUTHIBAIOTCS TpeOOBaHUs 4.3 CT.6
®OenepanpHOro 3aKoHa «O MepcoHaNbHBIX
JAHHBIX)

Orpannuenue J0CTyna COTPYIHUKOB K
IT1n

ITpu
HEOOXOTUMOCTH
(mpu cozmaHumn
WCTI/In)

B ciyaae co3zpanus UCII/IH, a Takxe
npuseaeHust umeroruxcs UCI I B
COOTBETCTBHE C TPEOOBAHUAMH 3aKOHA
HEOOXOIUMO pa3rpaHudUTh JOCTYII
cotpyaHukoB Oneparopa k [1/1x

B3aumogpeiicteue ¢ cyonrextamu [1/1x

ITocTossHHO

Pabota c ob6pamenusmu cyorextos I1/1H,
BeJICHUE )KyPHAJIOB yUeTa Mepenadn
MIEPCOHANILHBIX JIAHHBIX, OOpaIleHH
cyobekToB [1/1H, yBenomiieHue CyOBEeKTOB
[1/1H 00 yHUUYTOXKEHHUH, U3MCHCHHUH,




Ne HaumenoBanune MeponpusiTust Cpoxk [pumeuanne
nm\n BBINOJTHEHHUSA
MpeKpaIieHny 00pabOTKH, yCTpaHEHUN
HapYIIEHUH, JOMyIIEHHBIX TPH 00paboTKe
II1H, nosyuenuu I1/1H OT TpeThUX JHIL
6. Benenue xypHaioB yuera [TocTosHHO
OTYYKJAEMBIX AJIEKTPOHHBIX
HOCHTEJIeH IepCOHAIBHBIX JaHHBIX,
CPEJICTB 3aIUTHI HHPOPMAITUH
7. [NoBeImeHre KBATUPUKAIIH [MocrostHHO [ToBbieHHE KBATU(PUKAITUH COTPYTHUKOB,
COTPYAHHUKOB B 00nacTu 3amuTsl 1110 OTBETCTBEHHBIX 32 BBINIOJIHEHHE Pa0dOT — HE
MEHee pas3a B TPH T'0/1a, IOBBIIICHHE
OCBEJIOMIIEHHOCTH COTPYIHUKOB — ITOCTOSTHHO
(manHOE OOYYCHHE TPOBOIUT OTBETCTBEHHBIN
3a obecnieueHue O6e3onacHocTu I1/]H B
UCTI/In)
8. WuBenTapusaius nHGOpPMAIMOHHBIX Pa3 B mosronia [IpoBoauTes C LENBIO BHISBICHUS B
pecypcoB WH(POPMAIIMOHHBIX PECYpcax MPUCYTCTBUS
JUDIL:|
9. YcranoBka cpokoB oopadotku [1lu u | [Ipu s 111 OnepatopoM yCTaHABIMBAOTCS
NPOLEAYPHl UX YHUYTOKEHHS 1O HEOOXOIUMOCTH cpoku obpadotku I1/1H, koTOpHIE
OKOHYaHHUH CpoKa 00paboTKH JIOKYMEHTAIILHO ITOATBEPIKIAIOTCS B
HOpPMAaTHUBHBIX JokyMeHTax Oneparopa. [Ipu
MePecMOTPE CPOKOB HEOOXOIMMBIE
W3MEHEHHSI BHOCSTCSI B COOTBETCTBYIOIINE
JIOKYMEHTBI
10. | YHuuTOXEHUE 3TEKTPOHHBIX [Tpn YHHUYTOKEHHE HTIEKTPOHHBIX (OYMaXKHBIX )
(OymakHBIX ) HOCHTENEeH HHPOPMAIIMH | HEOOXOAMMOCTH HocuTeNnel MHPpOpMAaIUU TIPU TOCTIDKEHUH
MIPH JOCTHXKEHUH 1eTieit 00paboTku neneit oopadotku [1/1n nmpousBoguTces ¢
JUDI: odopmiieHHEM AKTa Ha CTIICAHHE U
YHUYTOXXEHHE JIEKTPOHHBIX (OyMaXKHBIX )
Hocurenelt nadopmarnmu. Popma
COOTBETCTBYIOILIETO aKTa IPUBEICHA B
[Mpukaze «O6 yrBepxkaeHun Gopm
JOKYMEHTOB, HEOOXOZMMBIX B LENSIX
BBITIOJTHEHHUS TPEOOBAaHUI 3aKOHOAATENILCTBA
B 00J1aCTH TIEPCOHAIBHBIX JJAHHBIX)
11. | Omnpenenenue ypoBHs 3ammieHHocTa | [lpu Ornpeneneuue ypoBHs 3amuiieaHoctd [11a
IT11 npu ux obpadotke B UCITH HEOOXOIUMOCTH npu ux odopadotke B UCII/In
ocymectsisiercs npu co3gananu UCIIIu, npu
u3MeHeHun cocrasa [1/[H, oObema
obpabateiBaembix [1]1H, cyOobexToB 1]
12. | BrisBiaeHHe yrpo3 0€30MacHOCTH [Ipu PazpabarbeiBaeTcst Ipu CO3JaHUY CHCTEMBI
pa3zpaboTka MOJIeNel yrpo3 u HE0OXOANMOCTH samutel UCIHTda
HapyLIUTENs
13. | Arrecranms (ceptudukanus) C3[1Ju | [lpn IIpoBoaHTCS COBMECTHO C JIMIICH3NATAMH
WJIM TEKJIApUPOBAHUE COOTBETCTBHS HE0OXOAMMOCTH OCTOK
1o TpeboBaHmsIM 6e3omacHocTH [1)1H
14. | Okcnnyatauus UCIIJIH u KoHTpOIb ITocTossHHO
oe3omacuoctu [1]1H
15. | [loHmwxkeHnune TpeOOBaHUN MO 3alTUTE IIpu B cnyqae cozganus UCI1/IH, a Taxxe




Ne HaumeHoBaHue MepONpUATHS Cpox IIpumeuanue
nm\n BBITIOJTHEHH S
[TJI1 myTeM cerMeHTUpOBaHUS HEO0OXOIMMOCTH npusenenus umeroniuxcs UCIIIH B

HCIIIH, OTKIIOYEHHUS OT CeTeH
00111eT0 MOTb30BaHMS, 00eCTIeYeHNS
oomena mexay UCIIJIH ¢ moMombo
CMEHHBIX HOCHUTENEH, CO3/1aHus
aBToHOMHBIX VICII/IH Ha BBIIETEHHBIX
APM u npounx JOCTYIHBIX Mep

COOTBECTCTBHH C TpC6OBaHI/IHMI/I 3aKOHa




[MTPUIJIOXKEHUE Ne 2
K [lonoxeHuto 1o opranu3anuy U NpoBEJAEHHIO padoT Mo

o0ecrieueHnIo 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX
npu ux 00paboTke B UH(POPMAIIMOHHBIX CHCTEMaX
nepcoHanbhbix JaHHbix OI'bBY3 "Kupenckas PB"

OT « »

20 1.

I1nan BHYTpeHHHMX NPOBEPOK Pe:KMMA 3aIMTHI NEPCOHATBHBIX JAHHBIX

B OI'bY3 "Kupenckas Pb"

Ne Meponpusitue Iepuoauunocty | Jlarta, noanuch
UCTIOJTHUTEJIS

1. Kontpons cobmonenus npasun oopadotku [1/1x Exxemecsuno

2. [IpoBeneHrie BHyTpEHHUX MPOBEPOK HA MTPEIMET BBISBICHHS Exeronmno
M3MEHEHHH B paBWiIaXx 00paboTku 1 3ammThl 1110

3. KoHTpoub cobiroieHus pexxruMa napoibHOM 3aluThl ExxemecsiunO

4, KoHTpoJib BBINOTHEHUSI aHTUBUPYCHOM 3aITUThI ExenenensHo

5. KoHTpounb cobroneHus pexkuMa 3aliuThl IPH MOAKITIOUYEHUH K ExxenenenvHO
CeTsM 00IIero Mob30BaHus U (WIIH) MEeXIYHAPOIHOTO OOMeHa

6. KoHTposb 32 00HOBJIEHHSIMH ITPOTPAMMHOTO 00ECIICUEHUS 1 ExenenensHo
enuHooOpasus npuMensemoro [10 Ha Bcex anementax UCTI/Iu

7. KoHTponb 3a obecnieueHreM pe3epBHOTO KOTTHPOBAHUS Exxemecsano

8. Opranu3zanms aHaau3a U IepecMoTpa UMEIOIUXCS YyTPo3 Esxeronno
0e3onacHocTu [1/]H, a Takxke MpelcKa3aHue NOSBICHNS HOBBIX,
elle HEU3BECTHBIX, YTPO3

9. [MonnepxaHue B aKTyaaTbHOM COCTOSIHUM HOPMAaTHUBHO- EsxexkBapTanbHO
OpraHU3alMOHHBIX JOKYMEHTOB

10. Kontpos 3a pa3paboTkoil 1 BHECEHHEM H3MEHEHUH B Exemecsuno
MporpaMMHOe o0ecriedeHre COOCTBEHHOH pa3paboTKU MITH
mraraoe 10, cneruansHo 1opabaTbiBaeMoe COOCTBEHHBIMH
pa3paboTUYMKaMHy WM CTOPOHHUMHU OpPraHU3aNUsAMU (TIPH
HATAYIHH)

11. Tectuposanne Bcex ¢ynakimit C3U HCJI ¢ moMotbro E>xxeronuo

CIICHUAIIbHBIX MPOTrPpaMMHBIX CPCACTB




[Tpunoxenue No2
Kk Ilpuxazy Ne 22 or 17.12.2020 roma

MEPEYEHbG 3AIIAIIIAEMBIX JAHHBIX B TH®OPMAIIMOHHOM CUCTEME

«Ilonmukaunuxka» OI'BY3 "Kupeuckas PB"

SamuniaeMpiMd - UHQOPMAIIMOHHBIMU  pecypcaMu B uHpopManmoHHou cucteme «llomukmuHmkay
OI'bY3 "Kupenckas PB" sBnstoTcs:

1. OopabaTbiBaeMasi HUH(pOpMaLHUs:

1.1. {annsie, cogepxamuecs B UC «llonuxnunuka» » OI'BY3 "Kupenckas Pb", B ToM uncne

uHpOpMAaIIH:
- ®UO;

- JlaTa poxxneHus;

- KonraktHelii TenedoH;

- Anpec nponucky;

- Anpec GpakTHUECKOTO MPOKUBAHUS;

- ITacnopTHbIE TaHHBIE;

- CHUJIC;

- [Tomuc OMC

- JlaHHBIE O COCTOSIHUH 310POBbsl (UCTOPHS OOJIC3HH).

1.2.

B UC «llonuknunuka» OI'BY3 "Kupenckas PB" MOryT BKIIOYaThCA MHBIE CBEACHUS, 3a
WCKJIIOYEHUEM CBEJICHUM, SIBISIOMIMXCA TMEPCOHATBHBIMU JAHHBIMU WM OTHECEHHBIX K
roCyAapCTBEHHOU TalHe.

2. TexHonoruveckasi uHGpopMaus

TexHomornueckas nHGOpPMAITHS, MOJISKAIIAS 3AIUTE, BKIIOYALT:

ynpasisitomas uapopmanus (KoHUrypanroHusle (aiiibl, TabIUIBI MapLIpyTHU3alUY,
HACTPOWKM CUCTEMBI 3alLLUTHI U TIp.);

TEXHOJIOTHYECKass HMHQPOpPMalus CpeACTB JOCTyHa K CHCTEMaM  yIpaBJICHUS
(ayTeHTHUMKAIMOHHAS HHPOPMAIMA, KIIOYM U aTpUOyThI 1OCTyNA U Ap.);

nHpopMalvsg Ha CBHEMHBIX HOcHUTeNsX uHpopmanuu (OyMakHble, MarHUTHBIE,
ONTHYECKHE M Tp.), COACpXKAIIMEe 3alIMIIAeMYyI0 TEXHOJOTMYECKYI0 HH(OpMaIuio
CHCTEMBI YIIpaBIICHUs pECYypCaMH MJIH CPEJICTB IOCTYIA K 3TUM CHCTEMaM YIpaBJICHHUS;

nHpopmanua o cucreme 3amuThl MC, ee cocraBe U CTPyKType, NpUHLIUIAX U
TEXHUUYECKUX PELICHUSX 3aLUThI;

nH(popMallMOHHbIE pecypchl (0a3bl JaHHBIX, Qainbl W JOpyrue), cojaepxkaiine
uHpopMaKi0 O HHGDOPMAIIMOHHO-TEJIEKOMMYHHUKAIMOHHBIX CHUCTEMaxX, O IIJIaHax



obecrnieuenuss OecrnepeOoitHOM pabOTHl W TMpOIEAypax Iepexojia K YIPaBICHUIO B
ABapUIHBIX PEXKUMaX;

— cayxeOHble JaHHble (METaJaHHbIC) TOSBISIONIMECS HPH padoTe MPOrpPaMMHOrO
obecrnieyeHus, COOOIIEHUI W MPOTOKOJIOB MEXKCETEBOTO B3aUMOJICHCTBYS, B Pe3yJIbTaTe
o6pabotku O6pabaTeiBaeMoli HHPOPMALIUH.

— HWudopmanus o mporpaMMHO-TEXHUYECKHX CPEACTBAX 00pabOTKH
— HWudopmanus o cpeacTBax 3amuThl HHPOPMALIUU
— Hudopmanus o kaHamax nHGOPMAIIMOHHOTO 0OMEHA M TEIEKOMMYHHUKAITIH

— Hudopmanus 06 00beKTaX U MOMEIIEHUSIX, B KOTOPBIX pa3MelieHbl KoMIMOHeHThI MC
2.1. TlporpaMMHO-TEXHUYECKHE CPEACTBA 00paOOTKH
[TporpaMMHO-TeXHUYECKHE CPEICTBA BKIIIOYAIOT B CEOS:

— 00IIecucTeMHOE U CIeNHMaIbHOe MPOTrpaMMHOE oOecrieueHrne (OmepalioHHbIE CHCTEMBI,
KJIMEHT-CEPBEPHbIE MPUIIOKEHUS U IPYTHE);

—  pe3epBHbIC KOMMH 0OLIECUCTEMHOTO IPOTrPAMMHOI0 00ECTICYSHHUS;
— HMHCTPYMEHTAaJbHBIC CPE/ICTBA U YTWINTHI CHCTEM ylpaBienus pecypcamu UC;
— amnmapaTHble cpesicTBa 00paboTky 3anumaemoit nHGopmanuu (APM);

— cereBoe 000pyioBaHUE (KOHLIEHTPATOPbI, KOMMYTATOPbI, MApIIPyTU3aTOPHI U T.I1.).
2.2. Cpenctsa 3amuThl HHGOpMAIHH
CpenctBa 3amuThl HHGOPMALIUK COCTOST U3 MMPOTPAMMHBIX CPEICTB U BKIIIOYAIOT B CEOS:
— CpeACTBa YIpPAaBJICHUS U pa3rpaHUuEHUs JOCTYIA MOJIb30BaTENECH;
— cpencTBa oOecreueHus: perucTpaln 1 yuera AeicTBuii ¢ nHpopMaluei;
— cpencTBa, o0ecrieunBaloIye eT0CTHOCTh TaHHbIX;
— CpeICTBa aHTUBUPYCHOM 3alllUTHI;
—  CpeJCTBa aHAJIM3a 3aLIUIIECHHOCTH;
—  CpeICTBa MEKCETEBOI0 SKPaHUPOBAHUS;
— cpencTBa Kpunrorpaduyeckoi 3amuThl JaHHBIX, IPH UX Mepeadyd M0 KaHajlaM CBSI3H
cerelt o0mero u (WJIM) MEXKITyHAPOAHOTO OOMEHA.
2.3. Kananel nuH(pOpMaimoHHOTO 0OMEHA U TEIIEKOMM YHUKAITHH
Kanansr napopmanimoHHoro oOMeHa 1 TEIEKOMMYHHUKAIUH SBIISIOTCS 00bEKTaAMHU 3aIUTHI, €CITU
M0 HUM TiepeatoTcs odpabaTeiBaeMas M TEXHOJIOTHUECKast HH(DOpMAIIHS.
2.4. O0BEKTHI U IOMEIIEHUS, B KOTOPBIX pa3MelieHbl komnoHeHTsl UC
OOBEKTH U TOMEIIEHHUS SBISIOTCS OOBEKTaMH 3aIUTHI, €CJIU B HHUX MPOUCXOJUT 00paboTKa

00pabaTbIBaeMOI M TEXHOJIOTHUECKON MH(POPMAIINH, YCTAHOBIIEHBI TEXHUYECKHE CPEACTBa 00pabOTKH U
3aIUTHI.

Pa3paboran
AnMuHUCTpATOp HHPOPMAIIMOHHOM O€30MacHOCTH /

« » 20 T.
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NEPEYEHb UTH®OPMAIIMOHHBIX CUCTEM
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[Tpunoxenue Ned
Kk Ilpuxazy Ne 22 or 17.12.2020 roma

HNEPEYEHBb IEPCOHAJIBHBIX JAHHBIX B THOOPMAIIMOHHON CUCTEME
IHHEPCOHAJIBHBIX TAHHBIX «<HA3BAHUE UCIIAH» U HIOJJVIEXKAIIIUX 3AIIUTE B

OI'bY3 "Kupenckaa PB"

l. Ilepeyens 3aMMIIIaeMbIX EPCOHATBHBIX JAHHBIX

KOH(I)I/I,[[CHI_II/IELHBHOCTB NEPCOHAIBHBIX JAHHBIX - 00s13aTeIbHOE JJIA CO6J'IIOI[CHI/IH COTPpYAHUKaMU

OI'FY3 "Kupenckas PB" TpeOoBaHME: HE JTOMYCKAaTh PACIpOCTPaHEHHUsS MEPCOHAIBHBIX JTAHHBIX Oe3

coriaacusa CY6"beKTa MNEPCOHAJIBHBIX TAHHBIX WJIM HAJIWUYHA HHOI'O 3aKOHHOI'O OCHOBAHMA.

3ammiaeMbpIMi HHPOPMAIIMOHHBIME pecypcaMu B HH()OPMAITMOHHOM CUCTEME MEPCOHATBHBIX
nauubix ([1n) OI'BY3 "Kupenckasa PB" aBnstoTcs:

2.5.

2.6.

1. O0pabaTbiBaeMasi UH(pOpMaLHUS:

[lepconanbuble nanHble cyobekToB [1/[H BKiIIOUaAIOT:

OUO;

Jara poxaeHus;

KonrakTHsIii TenedoH;

Anpec NpoOnuCKH;

Anpec (hakTUUECKOTO MPOKUBAHMUS,

[lacriopTHbBIE JaHHBIE;

JlaHHBIE O MECTE POKIAECHUS;

JlaHHBIE O CMepTH;

JlanHble 00 YCHIHOBJICHUH, YCTAaHOBJICHUH OTIIOBCTBA;

Jlannble 0 Opake;

Jlannabple 00 M3MEHEHUE UMEHH, (DaMUJTHH, OTYECTBA;

JlaHHBIE O POJICTBEHHHKAX;

I'paxxnanctBo;

HanmonansHOCTE;

JlaHHBIE O COCTOSIHUU 37J0POBbSI.

[lepconanbuble nannbie coTpyaHukoB OI'6Y3 "Kupenckas PB" BKIIOYalOT:

damMunys, UMs, OTYSCTBO;

MecTo 1 naTta poKICHHUS;

I'paxxnanctBo;

Anpec 1o MpoIHUCKe;

[lacnopTHble AaHHBIE (Cepus, HOMEp MacmopTa, KeM M KOTJa BBIJAH), B TOM YHCIIE
3arpaHIacIopT;

Nudopmarmuss 06 oOpazoBaHuM (HaMMEHOBaHWE OOPA30BATEIBHOTO  YUPEIKICHHUS,
CBEIICHUSI O JOKYMEHTaX, IMOATBEpKIaronire oOpa3oBaHHE: HAMMEHOBAaHWE, HOMED,
cepwusi, 1aTa BbIJJauH, CIICIIMAIbHOCTD, KBATM(PUKALINS);



— HWudopmanus o TpynoBoW AeATENbHOCTH A0 MNpueMa Ha paboTy (MecTo paboThl,
JOJI’KHOCTB, IEPUOJT paOOThI, MPUYUHBI YBOJIbHEHHUS );

— HWudopmanus o TpyoBOM CTaxke;

—  Anpec npoxuBaHus ((HaKTHISCKUN);

—  Tenedonnsiit HoMep (ToMamHUM, paboumii, MOOUIBHBIN);

— CewMeliHO€ NOJIOKEHHE U COCTAB CEMbHU (MY’K/’KeHa, 1€TH);

— HWudopmanus o 3HaHUU UHOCTPAHHBIX SI3BIKOB;

— Jlomyck K rocy1apCTBEHHOM TalHE;

—  Oknan, HanOaBKY,

— OrTHo1IEHNE K CYITUMOCTH;

— IlpeObiBanue 3a rpaHuLIEH;

— CseneHus 0 10X0JlaX, UMYILECTBE, 005A3aTEIBCTBAX UMYIIIECTBEHHOTO XapaKTepa CBOUX,
Cynpyra v HECOBEPIIEHHOJIETHUX JAETEN;

— JlaHHBIE O TpPYHOBOM J0TOBOpe (CiIy’)keOHOM KOHTpakTe) (Ne TpymoBOro mgoromopa
(cmyxeOHOro KOHTPAKTa), AaTa €ro 3aKIIOYeHHus, JaTa Hayajla U JaTa OKOHYAHUS, BUA
paboThl, CPOK AEHCTBUS, HATMYME UCIIBITATENILHOIO CPOKA, PEXHUM TPYyIa, JUIUTEIBHOCTh
OCHOBHOTO  OTIIyCKa, JUIMTEJBHOCTb JONOJIHUTEIBHOIO OTIYCKA, JUIMTEIbHOCTH
JOTIOTHUTEIBHOTO OTIYCKa 33 HEHOPMHPOBAHHBIA pabo4Mii J1eHb, JOJDKHOCTHBIC
0053aHHOCTH paOOTHHKA, JOTIOJTHUTEIbHbIE COIIMAIbHBIE JIBIOTHl M rapanTHH, Ne 1 4rciio
U3MEHEHHS K TPYJO0BOMY J0TOBOPY (CIy>KEOHOTr0 KOHTpakTa), Xapakrep padoTsl, popma
OIJIaThl TPYyZa, KaTeropus INepcoHaja, YCIOBHUS Tpyla, HMPOAOJDKUTEIbHOCTh palboueit
(cimyxeOHOI) HEeJIeH, CHCTEMA OTLIATHI);

— CaeneHusl 0 BOMHCKOM yueTe (KaTeropus 3anaca, BOMHCKOE 3BaHUE, KaTeropus rOJHOCTH
K BOGHHOM cITy>x0e, mHpOpMaIis O CHATHU C BOMHCKOTO y4era, coctaB (mpoduis), BYC,
OTHOIIICHHE K BOMHCKOMY Y4eTy, OpOHHpPOBaHuE);

— UWHH;

— CHMIIC;

— JlaHHbIe 00 arTecTanuy pabOTHUKOB,;

—  JlaHHBIC O MOBBIIICHUHU KBAIM(UKAIIUH, TPO(PECCHOHAIbHAS ITEPETIOIIOTOBKA,

— JlaHHbIe 0 Harpaiax, MeAAIAX, MOOLIPEHUSIX, IOYETHBIX 3BAHUSAX;

— Hudopmanuus o mpueme Ha paboTy, HEpEeMEIIEHUH 110 TOJKHOCTH, YBOJIbHEHUH;

— HWudopmanus o6 ornyckax;

— HWudopmanus o KoMaHIUPOBKax;

— Hudopmanus o cocTostHUM 30pOBbs, O BpDEMEHHOW HETPYJ0CIOCOOHOCTH;

—  HWudopmanus o MeAUIIMHCKOM CTPaXxOBaHUH;

— HWudopmanus o HerocyaapcTBEHHOM IIEHCHOHHOM 00€CIIEYEeHHUU.

1. Ilepedyensb 3amumaemMoi nHpopmanuu

3. TexHojornuyeckas uHpopmanus
TexHonoruueckas MHGOpMAaIKs, OIeXkKalas 3alluTe, BKIOYAeT:
— ympasisoomas uHpopManus (KoHGUrypaluoHHbIe (aiiabl, TaOIUIBI MapLIpyTH3aLUH,
HACTPOMKHU CUCTEMBI 3aIUTHI U 11P.);



CBEJICHUS O POBEJICHHBIX CITY>KEOHBIX MPOBEPKAX, TUCHUIUTMHAPHBIX B3bICKAHUSAX;
nH(popMalys 0 KBATU(PUKAIMOHHBIX YK3aMEHAX;
CBEJICHUS O KaJpOBOM PE3€epBE;

TEXHOJIOTHYECKass HMH(POpPMAanusi CpPEACTB  JOCTyMa K CHCTEeMaM  yIpaBIICHUS
(ayrenTHUKaIMOHHAS HHPOPMAIIHA, KIIOYM U aTpUOyThI JOCTYNA U Ap.);

nHpopManus Ha CBEMHBIX HOCUTENIX wuHpopManuu (OymMakHbIE, MarHUTHBIC,
ONTUYECKHE W TIp.), COJEpKAIIME 3alUIIAEMYI0 TEXHOJOTHYECKYI0 HH(POPMAIINIO
CUCTCMBI YIIPABJICHUA peCypCaMU UK CPCACTB JOCTYIIA K 3TUM CUCTCMAaM YIIPABJICHUSA

unpopmanusa o C3I1/IH, ux coctaBe U CTPYKType, MPUHIUNAX U TEXHUUECKUX PEIICHUIX
3aILNTBHI;

nH(popManMoHHbIe pecypchl (0a3pl  MaHHBIX, (AWIBl W JAPYTHE), COJepIKallue
nHpopManu 0 HHPOPMAIMOHHO-TEICKOMMYHHKAIIMOHHBIX CHCTEMaX, O CIYKeOHOM,
Tesnie(hOHHOM, (PaKCUMHIIBHOM, JHCIIETIEPCKOM TpaduKe, O COOBITUSAX, TPOU3OLIECIINX C
yIpaBlIsieMbIMH O0BEKTaMHu, O IUIaHax oOecneueHuss Oecrepe0oiHOM pPaboOTHl |
npolelypax nepexosia K yrpaBieHHIO B aBaApUUHBIX peXKUMaX;

CIy>)keOHble JaHHBbIe (MeTaJaHHbIe) TMOSBISAIOUIMECS TMpH paboTe MPOTrPaMMHOTO
obecrieyeHus, COOOIEHNI U MPOTOKOJIOB MEXKCETEBOTO B3aWMOJICHCTBUSA, B pE3yabTaTe
o6pabotku O6pabaTeiBaeMol HHPOPMALIUH.

4. IlporpaMMHO-TeXHH4YeCKHE CPeACTBa 00padoTKH

[IporpaMMHO-TEXHUYECKHE CPECTBA BKIIOYAIOT B CEO:

o0lIeCUCTEMHOE U CHelHalIbHOEe MPOrpaMMHOEe obecriedeHrne (OnepaluoOHHbIE CUCTEMBI,
CYB/l, xineHT-cepBepHbIC MPUTIOKEHUS U IPYTHE);

pe3epBHbIE KOTMH 00LIECUCTEMHOTO IPOIrPAMMHOI0 00ECTICYEeHHUS;
MHCTPYMEHTAJIbHBIE CPEICTBA U YTUIMTHI cCUCTEM ynpasieHus pecypcamu UCIIH;
amnmapaTHsie cpeacTBa oopadotku [1/In (APM u cepepa);

ceTeBoe 000pyIoBaHue (KOHIIEHTPATOPHI, KOMMYTATOPbBI, MAPIIPYTHU3ATOPHI U T.I.).

5. CpeacrTBa 3alIMTHI JAHHBIX

CpGJICTBa 3alIUThI JaHHBIX COCTOAT M3 allllapaTHO-IIPOrpaMMHBIX CPEACTB, BKIIIOYAIOT B celst:

Cpe/CTBa yIpaBlIeHUs U Pa3rpaHUYECHHUs OCTYIA OJIb30BATENCH;
cpencTBa o0ecTieYeHHs PErUCTpaluy U yueTa JeicTBUi ¢ nHpopManuei;
CpeAcTBa, 00eCIeUunBAIONIE [IETOCTHOCTh TAaHHBIX;

CpeACTBa aHTUBUPYCHOM 3aILUTHI;

CpE/CTBa aHAJIM3a 3aIIUIICHHOCTH;

cpelcTBa OOHapyXEHHs BTOPKEHUH

CpEeACTBAa MEXCETEBOT0 SIKPAaHUPOBAHMS;

cpeactBa kpunrorpaduueckoit 3amutel [1J1H, mpu uX mepenayu 1Mo KaHajaam CBSI3U CETEH
o01ero u (MJIM) MEXIYHAPOIHOTO OOMEHA.



6. Kanaabl l/lH(l)OpMaIIHOHHOFO o0MeHa U TCJICKOMMYHUKAIUH
Kanansr I/IHCI)OpMaIII/IOHHOFO oOmeHa u TCIICKOMMYHHKAIIUHA ABJIAIOTCA 00BEeKTaMU 3alllUThI, €CIIN
10 HUM IIEepCaAar0OTCA o6pa6aTLIBaeMa${ 1 TCXHOJIOIrn4cCKasa I/IH(I)OpMaI_II/I}I.

7. O0beKTHI M IOMellleHHs, B KOTOPbIX pa3MelieHbl KoMnoHeHTbl UC
OOBeKTHl W MOMEUICHHS SBISIOTCS OOBEKTAaMH 3aIIWTHI, €CJIM B HUX MPOUCXOIUT 00paboTKa
00pabaThIBaEMOI M TEXHOJOTHUECKON MH(OPMAINH, YCTAHOBICHBI TEXHUYECKHE CPECTBA 00pabOTKH 1
3aILUTBHI.
JanHas uHpopmauus sABiIseTcs KOH(QUICHIMAIBHON, XOTs, YYUTHIBAsl €€ MAaCCOBOCTb U €IMHOE
MECTO 00pabOTKH U XpaHEHHs, COOTBETCTBYIOIINN I'pU( OrpaHUUEHHs HA HUX HE CTaBUTCA.

PazpaboTtan
AnmMunuCTpaTOp HH(POPMAIIMOHHON 0€30MaCHOCTH / /
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HEPEYEHD OBHIEAOCTYIIHBIX IIEPCOHAJVIBHBIX TAHHBIX B OI'FY3
"Kupenckasa PB"

damMuius.

Nwmst.

OtuecTBo.

JlomKHOCTD.

5. KonraktHas uHpOpMmamus: ciyxkeOHbIH HOMep TenedoHa, CIyKeOHBIH aapec 3JIEeKTPOHHOM

> ow e

IIOYTHI.

Pazpaboran
AnmuHHECTpaTOp HHPOPMAITMOHHOW 0€30MacHOCTH /
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UHCTPYKIUSA AIMUHUCTPATOPA THO®OPMAIIMOHHOM BE3OINACHOCTH B
NHOPOPMANUNOHHbBIX CUCTEMAX OI'bY3 "Kupenckas PB"

Hacrosmas mHCTpYyKIHS onpenenseT oomue GyHKIUH, ITpaBa U 00s13aHHOCTH aJIMHUHUCTPATOPA
nH(POPMAIIMOHHONW 0€30macHOCTH 10 BompocaMm obecriedeHuss 0e30macHOCTH WHGOpMAlUU  TPH
MOATOTOBKE M 00pabOTKH 3amuiiaeMord MHGOpMalud Ha aBTOMATH3UPOBAHHBIX PaOOYMX CTAHIUSX,
BXOJISIIKX B cocTaB nHpopmannonusix cucteM OI'BY3 "Kupenckas PB".

Hacrosimas MacTpykius pazpaboTaHa Ha OCHOBaHUH JCHCTBYIOIINX HOPMATHUBHBIX TOKYMEHTOB
o 3amure uHpopmaruu B8 OI'bY3 "Kupenckas PH".

1. OO01Iue moIoKeHus

1.1.  AnmvuHuctparop wuHpopmanroHHOW Oe3omacHocTH (nanee — Axamunuctpatop WD)
HazHavaeTcs npukazoM pykoogutenss OI'bY3 "Kupenckas PH".

1.2. Anmunuctparop Wb obecrneunBaeT mNpaBUIBHOCTH HCIONB30BaHUS M HOPMAlIbHOE
(G YHKIIMOHUPOBAHWE YCTAHOBIICHHBIX cpeicTB 3amuThl B O BY3 "Kupenckas PB".

1.3. B cBoedl  JACATENBHOCTH  aIMUHUCTpATOp  WHQPOPMAIMOHHOH  OE30IMaCHOCTH
PYKOBOJCTBYETCSl IEHMCTBYIOIIMM 3aKOHOAATENLCTBOM Poccuiickoilt denepannu, SKCIUTyaTallMOHHON U
TEXHUYECKON JOKYMEHTAIMEeH K CpeACTBaM 3alluThl WH(GOpMANNU, a Takxke nokymeHtrauued OIHY3
"Kupencxas PB" B o6nactu obecriedeHusl 3alUThl UHHOPMAIIMOHHBIX CHCTEM.

2. OcHoBHbIe pyHKIMU agMuHucTpaTopa Ub

2.1. OcHoBHbIE (PYHKIIMH aJMHUHUCTPATOPA:

— KOHTpPOJIb 3a BBITIOJIHEHHEM TPEOOBaHUN JEUCTBYIOMIMX HOPMATHUBHBIX JTOKYMEHTOB IO
BOmpocaM o0OecleYeHHs pexnuMa KOH(PUACHIUATBHOCTH, TIPU MPOBEACHUU PadOT B MH(POPMAIIMOHHBIX
cucreMax (nanee - UC) OI'BY3 "Kupenckas Ph",

— yuacTHe B paboTe KOMUCCHH 10 niepecMoTpy [lepeuns cBeneHuil, moanexamumx 3amure;

— yyacTHe B [MPOCKTHPOBAHHWH, WPHUEMKE, CJa4e B MPOMBIIUICHHYIO OJKCIUTyaTaIHIo
MPOTrpaMMHBIX CpelicTB B HHGopMarmoHHbIX cucteMax OI'bY3 "Kupenckas PB" (B yactu TpeOoBaHMIA
K CpeJICTBaM 3aIlUThl HH(OPMAIUN);

— KOHTPOJIb 32 COOJIIOJICHUEM TIpaBUJI O€30MacHOM IKCILTyaTallud WH(POPMAIIMOHHBIX CUCTEM
OI'FY3 "Kupencras PB",

— yyacTHe B pa3pabOTKe M OIpelIeJeHUH MOpsAJKa ydera, XpaHEHHs M OOpaleHus ¢
3amumaeMon nHdopMaren (TI0KyMeHTaMi M HOCUTEIISIMA HH(POPMAIINN);

— pabota ¢ yueTHbIMU 3anucsMu nosb3osareneit UC OI'BY3 "Kupenckas PB" (ynanenue,
perucTpamus HOBBIX MOJb30BaTENiel), WX MpaBUJIbHAS HACTPOMKA M pasrpaHUYCHHE MpaB JOCTYIa
MOJIb30BaTeNel K 3alluIllaeMbIM pecypcaM HH(GOPMALMOHHBIX CHCTEM COTJIACHO pPa3pelIuTeNbHOM
CUCTEME JIOCTYIIA;

— HAacCTpoilKa U CONMPOBOXKIECHHUE B MpoLecce IKcIutyaTanuu noacuctemel OI'BY3 "Kupenckas
PB" noctynom UC OI'BY3 "Kupenckaa PH";



— CBOEBpPEMEHHAasi KOPPEKTUPOBKA Pa3pEIIUTEIbHON CUCTEMBI JOCTYIIA:

— W3MEHEHHE CIUCKa TOCTOSHHBIX Tmonb3oBareneit UC  (BBog wnu  yJaneHue
nosib3oBatens u3 UC);

— WM3MEHEHHME NpaB JOCTyNa K 3allMIIa€MbIM IPOrPAMMHBIM pecypcam WM MOpTam
BBOJa-BeIBOMIA MC.

— KOPpPEKTHPOBKAa pa3pelIMTENbHOM CHUCTEMBI JOCTyNa OCYHIECTBISETCS Ha OCHOBAaHUU
CIIy>keOHOM 3alMCKU MOJIb30BaTENs, COTJIACOBAHHOM C OTBETCTBEHHBIM 3a obOecrieyeHne 0e30MacHOCTU
MIEPCOHANIBHBIX JaHHBIX;

— KOHTpPOJIb JIOCTYIA MOJb30BaTeNield K paboTe Ha paboure CTaHIHUH (B COOTBETCTBUMU CO
CIMCKOM JIMII, KOTOPBIM HEOOXOAMM JOCTYN K 3amuiiaeMoil mHpopmaruu, obpadareiBaemoit B C
OI'BY3 "Kupenckas PB", nis BRINOTHEHUS CIY)EOHBIX (TPYIOBBIX) 00s3aHHOCTEH), BbIJIadya BHEITHUX
HocuTenel nHopMauu U COOIOAEHUS MOJIb30BaTEIIMU TPEOOBAaHUN HOPMATUBHBIX U PYKOBOISIIMX
JIOKYMEHTOB (B TOM YHMCJIE ITyTEM IIPOCMOTPA CUCTEMHOTO KYypHAJa);

— KOHTpOJIb 3a EXEKBApTAJIbHBIM IIpOBeAcHUEM mosib3oBaTesiMu UC CMEHBl MX JMYHBIX
napoJiel JyIst 10CTyMa K paboyrM CTaHIUSIM;

— HACTpPOMKa M CONPOBOXKACHUE MOJACUCTEMBI PETUCTPALIUN U ydeTa IEUCTBUH MOJIb30BaTEIEH
npu pabore Ha pabOYMX CTAHIMSIX, B TOM YHCJIE€ U B YaCTU NEPUOIMUYECKOTO KOHTPOJS 3a IMEYaThIO
¢daiinoB monb3oBaTeNell Ha TPHUHTEpPE M COONIOJICHHEM YCTAHOBJICHHBIX MpaBWiI M TapaMeTpoB
pEerucTpaIyy U yueTa TOKyMEHTOB, OyMaXHbIX U MAIIMHHBIX HOCUTENEH HHpOpMAIU;

— COINPOBOXJECHHE TOJICUCTEMBI OOECreYeHHus LEeIOCTHOCTH HWHPOpMaluu Ha padodmx
CTaHUUSAX:

— MEepPUOJUYECKUIl KOHTPOJIb 32 OTCYTCTBHEM Ha >KECTKOM MarHUTHOM JIMCKe paboueit
CTaHIIMM OCTAaTOYHON MH(POPMAIIUH 10 OKOHYaHUH pabOThI M0JIb30BaTENEH;

— KOHTpOJb 3a COOJIOZIGHHEM TMOJb30BATENIMU HMHCTPYKLIIMHM 10 OpraHu3aluu
AHTUBUPYCHOM 3amMThl B MHpopMaumoHHbIX cuctemax OIBY3 "Kupenckaa PB".
[IporpamMMupoBanue, Bbljaya U y4ET BbIAAUU IOJIB30BATENSAM 3JIEKTPOHHBIX KIIOUEH
ot C3U HC/] (tipu ux HaIW4HH).

— KOHTPOJIb 32 HAJIWYMEM M IEeJIOCTHOCThIO IUIOMO (redarei, CHelMalbHBIX 3allUTHBIX
3HAKOB) Ha KOpITyce pabo4YnX CTaHIIMM U yCTPOUCTB.

— KOHTPOJIb 32 BCKPBHITUEM M PEMOHTOM (MOJIepHU3aLMel) pabounX CTaHIUM, HEJOMyIICHUEM
J0CTyNa TOCTOPOHHMX JHUI] K KOHGUACHIHMAIbHOW WHGOpPMalUu BO BpeMs BCKPBITUS, PEMOHTA,
MOJIEpHU3aLMK pabOYMX CTAaHLMN WM YCTPOMCTB, MOCIEAYIOIIMM OlEeYaThbiBAHUEM PAOOYMX CTaHIUI
(YCTpOMCTB), COCTABIEHUEM COOTBETCTBYIOIIUX AKTOB.

— KOHTpOJIb cpoka neiictBus cepTudukatoB cootBeTcTBUSI PCTIK Poccun u ®Ch Poccun Ha
CpeZcTBa 3alMThl HHpOpMaLuu, ycranoBieHHbIX B OI'BY3 "Kupenckas PB".

— COMNPOBOXKICHUE TIOJCUCTEMBI 3alIUThI HH(OpMaIuK oT yTeuku 3a cuet [IDMUH, koHTpoIb
coOmoieHnsl TpeOOBaHUM 1O pPa3MELICHUI0O M HCIIOJIb30BAaHUIO TEXHUYECKUX CPEACTB U CUCTEM,
yKka3zaHHbIX B [Ipeanucanuu Ha sKCILTyaTaluio;

— OLEHUBATh BO3MOXHOCTb M TOCIEICTBHsS BHeceHUs u3MeHeHuil B coctaB MUC OIHY3
"Kupenckas PF", ¢ yaerom TpeOOBaHMI 110 3amuTe WHGOPMAIIUU, TOATOTABIMBATE CBOU MPEIIIOKCHUS;

— KOHTPOJIUPOBATh (PU3MYECKYI0 COXpaHHOCTh cpeAcTB u obopyaoBanus MC  OI'HY3
"Kupenckasa PB",

— CBOEBPEMEHHO aHAJIM3MPOBATh >KypHAJIbl ydeTa COOBITUH, PErUCTPUPYEMBIX CpPEICTBAMU
3aIUTHI, C LIEJIBIO BBISIBJICHUS BO3MOYKHBIX HapYILICHUH;



— NEPUOANYECKH NpenocTaBiATh pykoBoaurento OI'BY3 "Kupenckas PH" otdyet o cocTosHUN
samutel UC  OI'BY3 "Kupenckasa PB" m 0 HEWITAaTHBIX CUTYyalUsX W JOIYIIEHHBIX I1OJIb30BATEISIMHU
HapYIICHU yCTaHOBJICHHBIX TPEOOBAHHH 110 3aIUTe HHPOPMALINH.

3. IIpaBa u o6s13anHOCTH agMuHUCcTpaTopa Ub

3.1.  Anvmuauctparop b numeer mpaso:

— YYacTBOBAaTh B aHaJM3€ CHUTYallWd, Kacalommxcs (PYHKIMOHHUPOBAHUS CPEACTB 3aIIUTHI
nH(pOopMaluU U pacciaeioBaHus (aKTOB HECAHKIIMOHUPOBAHHOTO JIOCTYIIA;

— Ha OpraHW3alHi0 TPOBEIEHHUS pPaOOT TO BBIIBICHUIO BO3MOXKHBIX KaHAJIOB HAPYIICHHUS
MHPOPMAIIMOHHON Oe3omacHocTH mpH dKcruryataiu MC W mpuHSATHE CBOEBPEMEHHBIX MEp 1O HX
NEPEKPBITHIO;

— Ha OpPraHU3aIMI0O KOHTPOJS 32 BBINOJHEHUEM CIEIHAaIbHBIX TPeOOBaHMUN MO Pa3MEUICHUIO
texHuueckux cpeacts MC, mpoxiagke kaOeldbHBIX Tpacc M MHKEHEPHBIX CHUCTEM, 32 OpraHu3aluen
PE3EPBHOTO TyOJIMPOBAHMS W apXMBHPOBaHUS MH(DOPMAIMH, a TAKXKE CO3/IaHUEM W HCIIOJIb30BaHHEM
ATAJIOHHBIX KOIMUHA MPOrPaMMHOTO OOECIIEYSHHUs] B YacTH oOecrieueHus 0e30macHoCTH MHGOpMAIuu U
MPOIIECCOB €€ 00padOTKH;

— Ha OIpeJeNieHHe M TepecCMOTp TMOpSAKa YCTAHOBKM W MOJCPHHM3AIMU aIlllapaTHBIX W
nporpammubix cpeacts UC  OI'BY3 "Kupeuckas PH" B wactu obecriedeHusi 0e301acHOCTH
nH(pOpPMAIIUY U TIPOIIECCOB €€ 00padOTKY;

— Ha OIpEeJeJICHUE U MEePECMOTP MOpPsAKA MPOSKTUPOBAHUS, Pa3pabOTKH, OTIAIKH, IPOBEPKH,
BHEJIPEHHUsS] W UCIOJIB30BaHUS MPOrPAMMHOTO OOECICUCHHsS B 4YacTH oOecreucHHus Oe30MacHOCTH
MH(pOpMaIUU U TTPOLIECCOB €€ 00PadOTKH.

— TpeboBaTh OT MOJIB30BATENCH MTpeKpalieHus 0opadoTku napopmaruu B IC B ciryuae:

— HapYIIEHHs YCTaHOBIEHHOTO MOPSIKa PadoT;

— HapymieHus pab0TOCTIOCOOHOCTH CPEACTB U CUCTEM 3aIUTHI HH)OPMAIIMH WITH
OKOHYaHUs cpoka JeiicTBus ceprudukatoB coorsercTBust PCh Poccun nnmun @CTIK
Poccuu;

— TONy4eHUs UHPOPMAIIUU O BO3MOKHOM MPOBEICHIH TEXHUYECKOH pa3BEIKH B
otHowenuu MC;

— OJOKHMpOBATH YYETHBIC 3alHMCH TI0JH30BaTENCH, OCYIIECTBUBIIUX HECAHKIIMOHHPOBAHHBIN
JOCTYI K 3aIIXIIaeMbIM pecypcam;

— y4actBoBaTh B 00bIX ipoBepkax B UC OI'BY3 "Kupenckas PB";

— 3ampeniaTth yCTaHABIMBATh HA cepBepax M pabouMX CTAHIMAX HEIITATHOE MPOTPAMMHOE U
amrmapaTHoe oOecrieueHue;

— OCYIIECTBIATh KOHTPOJb 3a TMPOLECCOM pE3EePBHPOBAHUS M AYOJMPOBAHMS Ba)KHBIX
pecypcoB UC OI'BY3 "Kupenckas PH",

— Y4acTBOBATh B IPOIIECCE MpUeMa-Tepeaui HOBBIX MPOTrPaMMHBIX CPEJICTB;

— YTOYHSTH B YCTAHOBJIEHHOM Hopsake o0s3aHHOocTH nonb3oBateneil UC OI'BY3 "Kupenckas
Pb" no noaaep;xaHui0 ypOBHS 3aIlUTHI,

— BHOCHTb IIPEJJIOKEHUS 1O coBepuIeHCTBOBaHUIO ypoBHs 3amutel UC OI'BY3 "Kupenckas
PB",



— 3ampemarb U HEeMEAJIEHHO OJOKHpPOBaTh MOMBITKM W3MEHEHHUsS MPOrpaMMHO-aNMmapaTHOM
cpenst UC OI'BY3 "Kupenckas PE" 6e3 cornacoBaHus MOpsiika BBOJA HOBBIX (OTPEMOHTHPOBAHHBIX )
TEXHUYECKHUX M MPOTPAMMHBIX CPEICTB U CPEJICTB 3aIIUTH HH(pOpMaIum;

— 3ampemarb W HEMENJICHHO OJIOKMpoBaTh IpuMeHeHue mnosb3oBatesim MC  OIFY3
"Kupenckas PB" nporpamm, ¢ TOMOIIBIO KOTOPBIX BO3MOXKHBI (DaKThl HECAHKIIMOHUPOBAHHOTO JTOCTYIIA
K pecypcam UC OI'BY3 "Kupenckas Pb",

— HE3aMeJUINTENhHO JOKIaabiBaTh pykoBomutento  OI'BY3 "Kupenckas PB" 000 Bcex
nonbITKax Hapymenus 3ammtel UC OI'BY3 "Kupenckas PH",

— aHanu3upoBath coctosHue 3amutel UC  OI'BY3 "Kupenckas PB" w ee OTIENbHBIX
MOJICUCTEM;

— KOHTPOJIUPOBATHh COCTOSIHUE CPEACTB M CHCTEM 3alIUThl MH()OpPMAIMKM U MX MapaMeTphl U
KpUTEPUU;

— KOHTPOJIUPOBATh  MPABWJIBHOCTH TMPUMEHEHUS  TOJb30BATENIAMH  CPEICTB  3aIUTHI
nHpopmanuu;

— OKa3bIBaTh MOMOIIb TIOJIB30BATENSIM B YACTH IPUMEHEHHSI CPECTB 3alllUTHI;

— HE JOMyCKaTh YCTaHOBKY, HCIOJIb30BaHWE, XpaHeHue u pasMHoxkenne B UC  OIHY3
"Kupencxasa PB" nporpaMMHBIX CPEJICTB, HE CBA3aHHBIX C BBHIIIOJHEHNEM (PYHKLIMOHAIBHBIX 3a/1a4;

— OCYIIECTBIISITh KOHTPOJb 3a COOJIOACHHEM YCTAHOBJICHHBIX MPAaBUI U IapaMeTpoB
perucTpanuu U yueta OyMakKHbIX HOCUTEJIEH HH(POpMALUY;

— KOHTpPOJIUPOBATh  YCTAHOBIIEHHBI TOPSAJOK W TpaBuja AHTUBHUPYCHOW  3alUTHI
uHpOpMAaIHH;

— KOHTpPOJIUPOBATh OTCYTCTBME€ HA MAIMHHBIX HOCHUTENSAX OCTAaTOYHON HWH(pOpMaluu IO
OKOHYaHUH paboThI;

— HE JoMycKaTh K padore Ha padounx ctanuusx MC OI'BY3 "Kupenckas PH" mocTopoHHHX
T,

3.2. AnmuHUCTpaTOp HHPOPMAIIMOHHON O€30MaCHOCTH 00s3aH:

— 3HATh B COBEPUICHCTBE MPUMEHsIeMble HHPOPMAIIMOHHBIE TEXHOJIOTUH;

— Y4acTBOBaTh B pabOTe MO ONpPEAEICHNUI0 HEOOXOJUMBIX Mep 3aIlUThl MPU MIPOESKTUPOBAHUN
MPOrPaMMHBIX CPEACTB aBTOMATU3allUY PEIICHUs MPUKIAJAHBIX 3ajay, [0 OLIEHKe KayecTBa pealu3aluu
HEOOXOJIMMBIX 3alIUTHBIX MeXaHu3MOB B MIC mpu MCHBITAHUAX W BHEJPEHUU JAHHOTO MPOTPaMMHOIO
obecnieueHus (B yacT obecrieueHus 6e30MacHOCTH HH(GOPMAIIMU U TIPOLIECCOB ee 00paboTKH);

— y4yacTBOBaTb B KOHTPOJIbHBIX M TECTOBBIX HCIHbITaHMAX U mposepkax WC  OI'HY3
"Kupenckasa PB",

— obecrieunBaTh (PyHKIMOHUPOBAHUE H MOIJEPKHUBATH PAOOTOCIIOCOOHOCTH CPEJCTB U CUCTEM
3alUThl HH(GOPMAIIMU B TIpeiesiaX BO3JIOKEHHBIX (DYHKIIMIA;

— B Cllyyae OTKa3a CpPEICTB M CHUCTEM 3aIlllUThl MHGPOpPMAIMKM NPUHUMATH MEpPbI MO HX
BOCCTaHOBJICHHIO;

— TPOBOAMTH MHCTPYKTAX MOJIb30BaTENEH MO MpaBuiiaM paboTsl B Ha pabounx craHuusx VC
OI'FY3 "Kupenckass PPF" M 10 W3YYCHHUIO PYKOBOJSIIMX JOKYMEHTOB IO BOIIpOCaM OOCCICYCHHS
6e30macHOCTH UH(pOpMaIIHH;

— 3HaTh NpaBa JOCTyIa MOjb30oBaTesel Mo o0paboTKe, XpaHEHUIO U IMepeaaye 3aluiaeMon
nH(popMalnu;

— pokianeiBath pykoBoputento  OI'BY3 "Kupenckas PB" o HempaBOMEpHBIX IEHCTBHSIX
MIOJIK30BATEJs, TPUBOAAIINX K HAPYIICHHUIO TPeOOBAaHUH 110 3aIuTe HHPOPMAIIHH;



— BHOCUTb U3MeHEeHusi B nokymeHTauuto OI'BY3 "Kupenckas PB" B COOTBETCTBUM C
TpeOOBaHUSMU HOPMATHUBHBIX TOKYMEHTOB B 4acTH, Kacatomieics C3U;

— TIOCTOSSHHO  TPOBOJUTH pabOTy MO  BBISBICHHIO BO3MOXKHBIX KAHAJIOB  YTEUYKHU
KOH(HUIECHIIMATBHBIX CBeJeHUN npu dKcruryatanmi MC M HEeCaHKIIMOHMPOBAHHOTO BMEIIATEIHCTBA B
nporiecc ee PyHKIIMOHUPOBAHMUS, BECTU UX yUET, IPUHIUMATH MEPHI K UX YCTPAHEHHUIO;

— OCYIIECTBIISITh HE peXke OJHOI0 pa3a B HEJIEI0 OOHOBIIEHHNE aHTUBUPYCHBIX 0a3 Ha pabouux
cranuusix B UC OI'BY3 "Kupenckasa PB";

— KOHTPOJIUPOBATH LEIOCTHOCTh (HEM3MEHHOCTh, COXPAaHHOCTb) IPOIPaMMHOI0 OOECIIeUueHus,
pa3pelmnTeabHON CUCTEMBI IOCTYIIA, a TPU OOHAPYKEHUH (DAKTOB U3MEHEHUS POBEPSIEMBIX
rapaMeTpoB HEMEIJICHHO JOKJIA/IbIBATh 110 OJYUHEHHOCTH;

— BBOJWTH IMOJTHOMOYHS PAOOTHUKOB B Pa3peUINTENbHYIO CUCTEMY JOCTYyIMa, 00eCIeunBaTh UX
CBOEBPEMEHHYIO KOPPEKTUPOBKY;

— KOHTpOJIMPOBATh MCIOJHEHUE MOpSAJKA y4eTa, XPAaHEHHUs, UCIOJb30BaHUA U YHUUTOKEHUS
BHEIIIHUX HOCHUTEJNICH KOHPUACHITMATHHOM HHPOpMaIINH;

— KOHTpOJIMPOBATh  BBINOJHEHHWE YCTAHOBJICHHBIX IPAaBWJ CO3JaHUS, XpPaHEHHd U
HCIIOJIb30BAaHUsl 3TAJOHHBIX KOIMUH MPOrpaMMHBIX CPEICTB, COONIOIEHHE TMOpsiiKa (GOPMUPOBAHUS U
UCIOJIb30BaHUS MH()OPMAITMOHHBIX MAaCCHBOB M 0a3 JaHHBIX, PE3EPBHOTO M apXUBHOTO KOIMHPOBAHHUS
nauHbIX (I[Tpunosxenue Nel x HacTOAIIEH HHCTPYKIINN);

— peructpupoBaTh (aKTHl BBAAYM BHEUIHMX HOCHTENEHW B JKypHaJle ydera, XpaHCHHS U
BbIIaYM  MAIIMHHBIX HOCUTENed WM J>KypHaje BbIIauyud HOCHUTENEH ¢ KiIo4eBod HHpopmarueit
COOTBETCTBEHHO.

— TpeOoBaTh OT MOJIb30BATENEH MpeKpalleHus o0padOTKU 3aluiiaeMoil HHpopMauu Mpu
MOSIBJICHUH UH(OPMALIMK O BO3MOKHOM MPOBEIEHUN TEXHUYECKOI pa3Benku B oTHoweHun UIC OI'FY3
"Kupenckasa PB".

— 3a0J0KMpOBaTh Yy4YETHBIE 3alKCH IOJb30BaTeNel B Cllyyae OKOHYAHHS CpOKa JEWCTBUS
cepruuxara cootBeTcTBUsi PCTIK Poccun, ®Ch Poccun Ha moboe C3U, u3z ucnonszyemsix B MC
OI'bY3 "Kupenckas PB", no mMomeHTa ero mnpojieHus. B cimydsae He mpoaneHus ceptudukarta
cootBeTcTBUsT ®CTOK Poccun Ha C3U oH 0053aH MOCTAaBUTh B W3BECTHOCTH OPTaH MO aTTECTAIIWH,
npoBoauBiuit atrecrauuto UC OI'BY3 "Kupenckas PB", nyis NpUHITHSI COBMECTHOT'O PEILICHUS.

— MPOU3BOJAUTH TEPUOAMYECKOE TECTUPOBAHME BCEX PEANM30BAHHBIX IMPOrPAMMHO-
TEXHUYECKMMHU cpeacTBaMu (yHKumidi u TpeOoBaHMii 1O oOecneueHHI0 HH()OPMAITMOHHON
0e30MacHOCTH;

— KOOpAMHHUPOBATh JCHCTBUS JOJKHOCTHBIX JIMII IO CBOEBPEMEHHOMY BOCCTAHOBJICHMIO
mporuecca o0padOTKH TaHHBIX B KPU3UCHBIX (aBapUIHBIX) CUTYAIIUAX;

— Y4YacTBOBAaTh B pacciieI0BaHUM NPUYUH BOZHUKHOBEHUS CEPbE3HBIX KPU3UCHBIX CUTYalIN;

— NEpPUOAMYECKH KOHTPOJMPOBATh IPABUIBHOCTh BEAECHUSA KYPHAJIOB Y4eTa HEIUITATHBIX
CUTYyalUH;

3.3.  Ilpu BoisiBneHNH (PaKTa HECAHKIIMOHUPOBAHHOTO A0CTyna anMuuuctparop Mb ob6s3an:

— OJOKMPOBATH IOCTYI K KOH(PHUISHINATLHOW HHPOPMALINY;

— IPOAHAIM3UPOBATH XapaKTEP HECAHKLIMOHUPOBAHHOIO JOCTYIIA

— JOJOXUTh HAYANbHHUKY OTAeNa  HMH(DOPMAIMOHHBIX TEXHOJOTHS U WH(GOPMAIIMOHHOU
o6esomacHoct  OI'BY3 "Kupencrkas PB" ciyxeOHOW 3amuckodl o (akTe HeCaHKIIMOHUPOBAHHOTO
JOCTYTIA, €T0 pe3yybTare (YCTICIIHBINA, HEYCIIESITHBIN) U IPEANPUHATHIX TCUCTBUX;

— MPHUHATb MEPLI K 3alIUTC OT HCCAHKIINOHHUPOBAHHOI'O AOCTYIIA,



— 1o peuteHuto pykosoaureno OI'BY3 "Kupenckas PB" BO300HOBUTH paboTy.

o

AnaMmuHHCTpaTOpy HHGOPMALIMOHHON 0€30MaCHOCTH 3alpeniaeTcs:

IIPOU3BOJIUTH JEHCTBUS IO HACTPOUKE ApaMETPOB CPEJICTB 3alUTh MH)OPMALIH;

— YCTaHaBIMBATh CPOK JIEHCTBMS Y4ETHOM 3amucu mosb3oBaress Oonee 1 (ogHOro) roaa; mo
HCTEUCHUH YKa3aHHOIO CPOKa B COOTBETCTBUM C Pa3peIIUTENbHON CUCTEMOM JOCTyHa MPOU3BOAUTCS
MpOJICHHE JACHCTBUS YUETHOM 3amKcH JTMOO0 ONpeielieHNe TIPaB Ha TaKOe MPOJICHHE;

— TPOU3BOJUTH YCTAHOBKY CPEICTB KpUNITOrpapUUECKON 3alUThl HHPOPMAIHH;

— CaMOCTOSITENIbHO (PMKCUPOBATh YUETHBIE JAHHBIE M10JIb30BATENS (aposn, HACHTU(PUKATOPBI,
KJIIOYU U Jp.) Ha TBEPIbIX HOCUTENSIX, a TAKK€ COOOLIAaTh MUX KOMY ObI TO HU OBLIO, KPOME CamMoro
I10JIb30BATEI.

3.4. Ilpy BO3HHMKHOBEHMM CHUTYallMif, HE OINMUCBHIBAEMBIX PYKOBOISAILIMMH JIOKyMEHTaMH,
pemienne  npuHMMaeT aaMuHuctparop UMb, pykoBoactBysch IlonoxeHueM mno opraHuzanuu U
MIPOBEJICHUIO paboT Mo obecrneyeHuto O0e30MacHOCTH 3alllMIIaeMbIX JaHHBIX HpU UX 00paboTKe B
uHpopmannoHHbIX cucteMax OI'BY3 "Kupenckas PB"v nelicTBYIOIIMM 3aKOHOAATEILCTBOM PD.

3.5. OTBeTCTBEHHOCTh 32 COXPAaHHOCTh KOH(UICHIMANbHOM  HMH(pOpMAIMM  HECET
aJIMUHUCTPATOp HMH(POPMALMOHHON 0€30IacHOCTH, JEHCTBHS KOTOPBIX (PUKCHPYIOTCS B MPOTOKOJIAX
ayaura.

3.6. AnmuaHcTpaTop WH(POPMAIMOHHONH OE30MaCHOCTH HECET OTBETCTBEHHOCTH 32 BCE
NEUCTBUS, COBEpPLICHHBIE OT MMEHM MX YUYETHBIX 3allUCEH WM CHUCTEMHBIX YYETHBIX 3aIluceH,
€clii He Jl0Ka3aH (PaKT HECAHKIIMOHWPOBAHHOI'O MCIIOJIb30BAHUS 3THX YUETHBIX 3alucei.

3.7. Tlpm  HapymeHHWSX aIMHHHACTPATOPOM  HH(OPMAIMOHHOW O€30MacHOCTH TPaBHII,
CBSI3aHHBIX C WH(POPMANMOHHOW O€30MacHOCTBI0, OHM HECYT OTBETCTBEHHOCTb, YCTAHOBJICHHYIO
JEUCTBYIOLIMM 3aKOHOJAaTenbCcTBOM Poccuiickont @enepanum.

Pazpabotan
AnmuHucTpaTOp MHDOPMAITMOHHONW 0€30MacHOCTH /
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[Tpunoxxenue Nel

K MHCTPYKLUU aAMHUHHUCTpATOpa
UH(POPMALIMOHHOM 6€301MacHOCTH B
UHPOpPMaLMOHHBIX cucteMax OI'bY3
"Kupenckas PB"

Iopsinok pe3epBUPOBaAHNS U BOCCTAHOBJICHUS PA00TOCIOCOOHOCTH TEXHUYECKHUX CPEJCTB U
NMPOrpPaMMHOro odecrevdeHnst, 0a3 JaHHBIX U CPEeICTB 3alIUThI HHPOpPMATHHT
B nHpopmaunoHubix cucremax OI'bY3 "Kupenckas PB".

1. OOmue mooxkeHU

1.1. Hacrosmmii mOpAIOK pe3epBUPOBAHMS U BOCCTAHOBICHHS pabOTOCIIOCOOHOCTH
texuuueckux cpeacts (TC) u nporpammuoro obecneuenus (I10), 6a3 AaHHBIX U CPENCTB 3allUTHI
napopmanuu (C3U1) paspabotan ¢ 1enpl0  oOOecreYeHUss BO3MOKHOCTH HE3aMEJIUTEIHHOTO
BOCCTAQHOBJICHHSI 3aIMIIAEMBIX JaHHBIX, MOJW(MUIIMPOBAHHBIX WM YHUYTOKCHHBIX BCJICJCTBHE
HECAaHKLMOHUPOBAHHOIO JJOCTYIA K HUM.

1.2. JlaHHBINA JOKYMEHT:

— ompenesseT npaBuiIa U 00bEMbl PE3EPBUPOBAHMS, A TAKXKE MOPAIOK BOCCTAHOBIICHHS
pabotocniocobHocTH MH(popMalMoHHbIX cucteM OI'BY3 "Kupenckaa PbB", B Tom
yucie HHPOPMAIIMOHHBIX CHCTEM MepcoHaNbHBIX faHHBIX OI'BY3 "Kupenckas PB",

— TMpeAHa3HaueH AJis MCIOJIHEHHUS COTPYJHUKOM, B OOSI3aHHOCTH KOTOPOTO BXOJUT
TeXHUYECKOoe oOciyxuBanue uHpopmarmoHHeix cucreM OIBY3 "Kupenckas PB"
(manee — aamMuHUCTpaTOp), a Tak ke coTpyaHukoB OI'BY3 "Kupenckas PB",
y4acTBYIOIIMX B 00paboTke 3ammuiiaeMblx nanubix (3/1) B UC OI'BY3 "Kupenckas
PF" (nanee — monp30BaTeNN);

— ONHUCBHIBaE€T [JEHCTBHUA aJMUHHUCTpATOpa M IOJb30BaTeliel 10 00eCHeueHHIo
pEe3epBHOTO  KOMUpOBaHWMS M BoccraHoBieHuss 3/, oOpabaTbiBaeMbIX B
uHpopManmonubix cucremax OI'bY3 "Kupenckasa Pb".

1.3. Hocurenu wuHpOpPMALWU, UCIONb3YyEeMbIe ISl  PE3CPBUPOBAHHS  3alIMIIAEMOM
unpopmaumu OI'BY3 "Kupenckas PB" (B TOM 4uclie U IEPCOHATBHBIX JAHHBIX), MTOAJIEKAT 3alIUTE B
TOM K€ CTETEHH, YTO U pe3epBUpyeMasi HH(OpMaIHs.

1.4. KoHTponab 3a HUCHOJHEHHEM HACTOSIIETO TMOPSAKA OCYIIECTBISIET aJIMUHUCTPATOP
nH(pOpManMOHHOW 0€30MacHOCTH W COTPYIAHUK, OTBETCTBEHHBINM 3a oOecreueHue O€30MacHOCTH
nepcoHanbHbIX JaHHBIX B OI'BY3 "Kupenckas PB".

2. Ha3suadenmue u 00J1aCTh AeHCTBUSA
2.1. PesepBupyemoii uHpOpMaIueil cieayeT cuyuTaTh JIIOObIE 3alllMIIaeMble JaHHBIE B
AJIEKTPOHHOM BHEe. PesepBupyemas mHbopmarus pasaensieTcs mo crnocody o0paboTku (Mo crmocody
XpaHEHUs1) Ha IBE KaTETrOPHUH:
— 00paboTka (xpaHeHue) B 0a3e JaHHBIX;
— mo00M IPYroM BHIE.
2.2. Pe3epBHOMY KONMUPOBAaHUIO TMOJJIekKAT Bce uH(MopmammoHHBIe pecypesl  OI'BY3
"Kupencxas PB", conepaiiye 3aiuiaeMmyro HTHPOpMAIUIo, a IMEHHO:



(aiinbl 6a3 TaHHBIX;
— DJIEKTPOHHBIE JOKYMEHTHI;
— (hailsibl COOOILEHU ANEKTPOHHON TOYTHI,
— orckanupoBaHHble W Xxpausmuecs B UC  OI'BY3 "Kupenckas PB"' wn300paxeHUs
JIOKYMEHTOB | (poTorpadguu CyOhEKTOB.
2.3. Pe3epBHOMY KOMMPOBAHUIO MOTYT TaK )K€ TIOABEPraThCs:
— cHCTeMHO€ U mpukiagHoe nmporpamMmmuoe obecneuenne UC OI'BY3 "Kupenckas PB";
— CpeAcTBa 3aluThl HGOPMAIIUH.

3. Tlopsinok pe3epBupOBaHUS

3.1. PesepBHOE KOMMPOBAaHUE U XPAaHEHUE JAHHBIX JIOJDKHO OCYLIECTBIATH HAa MEPUOTNIECKOM
OCHOBE:

— Uit 00pabaThIBaeMBbIX 3alTUINAEMbIX JAHHBIX - HE PEXKE OJHOTO pa3a B MECHIII,

— JUTSl TEXHOJIOTHYECKOW HH(POPMAIIUH - HE PEXKE pas3a B [Ba MECHIIa;

— DJTaJOHHBIE KOMUH MPOTPAMMHOTO oOecreueHHst (ONeparoHHBIE CHUCTEMBbI, IITATHOE |
CHelMalibHOE MPOrpaMMHOE OOecledyeHue, MPOrpaMMHbBIE CpeJCTBA 3alllUThl), C KOTOPBIX
ocymiecTBisieTcss ux ycraHoBka Ha anemeHTel UC  OI'BY3 "Kupencrkas PB" - He pexe pa3a B
KBapTaJl, ¥ KKIbIA pa3 Mpyu BHECCHUH M3MEHEHUN B ATAJJIOHHBIC KON (BBIXOJ] HOBBIX BEPCHUH).
3.2. PesepBupoBanue 3ammuiiaeMbix nHpopmannoHHbIX pecypcoB UC  OI'FY3 "Kupenckas

PE", He copepXalyx NEpCOHAJbHBIC JAaHHBIC, BBIIOIHACTCS AAMHHUCTPATOPOM HH()OPMAITMOHHON
0e30MacHOCTH.

3.3.  PesepBupoBanue wuHpopmanmoHHbIX pecypcoB HC OI'bY3 "Kupenckaa PB",
CoJIepKalllX TepCOHANIbHbIE JAaHHbBIC, BBIMOJHSIETCS OTBETCTBEHHBIM 3a obOecredeHHe Oe30MacHOCTH
nepcoHanbHbIx AaHHbIX B UCIIAn OI'BY3 "Kupenckasa PB".

3.4. Onmnpegensiercs 2 BUa pe3epBUPOBAHUS TaHHBIX:

— IIOJIHOE PE3EPBUPOBAHUE JIAHHBIX — PE3EPBHOE KOIMPOBAHUE BCEX 3alUIIAEMBbIX
nanubix, xpaasmmxcea B UC OI'BY3 "Kupenckas PH",

—  HENOJIHOE PE3EpPBUPOBAaHUE JAHHBIX  —  PE3EpPBHOE  KONMMPOBAaHUE  YacTu
3amuaeMbix JaHHbiX, Xpansmuxcs B UC OI'BY3 "Kupenckas PB".

3.5. llenpro HEMOMHOTO pe3epBUPOBAHUS sBISETCS coxpaHeHue m3meHenuit B UIC OI'HFY3
"Kupencxas PB" ¢ MOMEHTa MOJHOT'O PE3EPBUPOBAHUS 3aLUIAEMbIX JaHHbIX.

3.6. PesepBupoBanue 3]] ocymecTBisieTCss B aBTOMAaTHUYECKOM pEXHME Ha JIOKaJIbHOM
JMCKOBOM MacCHBE CEpBeEpa.

3.7. PesepBHOe KonmupoBaHue 06a3 TaHHBIX BBIMOIHICTCS:

— @XEJIHEBHO B KOHIIE paboyero OHA OTBETCTBEHHBIM CIICLMAJIMCTOM Ha YYTCHHBIN
ChEMHBIN HOCUTENb HH(OPMALIUY;

— ©XEJHEBHO B KOHIIE paboyero [HA B aBTOMAaTHYECKOM pPEKUME Ha JIOKAJIbHBIA IHCK
cepaepa.

3.8. Boccranopnenune aitnoB UIC  OI'FY3 "Kupenckas PB" Tpou3BOAMTCA IyTeM
pazapxuBHpoBaHus (ailioB 0a3bl JaHHBIX B UCXOIHBIN KaTajor.

3.9. HeobxoauMo peryasipHO MEPHOAUYHOCTHIO OJMH pa3 B KBapTal CO3[aBaTh PE3CpPBHBIC
Kormuu TyTeM KommpoBaHus wuHpopmanmu Ha KOJl wam mo0oit npyroit 3aperucTpupOoBaHHBIN
OTUYKIaeMblii HOCUTEIb UH(DOPMAITIH.



3.10. Ilepmoau94HOCTH TPOBEACHHS pPaOOT 10 PE3CPBUPOBAHUIO JAHHBIX OIPEICISICTCS
OTBETCTBEHHBIM 32  oOecrieueHHMe  O€30MaCHOCTH  MEPCOHANbHBIX  JAHHBIX  COBMECTHO C
aJIMUHUCTPATOpOM HH(pOpMAIMOHHON Oe3zomacHocTH ¢ yuétoM cneuuduku padborst UC  OI'BY3
"Kupenckasa PBE", Ho He MeHee | pa3a B KBapTaJl JJisl MOJHOTO PEe3epBUPOBAHMS U 1 pa3a B Mecdll s
HEIOJHOTO pe3epBUPOBAHUS.

3.11. B cnyvasx, Korja 3alIMIIaeMble PECypChbl XpaHSATCS HAa KOMITBIOTEpax IOJIb30BaTeNeit
JIOKQJIBHO, JOIYCTHUMO NEpPEKJIaJblBaTh OTBETCTBEHHOCTb 3a IPOBEJICHUE HEMOJIHOIO PE3EPBUPOBAHUS
naHHbIX Ha nonb3oBareneit UC OI'BY3 "Kupenckas PB".

3.12. CoObITHsI pe3epBUpPOBAHUS 3alllMIIaeMbIX JaHHbIX ¢ukcupywrces B JKypHane
pesepBupoBanus nHGopmaimoHHbIX pecypcoB UC OI'BY3 "Kupenckasa PB". B )xypHane yka3pIBaeTcs:
naTa, BUJ pe3€pBUPOBAHMSI, HAUMEHOBAHHUE PE3EPBUPYEMOT0 HHPOPMALIMOHHOTO pecypca, KOJIUYECTBO
u 001muit pazmep (aitsioB, cepuitHbBIH HOMEP HOCUTENS HHPOPMALIUU, OTBETCTBEHHOE JIUIIO.

3.13. Ammunuctparop MUC OI'BY3 "Kupenckas PFH" ucnonp3yeT CpeiacTBa pe3epBHOTO
konupoBanuss MC 1ist pe3epBUpOBaHUS JaHHBIX Ha OTUYYXJaeMblii HocuTenb. B ciydasx, korna
pe3epBupoBaHue NaHHbIX cpenctBamu MC He mpeacTtaBisieTcsi BO3MOXKHBIM, aagMuuuctpatop MC mo
COTJIaCOBAaHUIO C OTBETCTBEHHBIM 3a oOecredyeHHue Oe30MacHOCTH MepCOHANbHBIX AaHHbIX OIBY3
"Kupenckas PB" v agMUHUCTpAaTOPOM HH(POPMAITMOHHON O€30MTaCHOCTH MOKET UCIIOIB30BATH CPEACTBO
pe3epBHOro konupoBanus, He Bxozsuiee B cocraB UC OI'BY3 "Kupenckas Pb".

3.14. PesepBHOE KOIHUPOBAaHME C HCIOJIb30BAHUEM HE3AIIMIIEHHBIX KaHAJIOB CBS3M OOILEro
MI0JIb30BAaHHUS HE JOMYCTUMO.

3.15. PesepBHOE KONMMpPOBaHHE MO JIOKATBHOW CETH Ha YCTPOWCTBO, Haxossmieecss BHe VIC, He
JIOITYyCTUMO.

3.16. AnMUHHCTpaTOp HE MMEET MPAaBO O3HAKAMIIMBATBLCS C PE3EPBUPYEMBIMU 3alMIIAEMbIMU
NaHHbIMU. PaKT 03HAKOMIJIEHUS a]MUHUCTPATOpa C PE3EPBUPYEMBIMU 3aILUIIAEMbIMU JAHHBIMH MOXET
OBITh paclieHEH KaK MPEBBILICHHE CITYXEeOHbIX MOJHOMOYMN B cOOTBeTCTBUU C TpynoBbiM Konekcom
Poccuiickoit ®enepanm u Kogexcom 00 AnmunuctpatuBHBIX [IpaBonHapymenusix Poccuiickoit
denepanuuu.

3.17. Tlpu pe3epBUPOBaHMM 3aIIMIIAEMBIX JAHHBIX HE JONYCKAeTCsl XpaHEHHE Ha OJHOM
Hocutene pesepBHbIX komuil 31, uzBneu€HHbiX u3 paznuuHbix UC  OI'BY3 "Kupenckaa PB". ns
OCYILIECTBJICHUS] PE3EPBUPOBAHUS 3alUINAeMbIX AaHHbIX pasnuuHblx UMC, mus kaxnoit UC nomxen
OBITh TPEYCMOTPEH OT/ENbHBIA HOCUTENh HH()OPMAITUH.

3.18. Hocutenu, Ha KOTOpbIE TPOM3BEIECHO pPE3EPBHOE KOMUPOBAHHE, MAOJDKHBI OBITH
IIPOHYMEPOBaHbl: HOMEPOM HOCHUTEIISA, AATON MPOBEACHUS PE3EPBHOTO KONMUPOBAHHUS.

3.19. Hocutenu NOMKHBI XpaHUTbCA HE MeEHee Ioja, A BO3MOXKHOCTU BOCCTAHOBIJICHUS
JTAHHBIX.

3.20. B ciyuae ynanenus 31 cyonrexta uz UC OI'FY3 "Kupenckas PB" nomxHa OBITh TaK ke
yJaJeHa pe3epBHAst KOIHS STUX JaHHBIX.

4. Tlopsinok XpaHeHHs pe3epPBHBIX KOMUIi

4.1. Xpanenue pesepBHbIX konui 3]l AOHKHO HCKIIIOYATh JHOOOW HECAHKIIMOHHWPOBAHHBIM
JOCTYI MOCTOPOHHMX JIUI] K HOCUTEJISIM HWH(POPMAIIHH.

4.2. XpaHeHue HOCHTENEW pe3epBHBIX KOMHUM 3amumaemMoil HMH(GOpMAIUM TOHKHO OBITh
OpPraHu30BaHO B cel(e WM HECTOPaeMOM, METANIMYECKUX LIKady C YCTPOWCTBOM ONEYaThIBAaHUS Y
aAMUHHMCTpaTOpa HWH(POPMAIMOHHON O0€30MacHOCTH W/WIM Yy COTPYAHHKA, OTBETCTBEHHOTO 3a
oOecrieyeHrne Oe30MaCHOCTH MIEPCOHATIBHBIX JAHHBIX.



4.3. JlocTtym K MecTam XpaHEHUs PE3EPBHBIX KOMHUM JOJDKEH OBITH MPEAOCTaBICH TOJIBKO
aJIMAHUCTPATOPy MH()OPMAITMOHHOW O€30IMacHOCTH M OTBETCTBEHHOMY 3a obOecreueHre 0e30macHOCTH
NEPCOHAIIBHBIX.

4.4. Ha Hocutene nHbopMalnu, coaepkaiieM pe3epBHble konuu 3/], He ToMKHA XPaHUTHCS
MIOCTOPOHHSIST MH(POpMAITHSI.

5. Ilopsinok BoccTaHOB/IeHMS HHPOPMAIUH MOCTe OO0

5.1. TIlpm wuckaxenuu, wmoaudukauuu, OmokupoBaHuu, yxameHun 3] HeoOXoaHMO
PYKOBOJCTBOBATHCS CIECAYIOIUM MOPSIKOM BOCCTaHOBIICHHS.

— B CJlyuyae BO3HMKHOBEHHUS MHIMICHTAa MH(OPMAIMOHHON 0€30MacHOCTH, cBA3aHHOro ¢ 3/I,
CJIeZlyeT He3aMeAJIUTENbHO COOOIIUTE 00 3TOM aJIMUHUCTPATOPY;

— OTBETCTBEHHBIM 3a BOCCTaHOBJIeHHE 3/] M3 pe3epBHBIX KOMUU SBISETCA aIMHHUCTPATOP,
HayaJbHUK  MOJPA3JEJE€HUs, B KOTOPOM MPOU3OIIEA  MHUUAEHT W/WIK  aJMUHHUCTPATOp
nH(pOpMaIMOHHOM 06€30TacHOCTH;

— aJMUHHUCTpAToOp 00s3aH CPOYHO YBEJOMHUTh AJMMHHUCTpATOpa  HMH()OPMAIMOHHON
0€30IIaCHOCTH W OTBETCTBEHHOT'O 3a oOecreyeHne 0e30MacHOCTH MEePCOHANBHBIX JaHHBIX B OI'BY3
"Kupenckaa PB" o dakre cbos B pabore UC OI'BY3 "Kupenckaa PB", noBnékiiero HapylieHue
uenoctHoctH 3/1;

— aJMUHHUCTPATOpP JOJDKEH OLEHUTh MPUYMHY BO3HUKHOBEHHSI HEHUCIPABHOCTU U TNPHUHSTH
Mepbl 10 YCTPAaHEHHMIO TEXHMYECKMX HEHMCIPAaBHOCTEH IPU HEMNONaJKkax IpOrpaMMHOIO WIH
anmapaTtHoro oOecrevyeHHus KOMIIbIOTEPA, WM BOCIOJIB30BaThCS PE3EpBHOM Komueil mpu mpodiemax
CBSI3aHHBIX HETIOCPEACTBEHHO ¢ 3/1;

— ¢axtel BoccraHoBneHus 31 momxHBI (QuKcupoBaThcs B JKypHaie pe3epBHpPOBAHUS
uHpopmanmonueix pecypcoB MUC  OI'BY3 "Kupenckaa PB" (B rpade «BUA pe3epBUPOBAHUS
YKa3bIBAaETCsl «TIOJTHOE BOCCTAHOBIIEHUEY JINOO «4ACTUYHOE BOCCTAHOBIICHHEY).

Pa3zpaboran
AnmMuHUCTpaTOp HHPOPMAIMOHHON 0€301MacHOCTH /

« » 20 T.




[Tpunoxenue No7
Kk Ilpuxazy Ne 22 or 17.12.2020 roma

NHCTPYKIUA 11O PABOTE OTBETCTBEHHOI'O 3A OBECIIEYEHHE
BE3OITACHOCTHU NEPCOHAJIBHBIX JAHHBIX B UTHOOPMALIMOHHbBIX CUCTEMAX

1.1.

1.2.

1.3.

1.4.

1.5.

1.6.

1.7.

1.8.

MEPCOHAJIBHBIX JAHHBIX
OI'FY3 "Kupenckas PH"

1. OBIIUE MOJIOXKXEHUS
OTBeTCTBEHHBIM 3a oOOecredeHue Oe30MmacHOCTH TEPCOHANBHBIX JTaHHBIX (Jamee —
OTBETCTBEHHbIN) SBIAETCA IITAaTHBIM COTPYIHUK OI'FY3  "Kupeuckas PB",
Ha3Ha4YeHHBIN npuka3zom pykoBoautenss OI'BY3 "Kupenckasa PB".
Ha Bpemsi oTCyTCTBUSI OTBETCTBEHHOTO 3a OOecreyeHHe 0e30MacHOCTH MEePCOHATBHBIX
JAHHBIX €ro 00S3aHHOCTHU BBIMOJIHAET aAMUHUCTPATOP MH(OPMAITMOHHON 0€30MacHOCTH,
KOTOPBII MpUOOpEeTaeT COOTBETCTBYIOLIME MpaBa M HECET OTBETCTBEHHOCTh 3a
HaJIeXallee UCIIOJHEHUE BO3JIO)KEHHBIX Ha HETO 00s13aHHOCTEH.
OTBeTCTBEHHBII B CBoel paboTe pPYKOBOJCTBYETCS HACTOALICH WHCTPYKIWEH,
3aKOHOJATEeNbHBIMU M WHBIMH HOPMAaTHUBHBIMM akTamMu Poccuiickoit ®denepanuu B
obnactu obecriedeHus: OE30MIACHOCTH NMEPCOHAIBHBIX JIaHHBIX M PErIaMEeHTHPYIOIUMHU
nokymentamu OI'6Y3 "Kupenckas PH".
OTBEeTCTBEHHBI OTBEUaeT 3a OOecrneyeHue HEOOXOAMMOIro YpPOBHS 0€30MacHOCTH
[IEPCOHAIBHBIX JAHHBIX, ABJIAETCS YIOJIHOMOYEHHBIM Ha IIPOBEJIEHUE PadOT NO 3alliuTe
uHpOpMAlMM M TOJAEP)KAHUIO JOCTUTHYTOIO YPOBHS 3aIUThl HMH()OPMALMOHHBIX
cucreM nepcoHanbHbIX AaHHbIX (MCII[H) n ee pecypcoB Ha 3Tamax 3KCIUIyaTallud U
MO/IEpHU3ALINH.
OTBETCTBEHHBIN OCYIIECTBISET METOAMYECKOE PYKOBOJCTBO COTPYAHHMKOB, MMEIOIIHUX
CaHKIIMOHMPOBAHHBIA JOCTynm K nepcoHanbHbIM ganHbiM  (I1JH), B Bompocax
obecrieueHHs O€30MaCHOCTH NEPCOHATBHBIX JAHHBIX.
TpeGoBaHUs OTBETCTBEHHOT'O, CBSI3aHHBIE C BBIIOJHEHMEM MM CBOUX JOJKHOCTHBIX
o0s3aHHOCTEH, 00s3aTeNbHbl /JII MCIOJHEHHUS BCEMU COTPYAHUKAMH, HMEIOLIUMHU
CaHKIIMOHMPOBAHHBIN noctyn K IT/1H.
OTBeTcTBeHHBI 3a oOecrneyeHne O€30MaCHOCTH IEPCOHANBHBIX JAHHBIX SABISETCS
JIMIIOM, OTBETCTBEHHBIM 32 BBISBIEHHE HMHILUACHTOB B HMH()OPMAIMOHHOW CHUCTEME U
pearupoBaHHe Ha HUX.
HenocpeacTBeHHOE pyKOBOACTBO 3@ HAJUIEXKAIIUM BBIIIOJIHEHUEM OTBETCTBEHHBIM CBOUX
JOJDKHOCTHBIX  00S3aHHOCTEH B O0JIACTH OpraHM3aldd  OOpabOTKH TMEpPCOHATBHBIX
TaHHbIX B HMH(pOpMaumoHHBIX cucteMax OI'BY3 "Kupenckaa PB" ocymecTtBisercs
pykoBonurenem OI'BY3 "Kupenckaa PH".



2.1.

2. MPABA U OBSA3AHHOCTHU OTBETCTBEHHOI'O

OTBETCTBEHHBIN 0053aH:

3HaTh W BBIOJNHATH TPEOOBAaHUS JEHCTBYIONIUX HOPMATUBHBIX U PYKOBOISIIUX
JIOKYMEHTOB, a TaKXX€ BHYTPEHHMX HOPMAaTUBHbIX NOKyMeHTOB OI'bY3 "Kupenckas
Pb", pernameHTUpYIOLNX NOPAAOK AercTBUM 1o 3amute [1/[H;
ananusupoBath coctosnue 3amutsl UCII[n OI'BY3 "Kupenckaa PH",
BECTH MHCTPYKTaXX, COBMECTHO C OTBETCTBEHHBIM 3a OpraHHM3aluio 00paboTKH
NEPCOHANIBHBIX JAHHBIX, COTPYAHUKOB UMEIOIIMUX JIOCTYI K MEPCOHATbHBIM JaHHBIM,
10 BCEM HEOOXOAMMBIM OpraHU3aIlIOHHO-PACTIOPSAAUTENLHBIM TOKYMEHTAaM B 00J1aCTH
00paboTKku u obecrieueHns: 6e30MacHOCTH MEPCOHATBHBIX JAHHBIX.
KOHTPOJIb BhIMoJHeHUs nosib3oBaTensimMu MCIT/IH BBeneHHOTO pekrma 0e301MacHOCTH
npu 00pabOTKEe IEePCOHAIBHBIX JAHHBIX, B TOM YHCIE, COOJIIOJICHUS pEKUMa
KOH(PHICHIIMAIBPHOCTH TpU OOpalleHuH C TEPCOHAJIBHBIMH HACHTH(PHKATOpaMHU,
JUYHBIMH  KJIIOYEBBIMH JUCKETAMH U KapTOYKaMu TMapojeil, co CHhEeMHBIMU
MalIMHHBIMH ~HOCHUTENSIMH HMH(OpMAIMM, B TMPOILECCEe CO3JaHUS MAIIUHHBIX
JOKYMEHTOB, TMpU MpoUeAypax <«ICYEHHUs» aIMUHHCTPATOPOM Oe30MacHOCTU
UH(OPMALINH 3apaKCHHBIX (ailsos;
OCYIIECTBIISITh B3aUMOJEHCTBUE C aJMHUHUCTPATOPOM O€30IacHOCTH OI'bY3
"Kupenckas PB" B 1eNAX KOHTPOJS COCTOSHHS 3alIUIICHHOCTH MEPCOHAIBHBIX
nannbix B UCI s OI'BY3 "Kupenckas PH",
BBITIOJIHEHHE, YU€T U KOHTPOJIb U3MEHEHU, BHOCUMBIX:

- B cnucku noJsib3oBareneit UCII/IH;

- B IIEpPEYCHb 3alUIIaeMbIx HHGopMaImoHHbIX pecypcoB MCIIIH;
OpraHu3anusi U MpOBEJCHHE MEePHOAMYECKOrO M BHEOUEPEJAHOI0 KOHTPOJS pabOThI
MOJI30BaTEIICH;
ydacTHEe B TpOLEAYypax KOHTPOJIS ONepanuii 1mo 0e30MacHOMY yAaJIeHHIO JIMYHBIX
(hailyIoB  TONB30BATENISI TPH TMPEKPAIICHUA TOJHOMOYHMM YYETHOW 3amucH, 10
YHUUTOXEHUIO (B YCTAHOBJIEHHOM MOPSIIKE) CTapblX KapToueK maposeit (mpu 3ameHe
aAMUHHCTPATOPOM HH(GOPMALIMOHHONW O€30MacHOCTH Mapojieil MONb30BATENsAM) H
CO3IaHMIO HOBBIX KapTOUYEK Maposieii;
KOHTPOJIUPOBATh HAJIMUME HEOOXOJUMBIX HHCTPYKIIMA MO KCIUTyaTallud Ha pabouux
MecTax coTpyaHukoB, umeromux nocryn k UCIIn OI'bY3 "Kupenckas PB";
KOHTpOJIUpPOBaTh BbINMoNHeHUEe nosb3oBatensimu UCI[An OI'BY3 "Kupenckas PB"
TpeOoBaHuil «MHCTPYKIMH 110 OpPraHU3aluy MapoJbHOM 3aIMThl B UH()OPMAIIMOHHBIX
cucremax OI'BY3 "Kupenckas PH",
KOHTPOJIUPOBATh pabOTy MOJIH30BATEIIEH B CETAX OOIIETO MOJIH30BAHUS;
OKa3bIBaTh MOMOIIh nojib3oBaresisiMm MCII/IH B yacTu mpruMeHEHUsT CPEICTB 3aIUTHI,
KOHTPOJIUPOBATH KAYECTBO U CBOEBPEMEHHOCTH BBIMIOJIHEHHUS JOHKHOCTHBIMU JINLIAMU
YCTaHOBJICHHBIX TPeOOBaHUI 10 00ECIICYCHUIO 0€30MaCHOCTH TIEPCOHABHBIX JTAHHBIX;
KOHTPOJIUPOBATh COOJIOZICHUE TPaBUJ JOMYCKA COTPYIHHKOB B TIOMEIICHHS, B
koTopbix HaxoasTcss komnonenTsl UCIIAn OI'BY3 "Kupenckas PB",
HE JIOMYCKaTh YCTAaHOBKY, UCIIOJIb30BaHUE, XpaHeHue u pasmHoxxkenue B ICIIIn
MPOrPaMMHBIX CPEJCTB, HE CBSI3aHHBIX C BBHITIOJHEHHEM (YHKIIMOHAIBHBIX 33]1a4;



2.2.

MpOBEJICHUE aHAllM3a BO3ACUCTBUA M3MEHEHHMH B KOHGUTYpauuud UH(DOPMAIMOHHOM
CUCTEMBI U CHCTEMBI 3aIIUTHI IEPCOHATBHBIX JaHHBIX Ha 0OecreYeHne 0e30MacHOCTH
NePCOHAJBHBIX JAHHBIX;

JOKyMEHTabHOEe OQopMieHHE W3MEHEHUH B KOHUTrypauuun HWHHOPMAIMOHHON
CHCTEMBI U CHCTEMBI 3aIIUTHI IEPCOHATBHBIX IaHHBIX;

B Cllydae OTKa3a pabOTOCIIOCOOHOCTH TEXHHYECKUX CPEACTB W/WIH TPOTPAMMHOTO
obecnieuenns MCII/IH, B TOM uwmcie CpeACTB 3allUThl, TPUHUMATh MEpPHI MO HX
CBOEBPEMEHHOMY BOCCTAHOBJICHMIO M BBIABICHHIO MPUYMH, MPHUBEIIIMX K OTKa3y
paboTOCIIOCOOHOCTH;

OpraHu3alusl U y4acThe B CIYXKEOHBIX paccielOBaHUSX Ui BBISICHEHUS HPUYHH
YTeUKH WIH BO3AeHcTBUA Ha oOpabareiBaemyro B HWCII[da wuHbOpMaruio,
KOMIIPOMETAIIMA TapoJiell C MENbI0 BBISICHEHUS BEIMYMHBI HAHECEHHOTOo YyiiepOa
6e3omacHOCTH UH(GOPMAIMK U BRIPAOOTKH HOBBIX MJIM COBEPIICHCTBOBAHUS MPUHSATHIX
TEXHUYECKUX M OPraHU3alMOHHBIX Mep MO 3aliuTe HH(pOpMaluu OT peanu3aluu
yrpo3bl B OyAylIeMm;

IpyU BO3HUKHOBEHMHM HEOOXOIMMOCTH, OpraHM3alMs U y4dacTHe B MEpONPHUATHSX,
CBSI3aHHBIX C COOBITUSIMU BCKPBITHSI, ONl€YaThIBAHUS, MOAU(DHUKAIIMN COCTaBa, PEMOHTA
u T.1. Texauaeckux cpencts UCIIAn. OneuaTsiBaHNE KOPITYCOB TEXHHUYECKUX CPEJICTB
NCIIJH. CocTtaBieHue akTOB O BCKPBITUU U ONEYATHIBAHUM KOPILYCOB TEXHUYECKUX
CPEJCTB,;

NPUHUMATh Y4YacTHE B OpraHU3allMid W TPOBEACHUHU PACCIICAOBAHUHA MO akTam
HapyleHud B obnactu 3aumuTthl [1JIH u pa3paboTke mpemIokKeHH M0 YCTPaHEHUIO
HEJ0CTAaTKOB U MPEAYNPEHKACHHUIO TOAOOHOTO POJia HApYILICHU;

aHaIM3 UHIMJICHTOB, B TOM 4YHCJE, OIpeleJeHue MCTOYHUKOB M MPUYUH
BO3HUKHOBEHUS WHIMJICHTOB, a TaK X€ OIEHKA WX IOCIEICTBHUMA, MPUHITHE MEp IO
YCTPAHEHUIO TOCJIEICTBUI MHIIUICHTOB,;

TUTAHUPOBAHUE W TPUHSATHE MEp IO TPEIOTBPAIICHUIO TTOBTOPHOTO BO3HMKHOBEHUS
UHIIUJCHTOB.

OTBETCTBEHHBIN UMEET IIPABO:
— TpeboBath OT monb3oBatenedt VCII/IH BBIMOMHEHHUS MOJOXKEHUNA —CIEIYIOLIHX

WHCTPYKIMH 10 oO0ecniedeHuto nHpopmanmonHou 6e3omacHoctu UCIT/H:
- «MHCTpyKIuUs MO OpraHU3alluy MapoJIbHOM 3aIIUTHl B UHOOPMAIIMOHHBIX
cucremax OI'BY3 "Kupenckas PE"»;
- «MHCcTpyKIus nonb3oBaTelns nHPpopMannoHHelx cucteM OI'BY3 "Kupenckas
PE"»;
- «/HCTpyKIMS MO OpraHM3aluyd AHTUBUPYCHOW 3allUThl B HMH(OPMAIMOHHBIX
cucremax OI'BY3 "Kupenckasa PH"», B 4aCcTH UX KacaroIllecs;
y4acTBOBATh B Pa3pabOTKE MEPONPUATUIN MO COBEPIICHCTBOBAHUIO CUCTEMBI 3aIIUThI
unopmanuu B UCI1/1H;
BHOCHTh W3MEHEHHMS B KOH(pUTrypairuio HHOOPMAIMOHHOW CHUCTEMBI U CHUCTEMBI
3aIIUThI IEPCOHATBHBIX JAHHBIX;
obpamatecss k pykoBogutenmro  OI'BY3 "Kupenckas PB" ¢ MOTHBHPOBaHHBIM
NpeUIoKEHUEM T10 PHOCTAaHOBKE mporiecca o0padorku nHpopmanuu B UCITIx mn
OTCTpaHEeHHIO OT paboTel momnb3oBaTenss WCII[IH B ciydasx CHUCTEMAaTHYECKOTO



HapyIIEHUS PeKUMa KOH(UICHIIMAIBHOCTH, TEXHOJIOTHH 00pab0oTKH HH(POPMAIINH B
NCTI/H;

TpeOOBaTh OT TMONB30BaTENCH M AAMHUHHCTPATOPOB HWH(POPMAIMOHHON CHUCTEMBI
CBOCBPEMEHHOTO  WH(GOPMUPOBAHHMS O  BO3HUKHOBEHHWU  HWHIIMJICHTOB B
uHGOPMALIMOHHOHN CHCTEME;

WHUIIMHPOBATh MPOBEJCHUE CIYKEOHBIX paccieloBaHWN MO (aKTaM HApPYIICHUS
YCTAaHOBJICHHBIX TpeOOBaHWA OOECIEYCHHs 3allWThl, HECAHKIMOHHUPOBAHHOTO
JOCTYTIA, YTPAThl, MOAU(PHUKAIINHU, TIOPYH 3AMUIIAEMON HHPOPMAIIUH U TEXHUIECKUX
komnonentoB UCIIIn OI'bY3 "Kupenckas Pb".

3. OTBETCTBEHHOCTb

Ha otBercTBeHHOrO 3a oOecliedeHHE O€30IIaCHOCTH NEPCOHAJIBHBIX HAHHBIX BO3JIaracTCA

nepcoHajibHass OTBCTCTBCHHOCTbL 3a IIOJIHOTY W KAYCCTBO BBIIIOJIHCHUA CBOHUX JOJZKHOCTHBIX
O6$[33HHOCTCI>1, a TaKKC 3a pCajiM3allvi0 aJCKBATHBIX PCAaJIbHBIM YI'pO3aM 0e30IMacHOCTH I/IH(I)OpMaI_[I/II/I

PEKUMHBIX Mep IO 3alIUTe HH(OPMALIUU U 32 UX CBOEBPEMEHHOE IIPUMEHEHHE.

Pazpaboran

AnMuHUCTpaTOp HHPOPMALIMOHHON 0€301MacHOCTH /

« » 20 T.




[Tpunoxenue No§
Kk Ilpuxazy Ne 22 or 17.12.2020 roma

HHCTPYKIUSA COTPYJHUKA OTBETCTBEHHOI'O 3A OPTAHU3ALINIO OBPABOTKH

1.1.

1.2.

1.3.

1.4.

1.5.

1.6.

1.7.

2.1.

3HaTb M BBINOJHATH TpeOOBaHMs JACHCTBYIOIIMX HOPMATHBHBIX UM PYKOBOJSLIMX

AOKYMCHTOB,

INEPCOHAJIBHBIX JAHHbBIX B UTH®OPMALIMOHHbBIX CUCTEMAX

OI'FY3 "Kupencxas PB"

1. OBLIME NOJIOXEHUA
OTBETCTBEHHBIM 3a OpraHM3alUI0 O0paOOTKM TEpCOHANBHBIX JaHHBIX (Hajee —
OTBETCTBEHHBIN) SBIAETCA IITATHBIM COTPYAHUK OI'bY3  "Kupeucxkas PE",
Ha3HaueHHbIN npuka3zom pykosogurenss OI'BY3 "Kupenckas Pb".
OTBeTCTBEHHBIW B CBOCH paboTe pPYKOBOJCTBYETCS HACTOAIMICH WMHCTPYKIIUCH,
3aKOHOJATEJIbHBIMU W HMHBIMH HOPMaTUBHbIMM akTamu Pocculiickon ®enepanuu B
obmactu obecriedeHus: OE30MACHOCTH MEPCOHAIBHBIX JaHHBIX M PETIaMEHTHPYIOIIUMHU
nokymentamu OI'BY3 "Kupenckas PB".
OTBeTCTBEHHBIN OOecrneunBaeT COOTBETCTBUE OpPraHM3aLUU OOPAaOOTKU MEPCOHATBHBIX
nanHbix B WCIIAH OI'bY3 "Kupencxas PB" 3akoHomarenbcTBy Poccuiickoin
denepaunm.
OTBETCTBEHHBIN OCYIIECTBISET METOAUYECKOE PYKOBOJACTBO COTPYJHUKOB, MMEIOIIMX
CaHKI[MOHMPOBAHHBIA JOCTynm K nepcoHanbHbIM gaHHbIM  (ITIH), B Bompocax
obecrieueHHs 6€30M1aCHOCTH NEPCOHATIBHBIX JAHHBIX.
TpeOGoBaHMsI OTBETCTBEHHOI'O, CBSI3aHHBIE C BBIMOJIHEHHEM HM CBOUX JOJKHOCTHBIX
o0s3aHHOCTEH, 00sA3aTEeNbHBl JJI1 MCIOJIHEHHS BCEMU COTPYAHMKAMH, HMEIOLUMU
CaHKUHMOHHUPOBAHHBIN noctyi K [1/1H.
OTBETCTBEHHBIN HECET NMEPCOHANBHYI0 OTBETCTBEHHOCTH 3a KauyeCTBO NMPOBOJUMBIX UM
paboT 1O KOHTPOJIIO AEUCTBUI COTPYAHUKOB, NUMEIOIINX CAaHKIIMOHUPOBAHHBIM AOCTYI K
I/H.
HenocpeacteeHHOE pyKOBOACTBO 3@ HAJIJIEKAIINM BBINOJTHEHUEM OTBETCTBEHHBIM CBOMX
JOJDKHOCTHBIX  00s3aHHOCTEH B 00JIACTM OpraHM3alud  OOpabOTKM IMEepPCOHAIBHBIX
JTaHHbIX B HMH(OpMauumoHHbIX cucreMax OI'BY3 "Kupenckaa PB" ocymecTtBisercs
pykoBoaurenem OI'BY3 "Kupenckaa PH".

2. ®YHKIUU OTBETCTBEHHOI'O
OTBETCTBEHHBII TOJKEH

a TakkKe BHYTPEHHMX HOPMAaTHBHBIX JIOKYMEHTOB OI'bY3 "Kupencrxasa PB",

perJaMeHTUPYIOIIMX MOPAI0K aAeicTBuii mo o [1/1H;

— BCCTH HHCTPYKTAX, COBMCCTHO C OTBCTCTBCHHLIM 3a obecrnieueHre 0€30IaCHOCTH

MEePCOHANBHBIX JTAHHBIX, COTPYIHUKOB HMEIONIUX JOCTYN K TMEpPCOHAIBHBIM JaHHBIM, IO BCEM
HEOOXOIUMBIM  OPraHU3aALUOHHO-PACTIOPSAUTEIIBHBIM ~ JOKYMEHTaM B  00JacTH o0paboTKu
obecriedeHns 0€30MaCHOCTH MEPCOHAIBHBIX JIAHHBIX.



— obecneunBars skcrmryatanuio UCIHAn  OI'BY3 "Kupenckas PH" B COOTBETCTBUM C ee
Ha3HAaYCHHUEM,;

— BecTtu U xpaHuTh nokymeHTauuto Ha UCITAun OI'bY3 "Kupencrkas PH",

— YTOYHATbH, B YCTAHOBJIEHHOM NoOpske, 00a3aHHOoCcTH nosb3oBaTeneil UCII/IH no o6paboTtke
I1/1H;

— OCYIIECTBIISITh KOHTPOJb HaJ BblIOJIHEHHWEM [lmana MepompusiTuii 1o  3ammre
MEPCOHATBHBIX JaHHBIX;

— He Jomyckath K pabore Ha anemeHTax UCII/IH mocTopoHHUX JIHIT,

— TPUHMMATh MEPHI 10 pearnpoBaHUIO, B CIydae BO3SHUKHOBEHUS BHELITATHBIX U aBApUITHBIX
CUTYaIlMi, C LEJbIO JUKBUAALMHU UX [TOCIIEICTBUM.

2.2.  OTBETCTBEHHBIN UMEET MPAaBO:

2.2.1. moparh MpoIIEHUE PYKOBOACTBY O MPOXOXKJIEHUH OOYYEHHUS IO 3alUTE MEePCOHATBHBIX
JAHHBIX B COOTBETCTBYIOIIMX YUYE€OHBIX IEHTPaX U Kypcax MOBBILICHUS KBaTU(DUKALINHY;

2.2.2. BHOCUTb PYKOBOJCTBY NPENJIOKEHHUS O HAKA3aHUM OTAEIbHBIX COTPYIHUKOB, UMEIOIINX
CaHKIIMOHMPOBAaHHbIM Joctyn K II/[H, IOOMyCTHBIIMX CEpbE3HBbIE HAPYIICHUS B
oe3onacHocTH T1/]H.

2.2.3. 3ampamMBaTth U MOJY4aTh BCIO HEOOXOIUMYIO MH(POpPMALHIO OT COTpyAHUKOB OI'HY3
"Kupenckasa PB" nns opraHu3anvyl W MPOBEICHUS padOT MO BOMpPOCaM OOCCTICUCHHSI
0€30MacHOCTH MEPCOHAJbHBIX JaHHBIX B HH(MOpPMAaNMOHHBIX cucreMax  OIBY3
"Kupenckas PB",

2.2.4. paccMmaTpHBaTh NMPEAJIOKEHUS O MPHUBICYEHUH K MPOBEICHHUIO PabOT MO 00ECIeYESHHUIO
3alUThl NEPCOHAJBHBIX JaHHBIX HHpOpManMOHHbIX cuctemMax OIBY3 "Kupenckas
Pb" Ha 10rOBOpHOI OCHOBE OpTraHM3aIliii, IMEIOMNX HEOOXOIUMbIE JTUIICH3UU;

2.2.5. mpuHUMaTe  pelmeHHe O  TPUOCTAHOBKE paboT B ciydae  OOHapyKeHUs
HECAaHKLIMOHUPOBAaHHOIO  JOCTyNa, YTE4YKHM (WIM MPEANOCBUIOK JUIsl  YTEUKH)
IIEPCOHANIBHBIX JaHHBIX;

2.2.6. mpuBieKaTb B YCTAaHOBJICHHOM IMOpSAKE HEOOXOJUMBIX CHEIHMAIMCTOB W3 4YHCIa
cotpynaukoB OI'BY3 "Kupenckas PB" nns mpoBeneHUs WCCIeAOBaHUM, pa3pabOTKH
pelIeHud, MEpONpHUITH M OpraHu3alMOHHO-PACIIOPSIUTENbHBIX JIOKYMEHTOB IIO
BOMpocaM obecriedeHus: 0e30MacHOCTH TMEPCOHANBHBIX JaHHBIX B HMH(OPMAaIMOHHBIX
cucremax OI'BY3 "Kupenckas PB".

Pazpabotan
AnMuHUCTpaTOp HHPOPMALIMOHHOM 6€30MacHOCTH /
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[punoxenne Ne9
K Ilpuxazy Ne 22 or 17.12.2020 rogna

HEPEYEHB JINL, AONYIWEHHbBIX B IOMEIIEHUA OI'BY3 «KKUPEHCKAS Pb»

ITomemenue Ne X

®damusus Umsa OtuecTBo JloxkHOCTH
Kapux Anapeit EBrenbeBuu MIPOrPAMMHUCT
Jo6peHuH Anekcelt bopucouy MPOTrPaMMHUCT
I'aBpwibuyk Poman Hukonaesnu IIPOrPaMMHUCT

ITomemenue Ne Y

®amusansa Umsa OtuecTBo JloxkHOCTH

©|® ~|o| o

Pa3paboran
AaMmuHHCTpaTOp UH(POPMAIIMOHHON 6e30macHOCTH /
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K Ilpuxazy Ne 22 or 17.12.2020 rogna

CXEMA KOHTPOJINPYEMOM 30HBI

OI'FY3 "Kupenckasa PB"

Pa3zpaboran
AnmuHHCTpaTOp UH(POPMAIIMOHHOM 6€30nacHOCTH /
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[Ipunoxxenue Nell
K Ilpuxazy Ne 22 or 17.12.2020 rogna

IHEPEYEHDB ITPOI'PAMMHOI'O OBECIIEYEHMU S, PASPEHLIEHHOI'O K

HNCITOJIB30BAHHIO B UC «

»

HaunmenoBanue
NMPorpamMmal

Haznauyenne nporpamMmmsi

Homep auuensun

Microsoft Windows XP
Professional SP 3

OmnepanmoHHas cUCTeMa

HOMED JIMLICH3UN

Microsoft Office
crarmaptHeii 2010

[Maker o(UCHBIX MPUIOKEHUI

HOMED JIMIEH3UU

Adobe Flash Player 13
ActiveX

Monyne s Beb-0paysepa

CBOOOIHOE PacIpoCTpaHEHHE

Free WMA MP3 Converter

[TporpammHOe obecrieyeHue s
npeoOpa3oBaHus aynuo (aiion

CBOOOTHOE PACTIPOCTPAHCHHE

Audacity 2.0.3

[Tporpammuoe obecrieuenue ams
pEenaKTHPOBAHUS ayaHo (aiioB

cBOOOIHOE pacIpocTpaHeHHE

doPDF 7.3 printer

BupryanbHblii qpaiiBep ass
puHTEpa

CBOOOTHOE PACTIPOCTPAHCHHE

ImgBurn

[Tporpammuoe obecrieueHue st
sarmmcu CD, DVD auckos

CBOOOIHOE pacnpocTpaHeHHe

Windows Internet explorer 8

Be6-6paysep

CucreMHOE IPOrpaMMHOE
oOecreueHue

Google Chrome

Be6-6paysep

CBOOOIHOE PacIpoCTpaHEHHE

Firefox Mozilla 25.01

Be6-6payzep

CBOOOTHOE PACTIPOCTPAHCHHE

VLC media player

[TporpammuoOe obecnieueHne Juis
BOCTIPOM3BEJICHUS BUJICO U
3BYKOBBIX (paiinoB

cBOOOIHOE pacIpoCTpaHeHHE

Brother MFL-Pro Suite DCP-
7070DW

[Tporpammuoe obecrieueHne st
paboThI ¢
MHOTO(YHKIIHOHATbHBIM
yerpoiictBom Brother DCP-7070

CB0o0oHOE pacnpocTpaHeHHe

Adobe Reader X

[Tporpamma mist pabots ¢ PDF
daitmamu

CBo0OoTHOE pactpocTpaHeHue

2I'ncC

DJIEeKTPOHHBINA CIIPABOYHHK C
KapTamu

CB0o00JHOE pacnpocTpaHeHHe

AymioMACTEP 1.25

[Iporpammuoe obecrnieuenue Asst
paboThI ¢ ayauo Gaitiamu

CB0o00HOE pacpocTpaHeHHne

XSpider

CucreMa aHanM3a 3alUIIEHHOCTH

SecretNet 7

Cucrema 3amura HHGOPMALIUK OT
HECaHKIIMOHUPOBAHHOTO JIOCTYIIa

IIporpamMMHBIi KOMILIEKC
ViPNet Kiment KC2, Bepcus
3.X M3 IPOTpaMMHOTO
komruiekca VipNetCustom 3.x

CpenctBo kpunrorpaduaeckoit
3alIUThHl HHQOPMALIH

Security Studio Endpoint
Protection

Cucrema 3amuThl HHOPMALUU

PazpaboTtan

AamuHHCTpaTOp MHPOPMAIIMOHHON 0€30MacHOCTH

« » 20




[Ipunoxxenne Nel2
K Ilpuxazy Ne 22 or 17.12.2020 rogna

PA3SPEHIUTEJIBHASI CUCTEMA
JOCTVYIIA K BAIIUIIIAEMBIM PECYPCAM I/IHtl)OPMAHI/IOHHOﬁ CUCTEMBbI
«ITOJUKJINHHUKA»

1. UC «IloaukIanHuKa»

11.B ncC obOpaboTka 3aIUIIAeMOM nH(pOpMaun OCYIIECTBIISIETCS B
MHOTONOJIb30BaTeNbCKOM pekume. Opnako noctyn kK MC y pa3HBIX IOJIB30BaTeIel pa3HBbIM,
MaTpula A0CTyNa Npe/ICTaBlIeHa HUXKE.

1.2. Bce nonws3zoBarenu NC «Ilonuknnanka» UMEOT coOCTBeHHBbIE poyin. CIHCOK poneit
npejcTaBieH B Tabnue 1.

Ta6muma 1
I'pynna YpoBeHb JocTyna K Paspemennsie nelicTBus CoTpyIHUKH OTAETA
(urudp) 3alIMIIaeMoi nHpopMaLum
Men. CtaTUCTHKH ITomHbIH Cosznmanue, Men. craTuCTHKH
pelaKTHPOBAHUE
Bpauu [TonHp1it Co3znanue, Tlonuknunuka
pEeNaKTHPOBAHHE
Cpennnii men. I[lepconan | TTonHbii Co3znanue, IMonuknunuka
pelaKTHPOBAHUE
Peructparopst ITonnbrit Coznanne, ITonuknuauka
penaKTHpOBAHUE
1.3. O6nexramu noctyna B UC «IloauknnHuKa SBISIOTCA:
TaOmuua 2
Ne
i OOBEKTHI JOCTYIA U TTOJTHOMOYHS Mudp
1.
2.
3.
4.
1.4. Martpuua nocTyna mnojib3oBaTesneil kK 00beKTam J0cTyma:
Tabmuua 3

udp obwvexTa goctyna/rpymnmna

rue:
+  IOCTyII IIPEIOCTaBIICH
- JIOCTYI HE IIPEAOCTABIIEH

Pazpaboran
AnMuHUCTpaTOp HH(POPMAIIMOHHOHN 0€301acHOCTH /
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[Ipunoxxenne Nel3
K Ilpuxazy Ne 22 or 17.12.2020
roga

NHCTPYKLUS NOJb30OBATEJSI UHOOPMALIMOHHBIX CUCTEM OI'bY3
"Kupenckaa PB"

1. OOmue nonoxeHust

1.1. Tlonmp3oBatensmu uHpopmarmoHHeix cucteM (UC) OI'BY3 "Kupenckas PB",
SIBJIAIOTCSI COTPYJHUKH, JonyiieHHble k padore B UC OI'BY3 "Kupenckas Pb", B cOOTBETCTBUH C
NpUKa3oM 00 YTBEp)KACHHM CIMCKA JIMI, KOTOPBIM HEOOXOIUM JOCTYH K 3alluiliaeMon
uHpopmanuu, oobpadarsiBaemoit B UC OI'bY3 "Kupenckas PB", 1 BBINOIHEHUS CITY>KEOHBIX
(TpyIOBBIX) 0053aHHOCTEH.

1.2. Hacrosmas WHCTPYKIHS OIpenessieT 3amaadd, (yHKOWUW, OOS3aHHOCTH, IpaBa M
OTBETCTBEHHOCTbH 110JIb30BaTeNe, nonymeHHbix k padore B UIC OI'BY3 "Kupenckas PE".

1.3. Tlomb3oBarenem SBISETCS KaXIbI COTPYTHUK OI'bY3 "Kupeucxas PB",
y4acTBYIOIIMA B paMKaX CBOMX (YHKUIMOHAIbHBIX OOsf3aHHOCTEH B TIpoleccax o0padOTKU
MHpOpPMAllMM U HMMEIOLIMHM JOCTYNl K ammapaTHbIM CpeJICTBaM, MPOIPaMMHOMY OOECIEYEHHIO,
JTAaHHBIM U CPEJICTBAM 3allUTHI.

1.4.  Tlonp3oBaTenb HHPOPMALMOHHOW CHCTEMBI TIEPCOHANBHBIX JIAaHHBIX (Jajee 1o
tekcTy - UCIIIH) ocymecTBisieT 06paboTKy nepcoHanbHbix faHHbIX B UCIT/H.

1.5. Meronuueckoe pykoBoacTBO paboToit mnonb3oBarens HWCII[AH ocymecTisercs
OTBETCTBEHHBIM 3a OpraHu3aiuio o0padboTku nepcoHanbHbIX AaHHBIX B UC OI'BY3 "Kupenckas
PB".

2. IlpaBa u 00513aHHOCTH N0JIL30BATEJIA

2.1. Pa0oTHUKH, NOJTYYMBIIME JOCTYII K 3aIIMIIIaeMoi nHpopMaIu, 00s3aHbl XpaHUTh B
TallHe CBEIEHUS OrPaHMYEHHOTO PACIPOCTPAHEHMs, CTaBIIME MM H3BECTHBIMHU BO BpeMs pabOThI
WIM UHBIM IYTEM M MpeceKaTh ACHCTBUS IPYruX JHIl, KOTOPblE MOTYT MPUBECTU K pa3rIallieHUIO
takoil mHpopmanuu. O Takux (pakrax, a TakKe O OPYTUX NPUYMHAX WIH YCIOBHUSX BO3MOXKHOU
yT€UKH  3alluinaeMoid  MHPOpPMAIMKM  HEMEUIGHHO  WH(POPMHpOBATH  aJMUHHUCTpaTOpa
MHPOPMAIIMOHHOM 0€30MacHOCTH M JIMIy OTBETCTBEHHOMY 3a obecredeHue HH(OpMaIMOHHON
0€30MacHOCTH.

2.2. 3ammmiaemass wHGOpMaius (B TOM YHCIIe TIEPCOHANBHBIC JAaHHBIC) HE TOMJIEKAT
pasrinamenuro (pactpoctpanenuio). [Ipekpanienne qocTyna K Takoid HHPOpMaIMU He 0CBOOOXKTaeT
paboOTHHKAa OT B3ATBIX UM O00S3aTENbCTB [0 HEPA3TJIAIICHHIO CBEJCHHH OrpPaHUYEHHOTO
pacnpocTpaHeHus..

2.3. B cnydae ocTaBieHUs 3aHUMaeMOM JOJKHOCTU PabOTHMK O0Os3aH BEpHYTh BCE
JOKYMEHTBl U MaTepHajbl, OTHOCSIIUECS K JIEATEIHOCTU IMOApa3AeieHHs, opraHu3auuu. B tom
qHCcIe: OTYETHl, WHCTPYKIMH, TEPEMHCKY, CIUCKH PAaOOTHHKOB, KOMITBIOTEPHBIE MPOTPaMMEI, a
TaKXkKe BCE MPOYME MaTepuanbl M KONUM Ha3BAaHHBIX MAaTEpHajoOB, HMMEIOIIUX KaKoe-Tu0o
oTHoleHue Kk aedarenbHocty OI'BY3 "Kupenckaa PB", nonydeHHbIe B TEUCHHE CPOKA PAOOTHI.

2.4. Tlonp3oBaTenb 00s13aH:

— 3HaTb M BBINOJHATH TpPeOOBaHMs JAEHCTBYIOIIMX HOPMATUBHBIX M PYKOBOISIIMX
JIOKYMEHTOB, a TaK)k€ BHYTPEHHUX HWHCTPYKLMH, PYKOBOJACTBA IO 3allUTe HH(OpPMALUH H
pacIoOpsKCHHIA, PETIIAMEHTUPYIONINX MOPSIOK ACUCTBUN 110 3aIUTe HHPOPMAIIIH;

— 3HAaTh M COOJIOATh YCTAaHOBJIEHHbIE TPEOOBAaHUS MO PEKUMY 00pabOTKU 3alUIAaeMO
uHpOpMalMK, YYeTy, XpaHCHHI0O U TIepeChUIKE HOCHTeNed uWHpopManuu, 00ecreueHuto
0€30MaCHOCTH  JaHHBIX, a TaKKe pPYKOBOAAIIMX U OPTraHMW3aLMOHHO-PACIIOPSAIUTEIbHBIX



JTOKYMEHTOB;

— coOmogath TpeboBaHusl maponbHON monuTukd (MHCTpykuMs 1O OpraHusainuu
MapoJIbHOW 3alUThl B UHPOpMaUOHHBIX cuctemMax OI'BY3 "Kupenckas PB");

— coOmrofaTh MpaBuiia Mpu padoTe B CETSIX 00IIero aoctyna v (Win) MeXAyHapOogHOTO
obMmeHa - MaTepret u apyrux (MHCTpyKIHs 0 MOpsiiKe padOThI P MOAKIIOYCHUH K CETSM 00IIero
MoJIb30BaHus U (WIH) MexkayHapoanoro oomena B OI'BY3 "Kupenckas PE");

— co0JII0JaTh YCTAaHOBJICHHYIO TEXHOJIOTHIO 00paboTKHU HH(POPMALIUY;

— PYKOBOJICTBOBATbCA TPEOOBAHUSAMHM WHCTPYKIHUH IO AKCIUTyaTallMM YCTaHOBJIEHHBIX
cpenct BeruucautenbHoi Texuuku (CBT) u cpencts 3amuts! nadopmaruu (C31);

— SKpaH MOHHTOpa B IIOMELICHMH pacrojiaraTb BO BpeMs paboThl Tak, 4YTOObI
UCKIII0Yalach BO3MOXKHOCTh HECAHKIIMOHHPOBAHHOTO O3HAKOMIIEHUS C OTOOpakaeMoil Ha HUX
nHpOpMaNKei TOCTOPOHHUMU JINIIAMH;

— TpU OTCYTCTBHM BHU3YaJIbHOT'O KOHTPOJIS 3a pabouell cTaHIuel: JOCTyN K KOMIBIOTEPY
JOJDKeH OBITh HEMEMJICHHO 3abiokupoBaH. [lyis 3TOro HEOOXOAMMO HaXKaTh OJHOBPEMEHHO
koMOuHanwo kiapui <Ctrl><Alt><Del> u Bp1Opath onmuto <bIoOKHpOBKa™;

— IpU BBIXOJE B TeueHUE paboyero JHS U3 MOMElIeHHs, B KoTopoM pa3memaercs UC,
MOJIb30BaTeNh 0053aH:

— OJOKHMpOBaTh BBOA-BBIBOJ MHpOpMaNUu Ha cBoeM pabouem mecte MC B ciydasx
KpPaTKOBPEMEHHOT'0 OTCYTCTBUS (nepepsiB) uin BoikmouaTs CBT UC;

— OJIOKMPOBATh BBIBOJ MH(GOPMAIIMK HA MOHUTOP PabOYMX CTAHIU.

— HEMEUIEHHO CTaBUTh B  HW3BECTHOCTh  aAMHUHHMCTpaTopa  HMH(OPMAIIMOHHOMN
0€30MacHOCTH:

— B Ccly4yae YTepH HOCUTEINs C MEePCOHAIbHBIMU JaHHBIMM WU TPU IOJ03PEHUHU
KOMIIPOMETAIMH JIUYHBIX KIIF0UeH U Mmaposei;

— HapyUICHHWH IeTOCTHOCTH IUIOMO (HAaKJIEeK ¢ 3allUTHOW U UIACHTH(PHUKAIMOHHOMN
nHpoOpManyel, HapyIIEHHWH WM HECOOTBETCTBHM HOMEPOB Iedyareld) Ha
amnrmapaTHBIX CpeACTBaX pabounX CTaHIMK WM MHBIX ()aKTOB COBEPIICHUS B €TO
OTCYTCTBUE TOIBITOK HecaHKuuoHuUpoBaHHOro noctyna (HCJl) k 3ammiieHHoin
4 (O

— HECAHKIIMOHMPOBAHHBIX (IMPOM3BEACHHBIX C HApPYLIICHHEM YCTaHOBJIEHHOTO
MOpsJIKa) U3MEHEHUH B KOH(MUTYpaly MPOTrPaMMHBIX WJIH allllapaTHBIX CPEACTB
HUC.

— 000 BceX BBISIBJICHHBIX HapyIIECHUSX, CBA3aHHBIX ¢ MH(OPMALMOHHON 0€3011aCHOCTHIO,
a TaK ke Ul TIOJMYYeHUH KOHCYJIbTallMid IO BOIpOocaM WH(POPMAIMOHHOW 0e30macHOCTH,
HEOOXOAMMO OOpaTUTBhCA K JIMIy OTBETCTBEHHOMY 3a o0ecrieueHne HH(GOPMAIMOHHON

oesomacuoctu 1C;

— 7S TOJNy4YeHHsI KOHCYJIbTAallMH 1O BoIpocaM paboTel M HacTpoiike siemeHToB MC
HE00X0AMMO o0paaThes K aAMMHUCTPATOPY UH(OPMAIIMOHHON 0€30acHOCTH.

2.5. Tlomw3oBaremio SAIIPEINAETCS:

— pasriamarth 3aluaeMyro HHPOPMAIIUIO TPETHUM JIHIIAM;

— HCIIOJIB30BaTh CBEJICHHUS OIPAaHUYEHHOI'0 PACIIPOCTPAHEHMS ITPH MOATOTOBKE OTKPBITHIX
myOJMKaIui, T0KJIa10B, HAyYHbIX paboT U T.1.;

— BBIMOJHATH PAaOOTHl C JAOKYMEHTaMH OTPAaHHYEHHOT'O pACHpOCTpPaHEHHUS Ha JA0MY,
BBIHOCHTH WX M3 CIIY)KEOHBIX IMOMEIIECHH, CHUMATh KOMUH FJIU TPOW3BOIUTH BBITUCKH M3 TaKUX
JOKYMEHTOB 0€3 pa3pelieHns: pyKOBOIUTEIIS;

— HaKaIuTMBaTh HEHYXXHBIE U pabOTHI MePCOHABHBIE TaHHBIE;

— TepeiaBaTh WM NPUHAMATh 0€3  pAcCHUCKH  JOKYMEHTBl  OrpaHHYEHHOTO
pacnpocTpaHeHus;



— OCTaBIIAITh Ha paboyMxX CTONlaX, B CTOJaX MW HE3aKPBIThIX ceildax JTOKYMEHTHI
OTPaHUYEHHOTO PACIPOCTPAHEHHs, a TAK)KE OCTABJIATH HE3allepPThIMUA W HE ONEYaTaHHBIMHU TOCTE
OKOHYaHUSI paboOTHl CeH(BI, MOMEIEHHS W XpaHWIUIIA C JOKYMEHTaMH KOH(HICHIMAIHHOTO
Xapakrepa;

— OCYIIECTBISITh 00pa0OTKy 3ammiaeMoil WHpopManuud (B TOM YHCIE MEPCOHATBHBIX
JAHHBIX) B IPUCYTCTBUM ITOCTOPOHHUX (HE OMYLIEHHBIX K JAHHOM HH(pOpMaIMN) JIUILI;

— €o00IIaTh yCTHO, MUCHMEHHO WU WHBIM CIIOCOOOM (MOKa3 WU T.I.) JAPYTUM JIHIIAM
MapoJju, nepeaaBaTh JINYHbIC HACHTU(PHUKATOPHI, KIIFOUEBbIE TUCKETHI U APYTUe PEKBU3UTHI JOCTYIIA
K pecypcam UC;

— TOJKIII0YATh K pa0OUMM CTaHIIMSM HEIITaTHBIE YCTPOMCTBA;

— 3amuchiBaTh M XPaHUTh 3aAlIMIIAEMYI0 HHQOPMAIMI0 HA HEYYTEHHBIX HOCHUTEISX
nHpopManuu (TMOKUX MAarHUTHBIX TUCKAX U T.I1.);

— HECAHKIIMOHUPOBAHHO OTKPBIBATH OOIIWH JOCTYNl K IalkaM Ha CBOeH paboueid
CTaHIIUH,

— OoTKIIoYaTh (OJOKHPOBATh) CPEACTBA 3AIUTHI HHPOPMALUY;

— HUCIOJNB30BaTh KOMIIOHEHThl MpPOrpaMMHOrO M ammapatHoro oOecneuenus WC
MOJIPa3/IeICHUs] B HECTY)KEOHBIX LEIAX;

— OCTaBJIATh BKJIIOUEHHOW O0e3 mpucmorpa cBoro pabouyio cranuuoo (II9BM), He
akTuBH3MpoBaB cpeacTBa 3auTsl 0T HC/I (BpeMeHHy0 OJI0KMPOBKY 3KpaHa U KIaBUaTyphl);

— oOpabatpiBath Ha APM wuHboOpmMamuio © BBIIOTHATH Apyrue paboThl, HE
NPeyCMOTPEHHBIE TIEPEYHEM TpaB MoIb30BaTelis o goctyny Kk UC;

— CaMOCTOSTENIbHO BHOCUTh U3MEHEHUS B COCTaB, KOH(puUrypauuio u pazmemienue 1C;

— CaMOCTOSITENIFHO BHOCUTh M3MEHEHHsS B COCTaB, KOHQUIYypalMi0O W HACTPOUKY
nporpammuoro odecneuenus (I10), ycranosnennoro B VC;

— CaMOCTOSTEJIbHO BHOCUTh U3MEHEHUS B pa3MellleHne, coctaB U HacTpoiiky C3U UC;

— YMBIIUICHHO HCIOJIb30BaTh HEJIOKYMEHTHUPOBAHHbIE CBOWCTBA M OWIMOKH B
IPOrpaMMHOM OOECTIE€YeHHH MM B HACTPOMKAaX CPEJCTB 3alLIUThI, KOTOPbIE MOTYT NPUBECTH K
BO3HUKHOBEHHUIO KpH3UCHOW curyanuu. OO0 OOHapy>KEHHU TaKOro pojia OMIMOOK — CTaBUTh B
M3BECTHOCTh aIMUHUCTPATOpa MH(OPMALIMOHHON O€30MacCHOCTH;

— TpUBIIEKATh MOCTOPOHHUX JIUI] AJIs IPOU3BOACTBA pEMOHTa WK HacTpoiiku APM, 6e3
COTJIACOBAHUSI C OTBETCTBEHHBIM 3a OOECIEYCHHE 3aIIUThl JNAaHHBIX W/WIM aJIMUHUCTPATOPOM
nH(OPMAIIMOHHOK OE30MMaCHOCTH;

— TPUHUMATBH MEPHI 110 PEarupOBAHUIO, B CIy4ae BOZHUKHOBEHHUS BHEIITATHBIX CUTYalUi
W aBapHIHBIX CUTYallMi, C LEJbI0 JUKBUIALMU WX TOCIEACTBUN, B Ipeleiax, BO3JIOKEHHBIX Ha
Hero QpyHKITHI.

2.6. Ilomp3oBarens UMeEET MPaBo:

— TPHUCYTCTBOBATh MpH paboTax MO BHECEHHIO M3MEHEHHI B ammapaTHO-TPOrpaMMHYIO
KoH(puryparuio paboueii CTaHIIMU, 3aKPETUICHHON 32 HUM,;

— oOpamarbcss K  QIMHUHUCTpAaTopy  HH(MOpMANMOHHOW  0O€30mMacHOCTH  W/WMIHU
OTBETCTBEHHOMY 3a obecreueHne 0e30MacHOCTH MEPCOHATBHBIX JAaHHBIX C MPOCKOOH 00 OKa3aHUM
TEXHUYECKOH W METOJMYECKON MOMOMIM Mo obecnedeHnuto Oe3omacHocTu oOpadaTeiBaemoii B MIC
OI'bY3 "Kupenckaa PB" wndopmanuu, a Takke MO BONPOCAM 3KCILTyaTallMd YCTaHOBJIEHHBIX
C3U;

— oOpamatbcss k cuctemMHoMy anmuHuctparopy (CA) ¢ mpocsboit 00 okazaHHH
TEXHUYECKOH M METOAMYECKOW MOMOIIM IO HCIOJb30BAHUIO YCTAHOBJIEHHBIX MPOrPAMMHBIX U
texuuyeckux cpeacts UC;

— oOpamarbcsi K OTBETCTBEHHOMY 3a OpTraHM3aIuio O00pabOTKM  3alIMIaeMoin
uHpopmanuu 1o BompocaMm Hdkcruryatamun MMC  OI'BY3  "Kupenckas PB" (BblonHEHHE



YCTAaHOBJIEHHON TEXHOJIOTMM 00paOOTKH WH(OpMalUMU, UHCTPYKUUH M IPYruX JOKYMEHTOB II0
obecreyeHn0 HHYOPMAIMOHHOM O€30MaCHOCTH 00bEKTa U 3aIUTHI UHPOPMAIIUH ).

3. OTBeTCTBEHHOCTh

3.1.  Tlonws3oBartenb HECET MEPCOHATBHYIO OTBETCTBEHHOCTD:

—  3a coOJIIoJeHHE pexXrMa 0e30MacHOCTH 3aIlMIIAEMbIX JaHHBIX MPH UX 00paboTKe U
xpanenuu B UC OI'BY3 "Kupenckas PH",

— 32 IPaBWIBHOCTb I[OHMMAaHUS U IIOJHOTY BBIIIOJHEHMs 3ahad, (QYHKUUM, mpaB U
00513aHHOCTEH, BO3JIOKEHHBIX Ha Hero npu padore B UIC OI'BY3 "Kupenckas PB",

— 3a cobmoeHue TpeOOBaHUM MHCTPYKIIMKM, HOPMATUBHBIX MTPABOBBIX aKTOB, MPUKA30B,
pacmopsoKeHUH M yKa3aHUH, ONMpeeNSionuX MOpsJ0oK OpraHu3alul padoT mo MH(GOpMaIMOHHON
0€e30I1acHOCTH IIpU paboTe ¢ 3amuiaeMoil nHpopmanuen.

3.2. 3a pasriameHue HHGOpPMAUU OrPAaHUYEHHOTO PACIHPOCTPAHEHMs, a TaKKe 3a
HapylleHHe Nopsaka padoThl € JOKYMEHTAMHM WJIM MAIIMHHBIMH HOCHUTEISIMHU,
COJIep)KAIlMMHU TaKkylo HH(OpMaIuio, paOOTHUKH MOTYT OBITh TNPHUBICYCHBI K
JUCHUIUIMHAPHOMN W VHOH, IIPEAYCMOTPEHHON 3aKOHOJAaTEILCTBOM
OTBETCTBEHHOCTH

3.3. Ilonmp3oBarenyu, BUHOBHbIE B  HECOOJIOACHWM  HACTOALIEH  MHCTPYKLUHU
pacuenuBarotcs kak Hapymutenun denepanbHoro 3akona PO 27.07.2006 r. N 152-
®3 «O mnepcoHaNBHBIX JAHHBIX» M HECYT TIPaXIaHCKYI0, YIOJOBHYIO,
aIMUHUCTPATUBHYIO, JUCLUILIMHAPHYIO " UHYIO IIPEYCMOTPEHHYIO
3aKkoHoxarenbecTBOM Poccuniickoit denepanun OTBETCTBEHHOCTD.

Pazpaboran
AnamuHHECTpaTOp HHPOPMAITMOHHOW 0€30MacHOCTH /

« » 20 T.




[Ipunoxxenue Nel4
K Ilpuxazy Ne 22 or 17.12.2020 rona

WHCTPYKIMS IO OPTAHU3AIIMA MTAPOJILHOM 3AIIIUTHI B
NHOOPMALNMOHHBIX CUCTEMAX OI'bY3 "Kupenckas PB"

1. OOmue nosnoxeHust

1. JlaHHas MHCTPYKLHMS perjaMeHTHpYeT OpraHU3aliOHHO-TEXHHUYECKOe oOecreyeHne
IIPOLIECCOB I'€HEpallii, CMEHbl U IPEKpalleHus] JeHCTBUS mapoiiel (ynajaeHHs] YUETHBIX 3amucen
nojp3oBareseil) B uHpopMauuoHHbIX cucreMax OI'BY3 "Kupenckaa Pb", TpeGoBaHHMA K
COJICPKAHUIO TAapojei, a TakKe KOHTPOJIb 3a JCHCTBUSMHU IOJIb30BaTeNel HH()OPMAITMOHHBIX
CHCTEM IpH paboTe ¢ UASHTU(PHUKATOPAMU U TIEPCOHATBHBIMU apOJIIMHU.

2. OpranuzalliOHHOE M TeXHHUYECKOe OOecledeHHe IPOLECCOB  TE€HEpaluu,
WCIIOJIb30BaHUs, CMEHBI U MpEKpallleHus AeHCTBUS Mapojieil BO BceX MH(POPMAILIMOHHBIX CHCTEMax
OI'bY3 "Kupenckas PB" 1 KOHTpONb 3a JaHHBIMM JE€UCTBUSMHU BO3JIAraeTcs Ha aMHHHUCTpaTopa
uHpopmannoHHoil 6e3onacHoctn OI'BY3 "Kupenckaa PB" - agMUHUCTpaTOpa CPEJCTB 3allMTHI,
coJepKallluX MEXaHU3Mbl WACHTU(PHUKAIMU U ayTeHTU(UKAUKU (TTOATBEPKACHUS IOJIMHHOCTH)
M0JI30BATENEH 110 3HAYEHUSAM MapOJICH.

3. KonTpons 3a neiictBusimu noas3oBateneid UC OI'BY3 "Kupenckasa PB" npu pabote
C MapoysiMd, COOJIOJIGHHMEM TOpsiIKa MX CMEHbl, XpPaHEHUS M 3a COOTBETCTBUE Maposel
TpeOOBAaHMSAM HACTOALICH MHCTPYKIMM BO3JIAraeTcsi Ha COTPYIHHUKA, OTBETCTBEHHOTO 3a
opraHuzaIo 00paboTKH epcoHaNbHbIX JaHHbIX B OI'BY3 "Kupenckas PH".

2. IIpaBuna ¢popmupoBanus napoJsie
1. [lepconanbHple  Mapoilu  JOJDKHBI ~ TEHEPUPOBATHCA U PACHPENesIThCS

LEHTPATU30BaHHO JINOO BHIOUPATHCS MOIB30BATEIAMHU MH(POPMAITMOHHBIX CUCTEM CaMOCTOATEIHHO
C YUETOM CIICTYIOIIUX TPEOOBAHU:

— JUIMHA TapoJist JOJKHA ObITh HE MeHee 6 CHMBOJIOB;

— B YHKCJIE CUMBOJIOB Mapoiig 0043aTeNbHO JOKHBI IPUCYTCTBOBATh OYKBBI B BEPXHEM U
HIDKHEM PETHCTpax, IUQPHL;

— T[apoib HE JOJDKEH BKIIOYaTh B Ce€Osl JIETKO BBIYMCISEMBbIE COYETaHUS CHMBOJIOB
(umena, (aMuIMKM, W3BECTHBIC HA3BaHUS, CIIOBApPHBIE H JKAaproHHbBIE CJIoOBAa W T. J.),
MOCJIeI0BaTEeIbHOCTH CUMBOJIOB 1 3HakoB (111, qwerty, abed u 1. 71.), o0IIeIPUHATHIE COKpALLICHHS
(ADMIN, SECRET, USER wu T. m.), aO0peBUaTypbl, KIMYKH JIOMAIIHUX >KABOTHBIX, HOMEpa
aBTOMOOWIIEeH, TeneOHOB W JApPYyrue 3HAUYMMbIE COYETaHHs OYKB M 3HAKOB, KOTOPBIE MOKHO
yrajaTh, OCHOBBIBAsACh Ha HH(POPMAIIUHU O MOJIL30BATEIIE;

— UCIOJB30BaHUE TPEX U OoJee MOAPS UAYIIUX Ha KIaBHAType CUMBOJIOB, HAOpaHHBIX B
OJTHOM PETHCTPE, HeJIOMYCTHMO;

— IpU CMEHE MapoJjsi HOBOE 3HAYEHME JOJDKHO OTIMYATHCSA OT MPEAbIAYIIEro HE MEHee
yeM B 3 ITO3ULIHAX;

— JIMYHBIA TTAPOJTh ITOJTH30BATEIh HE HMEET IIpaBa coo0IaTh HUKOMY,

— HOBBIW TIAPOJIb HE JODKEH COBMANATh C OJTHUM M3 TPEX MPEABIIYIINX apoIeH

— TI0JIB30BaTEb 00SI3aH COXPAHATh B TallHE CBOM JIMYHBIN TapOJIb.

2. B cnydae ecnm opmupoBaHUE JTUYHBIX MAPOJICH IMOJB30BATENCH OCYIIECTBISICTCS

[IEHTPATN30BAaHHO, OTBETCTBEHHOCTH 3a NPABWIBLHOCTh WX (OPMHUPOBAHHS U pPaCTIpEACIICHUS
BO3JIaraeTcs Ha aJIMUHUCTPaTOpa HHPOPMAIIMOHHON 0€30MaCHOCTH.



3. [Ipu TexHomOrHYeCKOl HEOOXOJUMOCTH HCIOJIb30BAaHUS YYETHBIX JIaHHBIX
HEKOTOPBIX COTPYIHUKOB B UX OTCYTCTBHE (B Cllydae BOZHUKHOBEHHS HEIITATHBIX CUTYyaluH, Gopc-
Ma)XOPHBIX OOCTOSITENLCTB W T. I.) aAMHHUCTPATOPOM HH(POPMALMOHHOM  ©O€30macHOCTH MO
3ampocy OT HadanbHUKOB otnenoB OI'BY3 "Kupenckas PbH'"npenocraBisercs OZHOPa3OBBIN
[apoJib Ha JaHHYI0 Y4YeTHyK 3anuch. Ilo BO3BpallleHHMIO COTPYAHUK O00s513aH CMEHMTh
NEPCOHAIBHBII NapOJIb HAa BCE JIOKATIBHOE IPOrPaMMHOE 00eCIIeUeHHE.

3. BBoa nmapoast

1. B nensax oOecnedenust nHGOpPMALMOHHON 0€30MaCHOCTH U HPOTHUBOJIEHCTBHS

noneiTkaM noaoopa maponst B UC OI'BY3 "Kupernckas PB" onpenenensl npaBuiia BBOJIa MapOJIs:
— CHMBOJIbI BBOJUMOTO 11apoJisi HE 0TOOpakatoTcsl Ha HKpaHE B IBHOM BUJIE;
— Y4€T BCeX MOMBITOK (YCHEIIHbIX U HEYAAUHbIX) BXOJa B CUCTEMY.

2. IIpy nepBoHayanbHOM BBOJE WM CMEHE MAapojsl IOJIb30BATENs JEHCTBYIOT

CJIEIyIOIINE IIPABUIIA:

— CHMBOJIbI BBOJIUMOTO MApOJis HE JOKHBI IBHO OTOOpaXkaThCsl HA SKPAHE;

— Ui TOATBEPKACHUS IPABUIIBHOCTU BBOJIA MapoJisl (C yUe€TOM IEpBOro MpaBuia) - BBOJ
napoJisi He00X0IMMO MTPOBOIUTH 2 pa3a.

3. BBon mapons OJDKEH OCYIIECTBIATBCS HENMOCPEACTBEHHO mnoab3oBateneMm HC
OI'FY3 "Kupenckas PB" (Bnamenbliiem maposisi). [Tonp3oBaTento 3ampeniaercs rnepeaaBaTh mapoiib
Uit BBoJla ApyruM junam. llepenada mapons Ui BBoJa JpYrUM JIMIAM SIBJISIETCS pasriallleHueM
KOH(HUIEHIIMATbHONH MHPOPMAUU U BIEUYET 3a COOOM OTBETCTBEHHOCTHh COTJIACHO MOJIOXKECHUSIM
JaHHOM HMHCTpyKuMM M B COOTBETCTBMM C JCUCTBYIOIIMM 3aKOHOAATENIBLCTBOM Poccuiickon
denepanuu.

4. HenocpeactBeHHo mnepen BBOLOM Mapojs sl NPEAOTBPAILCHUS BO3MOKHOCTH
HeBepHoro BBoja nonszoBarenb UC OI'BY3 "Kupenckas PE" nomxeH yoeauTbcs B IPaBUIBHOCTU
s3plKa BBOJA (pacKialKu KiaBUAaTypbl), IPOBEPUTH, HE SABISAETCA JU aKTUBHOHM kiaBuiia CAPS
LOCK (eciu 3T0 HEOOXOOUMO), a TaKKe MPOKOHTPOJIMPOBATH PACIONOKEHUE KIaBUATYPhI
(ky1aBHaTypa JIOJKHA pacrosiaraTbCs TakuM o0pa3oM, 4TO Obl MCKJIIOUUTHh BO3MOXKHOCTb YBHJIETh
HaOMpaeMblil TEKCT MOCTOPOHHUMHU).

S. [Ipu BBOJE maposii MOJB30BATENI0 HEOOXOAMMO HCKIIOYHMTH HPOU3HECEHHE €ro
BCJIyX, BO3MOXHOCTb €0 IOJACMAaTPUBaHKs OCTOPOHHUMHU JIMIIAMM U TEXHUUYECKUMHU CPEJICTBAMU
(cTaroHapHBIMU M BCTPOSHHBIMH B MOOMJIbHBIE TeNIe()OHbI BUICOKAMEPAMH U T. I.).

4, IMopsinok cMeHBbI JUYHBIX MAPoJIel
1. [Tonnasa miaHoBass CMEHA MapoJel MPOBOAUTCS PETYISIPHO, HE PEXKE OJHOrO pasa B
KBapTaill.
2. [Ipu cMeHe maponst aAMUHUCTPATOPOM OE30MACHOCTH TPOU3BOJMUTCS TECTUPOBAHHE

GyHKUUH CpeACTB 3alUThl MH(OPMAIMM OT HECAHKIMOHUPOBAHHOTO JOCTYyNa IIyT€M BBOJA C
KJIaBUATYpBhl 3aBEJ0MO JIOKHOIO MapoJisl, IPH HAJIMYNUU CUUTBIBATENS — IPEAbIBICHUS CTOPOHHETO
UACHTU(UKATOPA.

3. BHeruiaHoBass cMeHa NEpPCOHANBHOTO MAapojsl WM yAaleHHE YYeTHOM 3alucH
nojp3oBareis nHpopmanMoHHbIX cucteM OI'BY3 "Kupenckas PB" B ciyyae MpeKpalleHusi ero
IIOJJHOMOYMH (YBOJIbHEHME, NEpPEeXo] Ha Jpyryro padoTy BHYTPHU HPEANPUATHS U T.II.) JOJDKHA
MIPOU3BOJUTECS  aIMUHUCTPATOPOM HHGPOPMALMOHHON O€30MacHOCTM HEMEUIEHHO Iociie
OKOHYaHUs IOCJIEAHEro Ceanca padoThl JaHHOTO MOJIb30BATENS C CUCTEMOM.

4. BHennaHoBas mosiHas cMEHa Mapojieil BCeX MOJIb30BaTENIEH TO0JKHA IPOU3BOAUTHCA
B cllyyae NpeKpallleHUs IOJHOMOYMH (yBOJBHEHME, MEpexoJ] Ha Jpyryi paboTy BHYTPH
OpeqnpusaTHss W T.J.) aIMHUHHUCTpaTtopa HHGOPMALMOHHON 0€30MacHOCTH, COTPYAHHUKA,
OTBETCTBEHHOI'0 3a OpraHU3alui0 00pabOTKM MEPCOHANbHBIX JAHHBIX M JAPYTUX COTPYAHHUKOB,



KOTOPBIM TSI BBITIOJTHEHUS HX JTOJDKHOCTHBIX 0053aHHOCTEH OBLIH MPE0CTaBICHBI TOJTHOMOYHSI 110
yhpaBlIeHUIO TapoiabHoit 3auuToit noacucteM UC OI'BY3 "Kupenckas PH".

5. BpemeHHBIN maposb, 3aJaHHBI CHCTEMHBIM aJMUHUCTPATOPOM TPU PETHCTpaLUU
HOBOTO MOJIb30BaTEIsA, CJIEAYET U3MEHHUTD IIPU IIEPBOM BXO/IE B CUCTEMY.

6. Corpyanukun OI'BY3 "Kupenckas PH" B TedeHne 3-X 4acoB IOCJE€ CMEHbI CBOUX
napoJieil JOJDKHBI TepeaaTh WX HOBBIE 3HAYEHHS BMECTE C MMEHAMH COOTBETCTBYIOIIMX yYETHBIX
3amuceil B 3alle4aTaHHOM KOHBEPTE aJIMUHHCTPATOpy HMH(POPMALMOHHONW O€30MacHOCTH Ha
xpaHeHue. [Ipy mosyueHUM KOHBEpTa C HOBBIMH MHApOJIIMU KOHBEPT CO CTapbIMH MapOJIIMU
YHUUYTOXKAETCSI.

7. VY4yeTHas 3anmuch MOIB30BATENS, YIISANIETO B JUIMTEIBHBIN OTHycK (6osee 60 qHei),
JOJDKHA  OJIOKMPOBAThCS  aIMHHUCTPATOPOM HH(OPMAIMOHHOKW O€30MmacHOCTH C  MOMEHTa
MOJTy4YEeHHUsI MMCBMEHHOTO YBEJOMJICHUSI U3 OTJeJNa TOCYAapCTBEHHOW ciyxObl u kaapoB OI'BY3
"Kupencxasa PB".

8. VYnaneHue y4yeTHBIX 3aMUCell MOJb30BaTENel, YBOJICHHBIX, IEPEBEACHHBIX B JPYroe
CTPYKTypHOE TIOJpa3leieHne, QWInal, pEerHOHANbHBIA LEHTP MOJDKHO IPOU3BOJHUTHCS
aJIMAHUCTPATOPOM HWH(POPMAIIMOHHON OE30MaCHOCTH HEMEIJIEHHO C MOMEHTa IIOJy4eHHS
MUCHbMEHHOTO YBEOMJICHHS U3 OTJAeNa rOCy1apCTBEHHOU ciyObl u kagpoB OI'BY3 "Kupenckas
PE".

9. Otnen rocymapcTBeHHOW ciy>kObl U kaapoB OI'BY3 "Kupenckas PB" nomxeH
M3BECTUTh aIMUHHUCTPATOpa HHPOPMALIMOHHON OE30ITaCHOCTH O COCTOSIBIIEMCS IPUKA3€ B TCUCHHE
24 yacoB moclie YBOJBHEHHUS, MEPEBO/a COTPYIHHKA B JIPYroe CTPYKTYpPHOE IMOJpa3/iesieHue,
(bunman, peruoHaIbHBINA EHTP.

5. XpaHeHnue napoJst

1. XpaHeHUe COTPYIHHKOM 3apeTHCTPHUPOBAHHBIX HICHTU()UKATOPOB W  3HAUCHHH
CBOUX Maposieil Ha OyMa>KHOM HOCHTEJIE J0IYCKAeTCsl TOJIBKO B IMYHOM, OIIEYaTAHHOM BJIAJICIIbLIEM
napoJisi ceitde, 1160 B cerihe anMuHUCTpaTOpa HHPOPMAITMOHHON OE30MTACHOCTH.

2. [Ipy BO3HMKHOBEHUH IPOM3BOJCTBEHHOH HEOOXOAMMOCTH B CPOYHOM JOCTYIE K
pabodell CTaHIMM BPEMEHHO OTCYTCTBYIOIIETO IIOJB30BATENS PAa3pEIIacTcsl MPOM3BECTH CMEHY
mapoJisi TOJB30BATENSI €ro HEMOCPEACTBEHHBIM pyKoBoauTeneM. [Ipu 3TOM JOKeH OBITh
COCTaBJICH aKT O BCKPBITUM KOHBEPTa C MApPOJEM M O €ro MOBTOPHOM OIEYATHIBAHUU C HOBBIM
napoJieM.

3. 3ampenaercs 3amuchbiBaTh Naposin Ha Oymare, B (haiiie, 3JE€KTPOHHOHN 3amucHON
KHWKKE U APYTUX HOCUTEISIX WHPOPMAIIHH.

4. 3anpeniaercs cooOLaTh APYTUM I0JIb30BATENSAM JIMYHBIN NapoJib U PErUCTPUPOBATH
UX B CUCTEME MO CBOMM IapoJIeM.

6. JeiicTBUSA B cJiyyae yTepy U KOMIIPOMETAUM ITAPOJIs

1. B ciiyuae BO3HHUKHOBEHHSI HEOOXOJUMOCTH B CMEHE MapoJisi B BULY KOMIIPOMETALIUH

10JIb30BATENb JTOJIKEH:

— HEMEIJIEHHO CMEHUTh CBOW Mapoib;

— U3BECTUTh aJIMMHHUCTpATOpa HH()OPMALIMOHHON OE€30MacCHOCTH;

— U3BECTUTh COTPYJHHUKA, OTBETCTBEHHOIO 3a OPTaHU3ALMIO 0OPaOOTKH MEPCOHATBHBIX
nauHslx B OI'6Y3 "Kupenckas PB".

2. B cinydae xommpomeranuu (yTeps, TIepenada MaposIbHOM — MHQOpMAIUN)
MEPCOHANBHOIO Mapofisi Moyib3oBarens uHpopMmanuoHHbix cucreM OI'FY3 "Kupencrkas PB"
JIOJDKHBI OBITh HEMEJICHHO TPEINPUHATHEI MEPhl B COOTBETCTBUM C M. 4.3 wnu m.4.4 HacTosmiei
HNHcTpyKIny B 3aBUCUMOCTH OT TTOJTHOMOYHUH BJIaAeIbIla CKOMIIPOMETUPOBAHHOTO TTAPOJISI.

7. OTBETCTBEHHOCTH NPH OPraHU3AUMHU MAPOJIBHOMN 3aIUTHI



7.1. Bnanenslpl naposeil J0HKHBI ObITh 03HAKOMJIEHBI 10/ PACIUCKY C MEPEUMCICHHBIMHU BBIILIE
TpeOOBAaHUSIMU W TPEIYNPEkKACHB 00 OTBETCTBEHHOCTH 32 HCIIOJIB30BaHHME T[apojieid, He
COOTBETCTBYIOILINX JIaHHBIM TPEOOBAHUM, a TAKXKE 3a pasriialieHue HH(pOopMaIK O apoJie.

7.2. OTBETCTBEHHOCTb 3a OpraHu3auuio naponbHod 3aumtel B OI'BY3 "Kupencxkaa Pb"
BO3J1araeTcsi Ha aJMMHUCTPAaTOpa HHPOPMALIMOHHOHN 0€301acHOCTH.

7.3. Jluma, MMeErOIME OTHOIIEHHE K 00pa0OTKe MEePCOHAIBbHBIX JAaHHBIX B HMH(OPMAIIMOHHBIX
cucremax OI'BY3 "Kupenckas PE", nomxHbI ObITh 03HAaKOMJIEHBI ¢ IHCTpyKIIMEN 1O/ paCIHCKY.

PazpaboTtan
AnmuHucTpaTop HHOOPMAITMOHHOM 0€30MacHOCTH /
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WHCTPYKIMS 110 OPTAHU3AIIMM AHTUBAPYCHOM 3AIIIATHI B
NHOOPMAINMOHHDBIX CUCTEMAX OI'bY3 "Kupenckas PB"

1. OO01mme moso:keHust
1.1. Hacrosimas WHcTpykiust onpeaensier TpeOoBaHHS K  OpraHU3allMd  3alllUTHI
MHGOPMAIIMOHHBIX CHCTEM OI'bY3 "Kupencxkasa PB" 0T pa3pyllalero BO3IACHCTBUA

KOMIIBIOTEPHBIX BHUPYCOB M YCTAHABIMBACT OTBETCTBEHHOCTh PYKOBOJUTEIEH U COTPYIHUKOB
OI'bY3 "Kupenckasa PB", sKCIUTyaTHPYIOLIMX M COMPOBOXKIAIONINX HH)OPMAIIMOHHBIE CHCTEMBI, 32
BBHITIOJTHEHHE TpeOoBaHui HacTose MHCTpyKInU.

12. Jna oGecneuenuss HH(OpMAIMOHHOW O€30MacHOCTH K Hcmosb3oBaHuio B MC
OI'FY3 "Kupencxas PFB" nomyckaloTcs TOJIBKO JHIIEH3MOHHBIE U cepTtuduiupoBanasie OCh
Poccum u @OCTOK Poccum aHTUBUPYCHBIE CpPEICTBA, 3aKyIJICHHbIE Yy OQHUIMATIbHBIX
pa3paboT4YUKOB (IIOCTABIIUKOB) YKa3aHHBIX CPEJCTB.

1.3. VYcraHoBka u HacTpoHKa CpPEICTB AaHTHUBHPYCHOTO KOHTpOJI, KOHTPOJb 32
COCTOSIHUEM aHTUBHpYCHOM 3amutel B MC OI'BY3 "Kupencxkas PB" ocymectBisercs
aJIMUHUCTPATOPOM HMH(POPMAIIMOHHONH 0€30IIaCHOCTH, B COOTBETCTBUU C PYKOBOJCTBAMH I10
MIPUMEHEHHUIO KOHKPETHBIX aHTUBUPYCHBIX CPECTB.

1.4. TIlocne ycTaHOBKM M  HAcTpPOMKM  CpPEACTB  AHTHUBUPYCHOI'O  KOHTPOJIS
aJIMUHUCTPATOPOM HH(OPMAIIMOHHON O€30IacHOCTH B 00s3aTEILHOM MOPSIJIKE JOJKHO OBITH
MIPOM3BEACHO TECTUPOBAHNE CUCTEMbl AHTUBUPYCHOM 3aIIUTBHI.

1.5, OTBeTCTBEHHOCTh 3a OPraHU3alLMI0 U NPOBEIECHUE MEPOIPUATHI aHTHUBHPYCHOTO
KOHTpOJISI B COOTBETCTBUM C TpeboBaHMAMM HacTosimied WHCTpyKuuu Bo3jnaraercs Ha
aJIMUHUCTpATOpa HHPOPMALMOHHON OE30MaCHOCTH.

1.6. OTBeTCTBEHHOCTh 32 €KEAHEBHBIM AHTHUBHPYCHBIH KOHTPOJIb B IpoLEecce
skcruryataruu UC OI'BY3 "Kupenckas PB" n cBoeBpeMeHHOE HHPOPMUPOBAHUE aMUHUCTpATOpa
nH(pOPMalIMOHHONW O€30MacHOCTH B ciiydyae OOHApy)KeHHs JEHCTBUH BpPEIOHOCHBIX MpOrpaMm
Bo3naraetrcsi Ha coTpyaHukoB OI'BY3 "Kupenckas PB".

2. IlpuMeHeHHe cpeICTB AHTHBHPYCHOI'0 KOHTPOJISI
2.1. OO6s3aTenbHOMY aHTHUBHPYCHOMY KOHTPOJIIO TOJUIEKAT BCe padoune CTaHINH (J1anee
- PC) corpynuukoB OI'bY3 "Kupenckas PB", a taxxe mobas nHdopmanus (TEKCTOBbIE (ailiibl
mo0bIX (GopmaToB, Gailiibl NaHHBIX, HCHOJHsAEMbIe (aiuibl), mosydyaemas M IepeaaBaeMasi Io
TEJICKOMMYHHUKAIIMOHHBIM KaHalaMm, a Takxke HH(popMaIus Ha CheMHBIX HOCHUTENSX (MAarHUTHBIX
nuckax, jeHtax, CD-ROM u 1.11.).
2.2. AHTUBHPYCHBIM KOHTpOJIb pabouux cTaHIUi coTrpymHukoB OI'BY3 "Kupenckas
PB" nomxeH MpoOBOIUTHCS €XKEIHEBHO B aBTOMATHYECKOM PEKHUME MNP HadalibHOU 3arpy3ke PC
(nna cepepoB OI'BY3 "Kupenckas PB" - ipu nepesarycke).
2.3. Hactpoiika cpeiCTB aHTUBUPYCHOM 3alUThI JOJDKHA PEATM30BBIBATH CJEIYIOIINE
GbyHKIMU:
— HENpPepBIBHBI aBTOMAaTUYECKUH MOHMUTOPUHT HH(popmaimonHoro obmena B UC ¢
L[eJIbI0 BBIABIICHUS ITPOrPaMMHO-MaTeMaTH4ecKoro Bo3ieicTBus (naiee — [IMB);
— aBTOMAaTHYeCKas IMPOBEpKAa HAa HAJIWYME BPEJOHOCHBIX MPOTPaMM HIM MOCIEACTBUN
I[IMB nipu umnopte B C Bcex nmporpaMMHBIX MOAYJEH (IPUKJIAAHBIX MPOTPAMM), KOTOPBIE MOTYT
COJIep>KaTh BPEIOHOCHBIE IPOrPaMMBI, M0 UX TUIIOBBIM I1a0JIOHaM U C IIOMOIIBIO IBPUCTUYECKOTO
aHaJIN3a;



— peanmuzanMs ~ MEXaHU3Ma  aBTOMATHUYECKOro  OJOKHpOBaHUS  OOHAPYKEHHBIX
BPEJOHOCHBIX MTPOTPAMM MyTEM UX YAAJIEHUS U3 MIPOrPAMMHBIX MOAYJIEH WM YHUUTOKEHUS;

— aBTOMAaTHYecKas IMPOBEpKa KPUTHUECKHX oOJacTeli aBTOMATH3UPOBAHHBIX pPabOUYMX
MECT U CEpBEpPOB, TaKUX KaK CHUCTEMHAasl MNaMsATh, 3arpy30YHbIE CEKTOPbI JUCKOB, OOBEKTHI
aBTO3aIlyCKa, KaTaJIOTW ONEPAaLlMOHHOM CUCTEMBI «system» U «system32» Npu KakJoM 3aIlycKe
OIIEpaLIMOHHON CHCTEMBI;

— TOJHas aBTOMAaTHYECKas IIPOBEpKa HOCUTEJIEN uHpOpMaUn BCEX
aBTOMATHU3HPOBAHHBIX pAOOYUX MECT M CEPBEPOB HE PEXkKE OJTHOTO pa3a B HEMEIIO;

— peryisipHoe OOHOBJIIEHHME AHTHUBHPYCHBIX 0a3 W NPOrpaMMHBIX MOJYyJEH CpelncTB
AHTUBUPYCHOM 3amuThl. JlJ1s 4yero aaMUHUCTPATOPOM HH(POPMAIMOHHOI OE30MacCHOCTH JTOJIKEH
OBITH OPTaHM30BaH JIOCTYN K CepBepaM OOHOBJICHHH pa3pabOTUMKa aHTUBHPYCHOTO cpencTBa. B
CJIy4ae HEBO3MO>KHOCTH HaCTPOUTH JOCTYII K cepBEpaM OOHOBJIEHUI pa3paboTurKa aHTUBUPYCHOTO
CpeICTBa, OTBETCTBEHHOMY CHEIMAIMCTy HEOOXOJUMO OJMH pPa3 B HEAENI0 OCYLIECTBIATH
YCTaHOBKY MAaKETOB OOHOBIEHUI BUPYCHBIX 0a3, KOHTPOJb MX MOJKIIOYEHUS K aHTUBUPYCHOMY
nakety u npoBepky PC Ha Hayiune BUPYCOB;

— ABTOMAaTUYECKOE JIOKYMEHTHPOBAHUE COCTOSHUSI CUCTEMbI aHTUBHPYCHOM 3amuTsl VC.

2.4.  AWTUBHUPYCHBIM KOHTPOJb BXOJsmed uHPoOpManuu (B T.4. pa3apXUBHUPOBAHHE)
JOJDKEH TPOBOJHUTHCS HEMOCPEACTBEHHO TII0CNIE€ TMONydeHHsT HH(GOpPMAIMM Ha BBIIEICHHOM
aBTOHOMHOM KOMIIbIOTEpE. AHTHBHPYCHBI KOHTPOJb HMCXOZAIMEH HHPOpMaun TOJHKEH
IIPOBOJIUTHCS HEMOCPEJICTBEHHO Mepe]] OTIPABKOH (3aMMChI0 HA ChEMHBIM HOCUTEIB).

2.5. Tlonwzoaremn UC OI'BY3 "Kupenckas PF" npu paboTe cO Ch€MHBIMU HOCUTEIISIMH
nndopmanuu (flash-makonurenu, auckerst 3,5, CD/DVD nuckwu, xectkue aucku USB u T.1.)
00si3aHBI TIepeA HavajJoM paboOThl OCYIIECTBUTh HX TPOBEPKY HA TPEAMET OTCYTCTBHSA
BPEAOHOCHBIX IPOTPAMM BBINIOJHUB CIEAYIOIINE AEUCTBUS:

e [loaKiIIOUNTh CHEMHBIN HOCUTEIb HHPOPMALIHH.

e OTkpbITh 3Ha4OK Pabouero cTona «Moii KOMIBIOTEPY.

e VYCTaHOBUTH KypcOpP MBIIIN HA UMSI BBIOPAHHOT'O HOCHUTEJIS.

e [lo mpaBoii KJaBHUIE MBI OTKPHITh KOHTEKCTHOe MeHI0 Microsoft Windows u
BBIOpATh MYHKT, 3aIyCKalOMIUNA aHTUBHPYCHYIO MPOBEPKY AJIEKTPOHHOI'O HOCHUTEIS
uHpOpMaLUY.

2.6.  @aiinpl, TOMENIAEMbIe B DJIEKTPOHHBIM apXWB, JOJDKHBI B 00A3aTENBHOM TMOPSIKE
MIPOXOJUTh AaHTUBUPYCHBIN KOHTPOJb. [leproanyueckrue mpoBEpKU AIEKTPOHHBIX apXHUBOB JOJKHBI
IIPOBOAMTHCS HE PEKE OJTHOTO pa3a B MECHL.

2.7.  YcraHoBKa (M3MEHEHHE) CUCTEMHOrO M MPHKIATHOTO MPOTPAMMHOTO 00ECTICUEeHUS
JIOJKHA ~ OCYIIECTBISITHCS  TOJBKO B MPHUCYTCTBUU  aAMHUHHCTpaTopa UHGOPMAIMOHHON
0e30macHOCTH. YCTaHaBiIMBaeMoe (M3MEHsEMOe) MPOTpaMMHOE OOECTICUeHHE [IOJDKHO OBITh
MIpEeIBApUTENIBHO TPOBEPEHO HA OTCYTCTBUE BHpPYcOB. HemocpencTBeHHO Iociie YCTaHOBKHU
(M3MEHEHUsI) CUCTEMHOTO MPOrPaMMHOIO OO0ECIEUYEeHHUS JOJDKHA IPOBOJIUTHCS AHTHBHUPYCHAS
npoBepka. B UC OI'BY3 "Kupenckasa PB" 3ampeniaercss ycTaHOBKa IPOTPaMMHOTO oOecrieueHus,
HE CBSI3aHHOTO C BBINOJHEHUEM (YHKLIUH, MPEAYCMOTPEHHBIX TEXHOJIOTMYECKHM IPOLECCOM
00paboTku nHOpMAITUH.

2.8.  Ilpu BO3HMKHOBEHHH ITOJIO3PCHHUSI HA HAJMYME B CUCTEME KOMIIBIOTEPHOTO BUpYCa,
(HeTunmyHast paboTa MPOrpaMM, UCKaKEHHE TAaHHBIX, YaCTOE MOSBICHHE COOOIIEHUI O CUCTEMHBIX
omuoOKax u T.I.) cotpyaaukom OI'BY3 "Kupenckas PH" nomxkeH ObITh MPOBEAEH BHEOUEPEIHOU
AHTUBUPYCHBIA KOHTPOJIb paboueil CTaHIMH (CaMOCTOSATEIBHO WM BMECTE C aJIMUHUCTPATOPOM
uHpopMallMOHHONW Oe3omacHocTH). it TpoOBedeHUs KOHTPOJIA JOJKHBI  HCHOJIb30BaThCS
aKTyaJIbHbIC BEpCHU aHTHBUPYCHBIX CKaHEpoB (CUreit, avz u jp.), 3amyckaeMbiX 0e3 YCTaHOBKU B
CUCTEME



2.9. B ciyuae oOHapyXeHHUS TpU TNPOBEICHUM AHTHBHPYCHOW TNPOBEPKH HAIWYHS B
CUCTEME KOMITbIOTepHOTO BHpyca corpyauuku OI'bY3 "Kupenckas PB" 00s3aHbI:

— HEMEJUIEHHO TIIOCTaBHTh B  HW3BECTHOCTh aJMHUHHUCTpATOpa  HMH()OPMAITMOHHON
0€30MacHOCTH U MIPEKPATUTH KaKue-TH00 IeWCTBUS HA TIEPCOHATLHOM KOMITBIOTEPE MPUOCTAHOBUTH
pabory;

— IlocTaBUTh B U3BECTHOCTH BIAAETbIIA 3apasKEHHBIX (hailiioB.

2.10. B ciyuae oOHapy>KCHHS HAIMYUS B CHCTEME KOMIIBIOTEPHOTO BUPYCca HEOOXOIUMO:

— COBMECTHO C BIAJICNIBIEM 3apaXCHHBIX BHUPYCOM (hailJloB TMPOBECTH aHAIU3
HEOOXOMMOCTH JTaJTbHEUIIIETO UX UCTIONB30BaHUS;

— TIPOBECTH JIOKAJIN3AIIUIO BUPYCa B CHCTEMC;

— o0ecreyuThb yJaleHUue BUPYyca U3 CUCTEMBI;

— B cllyyae OOHapYXEHHSI HOBOTO BUpYCa, HE TOJJIAIONICTOCS JICUCHUIO TIPUMEHSIEMBbIMU
AHTUBUPYCHBIMH  CPEICTBAMH, HEOOXOAMMO HANpaBUTh 3apakeHHBIH BHpycoM ¢ain B
OpTaHu3aIIo, C KOTOPOH 3aKJII0OYEH TOTOBOP HA aHTUBHPYCHYIO MOAIEPKKY;

— mo QaxTy OOHapyXeHHs BHUpyca HOJDKHA OBITh COCTaBIIeHa CIy)XeOHas 3ammcka
aJIMAHUCTPATOpy  MHPOPMALMOHHOW  OE30MacHOCTH, B  KOTOpPOH  TpeOyercss  ykas3aTb
MIPENONIOKUTEIbHBIA UCTOYHHUK (OTIpPABHUTENS, BIAJeNblla U T.J.) BUPYCa, TUI 3apakKCHHOTO
daiina, xapaktep coaepxamieiics B ¢aine wuHDOpManMM, THUI BHpPYca U BBINOJIHEHHbBIE
AHTUBUPYCHBIE MEPOIIPHUATHSI.

[Monw3oBaremto UC OI'FY3 "Kupenckaa PB" 3anpemiaercs:

— ucnois3oBath Ha CBT chemHble HOcuTenw uHMoOpManuu 0e€3 MpeaBapUTEIbHON
MIPOBEPKH YCTAaHOBJICHHBIMH CPEICTBAMH AHTUBHPYCHOMW 3aIIUTHI;

— 3aIyCKaTh HEM3BECTHBIC TPUIIOKEHUS, TPHIIEIIIHIE MO YIEKTPOHHOH ToYTe.
[Tonw3oBarens 00s3aH:

— ©XEIHEBHO NpW HaudanbHOW 3arpy3ke PC yOeauThCsi B HaIWYMM PE3UIACHTHOTO
AHTUBUPYCHOTO MOHHUTOpPA M B CJIy4ae €ro OTCYTCTBUS YBEJOMHUTH 00 3TOM aJAMHHHCTpaTopa
nH(pOPMaIIMOHHON OE30MaCHOCTH;

— CaMOCTOSITENILHO 3aIllyCKaTh BHEIUIAHOBYIO aHTHUBHPYCHYIO mpoBepky PC mpu
MOJTyYCHUHU YBEIIOMIICHHS O HAJIMYMH B CUCTEME BHUPYCa, a TAKXKE IMPU BOSHUKHOBEHHUH TOJI03PCHUS
Ha HaJM4Yue BUpYCa.

3. OTBeTCTBEHHOCTH

3.1. OTBeTCTBEHHOCTh 3a OpraHU3AIMI0 AHTUBUPYCHOTO KOHTPOJS B OI'by3
"Kupenckas PB", B cOOTBeTCTBMM ¢ TpeOoBaHUSMU HacTtosmiel WHcTpykiun
BO3JIaraeTcs Ha aJIMUHUCTPAaTOpa HHPOPMALIMOHHOMN 0€30MaCHOCTH.

3.2.  OTBeTCTBEHHOCTh 3a TIPOBEACHHE MEPONPUATHNH AHTUBUPYCHOTO KOHTPOJIS B
MOJIpa3/ieleHuu U cobmroieHue TpeboBaHuil HacTosmed MHCTpyKIMK Bo3jaraercs
Ha aJMUHUCTpaTopa HH(DOPMAIMOHHONW OE30MacCHOCTH U BCEX COTPYAHHUKOB,
apistommxcs nonszopatensimu UC OI'BY3 "Kupenckas Pb".

3.3. Ilepuoanyeckuii KOHTPOJb 3a COCTOSTHHEM aHTHBUPYCHOM 3ammtel B OI'BY3
"Kupenckaa Pb", a Taxxke 3a COOJIOJICHUEM YCTaHOBJIEHHOTO MOpPsIKa
AHTUBUPYCHOTO KOHTPOJSL U BBINIOJIHEHHWEM TpeboBaHMN HacTosimed MHCTpykuuu
corpynuukamu  OI'BY3 "Kupenckas PB" ocCymecTBISIETCS aAMUHUCTPATOPOM
nH(pOpMaMOHHOW 0€30MaCHOCTH.

3.4.  OTBeTCTBEHHOCTh 3a NOJICp)KaHUE YCTAHOBJICHHOTO B HacTosmied MHCTpyKiuu
NOpsAJIKAa TPOBEICHUS aHTUBUPYCHOTO KOHTPOJIS BO3JAraercs Ha aJMHHHCTpaTopa
MH(POPMAIIMOHHOM 6€301MacHOCTH.

3.5. Corpymauku OI'BY3 "Kupenckas PF", napymmuBiiie TpeOOBaHHUS HACTOSIIETO



AOKYMCHTA, IPHUBJICKAOTCA K OTBETCTBCHHOCTU B COOTBETCTBUHU C HCﬁCTBYIOIHHM
3akoHoarenbcTBOM Poccuniickoint denepanuu

Pazpaboran
AnmMuHUCTpaTOp HHPOPMALIMOHHON 0€301MacHOCTH /
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WHCTPYKIMS IO IEMCTBUSIM IIEPCOHAJIA BO BHEIITATHBIX CUTYAIIUAX
TP OBPABOTKE 3AIIAIIIAEMON HHO®OPMAIIMHA B UHO®OPMAIIMOHHBIX
CUCTEMAX OI'BY3 "Kupenckas PB"

1. Ha3HauyeHnmue u 00J1aCTH AeHCTBUA

1.1. Hacrosmas UHcTpyKIus onpezenseT BO3MOKHbBIE aBapUHHBIE CUTYAllUU, CBSA3aHHbBIC
¢ ¢ynkmuonnpoBanueMm uHpopmanmonubix cucteM (UC) OI'BY3 "Kupenckas PB", mepsl n
CpeICTBa TOJICPKaHUsI HENpPEPBIBHOCTH paboOTBl M BOCCTAaHOBIEHHMsA paborocrnocodbnoctn MC
OI'bY3 "Kupenckas PB" nocne aBapuilHbIX CUTYyalluH.

1.2. llenpro HACTOSMIETO JOKYMEHTa SIBISETCS MPEBEHTHBHAs 3amura 31eMeHToB MC
OI'bY3 "Kupenckaa PB" oT ipepblBaHuUs B Clly4ae peaau3aluyd pacCMaTpUBAEMbIX YTPO3.

1.3. 3apmaueii manHO# MHCTpYKIIMH SBIISETCS:

— OMpeJeNeHre Mep 3alUThl OT MIPEPHIBAHMUS;
— OmpeJeNeHne AeWCTBUN BOCCTAHOBJICHHS B ClIy4yae MpepbIBaHUsI.

1.4. JleiictBue Hacrosimiedn MHCTpykuum pacnpocTpaHseTcsi Ha BCEX COTPYIHUKOB
OI'FY3 "Kupenckas PB", umeronux noctyn k pecypcam UC OI'BY3 "Kupenckas PB", a Takxe K
OCHOBHBIM CHCTEMaM OOeCIEeYeHHs HEMPEPHIBHOCTH PAOOTHI M BOCCTAHOBJICHUS PECYPCOB MPH
BO3HUKHOBEHUH aBapUMHBIX CUTYyallUl, B TOM YHCIIE:

cucTremMa )KI/I3HCO6CCHCIICHI/IH;

crucTemMa 00eCICUCHUS OTKaSOYCTOﬁqHBOCTH;

CHUCTCMaA PE3CPBHOIO0 KOIMMMPOBAHHUA U XPAHCHUA JAHHBIX;

cucTeMa KOHTPOJIS (PU3MYECKOTr0 JOCTYIIA.
1.5. IlepecMOTp HacTOSIIETrO JOKYMEHTa OCYILECTBISIETCS IO MEpe HEOOXOANMOCTH, HO
HE peke OJTHOTO pa3a B JBa Tojia.

2. Tlopsinok pearupoBaHMsl HA AaBAPHITHYI0 CUTY alHI0

2.1. B nHacrosmeMm JOKyMEHTE I0J aBapHiiHOW cUTyalued (MHUUACHTOM) MOHUMAETCs
HEKOTOpO€ MPOMCIIECTBHE, CBSI3aHHOE cO cOoeM B (yHKUMOHUpoBaHUM 3nemeHToB IC OI'BY3
"Kupenckaa PB", npenoctaBisieMblx mnoisib3oBaressiM WMC. ABapuiiHas cuTyalusi CTaHOBUTCS
BO3MOJKHOM B pE3ylbTaTe pealn3alyuy OJHOW W3 Yrpo3, npuBencHHbIX B [lpmnoxennn 1 x
HACTOSLIEN UHCTPYKIMH - «ICTOUHUKH yrpo3».

2.2. Bce pneicTBHS B TIpoliecCe pearupoBaHMs Ha aBapUHHBIE CHUTYallUd JIOJDKHBI
JOKYMEHTUPOBATbCS OTBETCTBEHHBIM 3a pEarupoOBaHUE COTPYAHMKOM B JKypHaJle ydeTa
MEPONPHITHI TI0O KOHTPOJIO OOpabOTKM M 3amuThl B HMHGOPMAIMOHHBIX cuctemax OIhY3
"Kupenckas PB".

2.3. VHuumgeHT MOXET BO3HHUKHYTh B pe3yjibTaTe IMpeIHAMEPEHHBIX JCHCTBHIA
3JIOyMBILUICHHUKA WM HENPEAHAMEPEHHBIX JCUCTBUU II0JIB30BATENICH, aBapuil, CTUXUHHBIX
OeICTBUHA.

2.4. B xparyaiiime CpoKH, HE MPEBHIIMIAONINE OJJHOTO pabodero JHs, OTBETCTBCHHBIC 32
pearupoBanue cotpyaHuku — OI'BY3 "Kupeuckaa PbB" (agpMuHUCTpaTOp WH(POPMALMOHHOM
0€30MIaCHOCTH, OTBETCTBEHHBIH 3a obOecredeHne O€30MaCHOCTH IEPCOHANBHBIX JIaHHBIX,
OTBETCTBEHHBIN 32 OpPraHM3aLUI0 00pabOTKM MEPCOHATBHBIX JAHHBIX) MPEINPUHUMAIOT MEPHI 110
BOCCTaHOBJICHHIO paboTocniocoOHocTH. [IpennpruHumaemMble Mepbl IO BO3MOXHOCTH COTJIACYIOTCS ©
BBIIIECTOSIIIUM PYKOBOACTBOM. [lo HEOOXOAMMOCTH, HepapXusi MOXKET OBbITh HapyllleHa C LEIbI0
MOJTy4YEHHUS BBICOKOKBATM(UITMPOBAHHOW KOHCYIBTAI[H B KpaT4alIlIne CPOKH.



2.5. YpoBHH pearnpoBaHUs Ha WHIMICHT. [Ipy pearupoBaHMM Ha WHIMIEHT, Ba)KHO,
9TOOBI MOJIB30BATEb MPABUIBHO KIACCU(DUIIMPOBAT KPUTHYHOCTh HMHLUACHTA. KpPUTHYHOCTH
OLIEHUBAETCS HAa OCHOBE CIIEAYIOIIEH KIIaCCU(pUKAIINN:

— YpoBeHb | - He3HAUMTENbHBIH MHUWACHT. He3HaUMTeNbHBIN MHIUICHT ONpeAeseTCs
KaK JIOKaJbHOE COOBITHE C OrPaHWYECHHBIM pa3pyLIEHHEM, KOTOpOe HE BIMAET Ha OOIIYyIO
noctynHocTh 3neMeHToB UC  OI'BY3 "Kupenckasa PB" w cpeACTB 3aluThl. DTH WHIUJCHTHI
PEIIalOTCsl OTBETCTBEHHBIMH 32 PEarupOBAHNE COTPYTHUKAMH.

— ypoBeHb 2 - aBapus. JIF0OOM WHIMIAEHT, KOTOPBIA MPUBOJMUT WM MOXKET MPUBECTH K
npepbiBaHuio paboTocrocodHocTH oTenbHbIX 3neMeHToB UIC OI'bY3 "Kupenckas PB" u cpencts
3alUThl. JTH WHIUAEHTHI BBIXOJAT 3a pamku OI'BY3 "Kupenckas PB" OTBETCTBEHHBIMHU 3a
pearupoBaHHe COTPYAHUKAMHU.

K aBapusiM oTHOCATCS ClIe1yIOIUE HHIUIEHTHI:

a) otkas anemenToB UC OI'BY3 "Kupenckas PB" v cpencTB 3aniuThl U3-3a:

— MOBPEXJEHHUsS BOJOW (NMPOPBIB CHUCTEMBbI BOJOCHAOKEHUS, KaHAJIW3alMOHHBIX
TpyO, CHCTEM OXJaXACHHUS), a TaKkkKe TMOATOIUICHUS B TIEPUOJ TMABOJKA MU
MPOJIMBHBIX TOKIECH;

— ¢00s cuCTEeMBl KOHTUITHOHUPOBAHHUS.

0) OTCYTCTBHE aAMUHUCTpPATOpa MHPOPMALMOHHONW OE30MaCHOCTH OoJiee YeM Ha CYTKH M3-
3a:

— XMMHYECKOro BbIOpoca B aTMOchepy;

— c00€eB O0IECTBEHHOT0 TPAHCIIOPTA;

— DIHJEMUH;

— MaccoBOr'0 OTPABJICHUS IEPCOHAIIA;

— CWJIBHOTO CHETOIaJa;

— TOPHAJIO;

— CHWJIBHBIX MOPO30B.

— ypoBeHb 3 - Karactpoda. JIro00i WHIHMIEHT, MPUBOIAIINNA K TTOJHOMY MPEPHIBAHUIO
paborocniocobHocTH Beex aneMenToB UC OI'BY3 "Kupenckas PE" n cpeicTB 3allUThL, a TAaKXKe K
yrpo3e xu3Hu noib3osareneid UC OI'BY3 "Kupenckaa PB", xnaccupuuupyercs Kak Karactpoda.
OOBIUHO K KaTacTpodam OTHOCIT 00CTOATEILCTBA HEITPEOAOIUMOM CUITBI (IIOXkKap, B3pbIB), KOTOPbIE
MoryT npuBectd kK HepaborocriocooHoctn UC  OI'BY3 "Kupenckas PB" m cpenctB 3amuThl Ha
CYTKH H 0oJee.

K karactpodam oTHOCATCS CleAyIOINE UHIUACHTBI:

— TIOXap B 3/1aHUMU;

— B3pBIB;

— TpocajKa rpyHTa C YaCTHYHBIM OOpYIICHUEM 3/IaHUS;

— MAacCOBBIEC OECITOPSIIKK B HEMOCPEICTBEHHON 0M30CTH OT OOBEKTA.

3. Mepbl o0ecnieueHHsI HePepPbIBHOCTH PA0OTHI U BOCCTAHOBJICHHSI PeCypPCcoB NpH
BO3HUKHOBEHUM ABAPUHHBIX CUTY AN
3.1. K rtexHuueckum mepaMm 0O€CTICUCHUS HENPEPHIBHOW pabOThI W BOCCTAHOBJICHUS
OTHOCATCA MNPOrpaMMHBIC, alllapaTHBIC U TCXHUYCCKHUE CPCACTBA U CUCTCMBI, UCIIOJIB3YCMBIC IJIA
npeaoTBpAIICHUA BOSHUKHOBCHUA aBaprIHLIX CHTyaHHﬁ, TaKHUC KakK:
a) CUCTEMBbI KU3HE0OeCTIeUeHus], YTO BKIIOYALT:
— IOXapHBIC CUTHAJIN3AIIUNU U CUCTCMBbI ITOKAPOTYIHICHUS
— CHUCTCMbI BCHTUJIAIHUU U KOHAUIUOHUPOBAHUS,
— CHUCTCMBLI pC3CPBHOIO MAUTAHU.
0) cucteMbl o0ecrieueHHst 0TKa30yCTOMYNBOCTH;



B) CHCTEMBI PE€3€PBHOTO KOTIMPOBAHUS U XPAHECHUS TaHHBIX;

I') CUCTEMBbI KOHTPOJISl (PU3UIECKOTO JTOCTYTIA;

1) TO’KapHble CUTHAIM3ALMU U CUCTEMBI MTOXKAPOTYILICHHS,

€) CUCTEMbI BEHTWJIALIMY ¥ KOHJAULMOHUPOBAHHUSL.

3.2.  Bce kputnunsie nomemenuss OI'BY3 "Kupenckas PB" (momemnieHusi, B KOTOPBIX
pasmematorcst anementel IC  OI'BY3 "Kupenckas PB" u cpeacTBa 3alliMThl) JOJKHBI OBITH
000pyI0BaHBI CPECTBAMU NOXKAPHOW CUTHAIM3AIIUH U TIOKAPOTYIICHHUS.

3.3. llopsmox mnpenoTBpamieHus MOTeph HMHPOPMALMKM W OpraHU3allUd  CHUCTEMBI
xu3neoOecrieuennss WMC  onucan B Ilopsioke  pesepBUpoBaHHMST U BOCCTaHOBIICHUS
pabotocriocoonoctu TC u 10, 6a3 nanueix u C3U.

3.4. OtBeTcTBEHHBIE 3a PEArHpPOBAHUE COTPYTHUKH O3HAKOMIIIOT BCEX COTPYAHHKOB
OI'bY3 "Kupenckas PB", Haxondmuxcs B MX 30HE OTBETCTBEHHOCTH, C JJAHHOM MHCTPYKLUEH B
CpPOK, He IpeBbIIIaroImuil 3X pabouux JHElH ¢ MOMEHTa BbIXOa HOBOT'O COTPYIHUKA Ha padoTy.

3.5. JlomkHo OBITH MpoBeAeHO OOyueHue MOobKHOCTHRIX Jull OI'BY3 "Kupenckas PB",
uMmeroux goctyn k pecypcam WC  OI'BY3 "Kupeuckas PB", mnopsaky paelctBuil mnpu
BO3HUKHOBEHUH aBapUHHBIX CHUTyalnid. J{OJDKHOCTHBIE JIMIIA TOJHKHBI TIOTYYUTh 0a30BhIC 3HAHUS B
CIIeIYIOIINX 00JIaCTAX:

— OKa3aHHE€ NEPBON MEIULIMHCKOW MOMOIILIH;

— TIOXapOTYIICHHE;

— 3BaKyauus JaeH;

— 3alMTa MaTepHaJbHBIX U HH()OPMAIIMOHHBIX PECYPCOB;

— METO/bI ONIEPATUBHOMN CBSI3U CO CITY)KOaMU CITaCEeHUsI M JIUIIAMHU, OTBETCTBEHHBIMH 32
pearupoBaHHe COTPYAHUKAMHU Ha aBapHIHYIO CUTYAIHIO;

— BBIKIIIOYCHHE 000PYAOBaHUS, AIEKTPHUECTBA, BOJJOCHAOKEHUS, Ta30CHAOKECHHUS.

3.6.  AnvuHucTpaTtop HMHGMOPMANMOHHOW OE30MACHOCTH JIOJDKEH OBITh JOMOTHHTEIHHO
o0yueH MeToJaM YacTHMYHOTO W TOJHOTO BOCCTAHOBJICHHS PaOOTOCIOCOOHOCTH 3nemeHToB HC
OI'bY3 "Kupenckas Pb".

3.7. HaBwlku ¥ 3HaHHS OJHKHOCTHBIX JIMII IO PEarHpOBAHUIO HA aBapUWHBIC CUTYaIHH
JOJDKHBI PETYISIPHO MPOBEPAThCA. [Ipy HEOOXOJUMOCTH JOIKHO MPOBOAUTHCS JIOTIOJHUTEIHHOE
o0y4eHHe JOJDKHOCTHBIX JIMI HOPSIAKY NEHCTBHI TP BO3SHUKHOBEHUH aBAPUIHON CUTYaIHH.

3.8.  OTBETCTBEHHOCTh 3a OpraHU3alUI0 OOY4YEeHHUS JIOJUKHOCTHBIX JIMI[ HECeT
pykoBoautens otaena. Cpokd U TOPSAJOK HMX O0OydeHHus corjacyercss ¢ aJAMHHHUCTPaTOpPOM
nH(pOpMalMOHHON O€30MaCHOCTH.

PazpaboTtan
AnmMuHHCTpaTOp HHGOPMALMOHHOM 0€30MacCHOCTH /
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[Tpunosxenune Nel

K HHCTPYKLMHU IO JEHCTBUAM IEPCOHAIa BO BHEIUTATHbBIX
CUTYallUsX NMpH 00paboTke 3amuiaeMoni HHGpOpMaum B
uHpopmannonuslx cucremax OI'BY3 "Kupenckas PB"

Uctounuku yrpo3

1. TexHoJiormyecKue yrpo3sbl

[Toxap B 3maHumn

[ToBpexaeHne Bo10# (IIPOPBIB CUCTEMBI BOJIOCHA0KEHNUS, KaHATTN3AIIMOHHBIX TPYO,
CUCTEM OXJIAXKJICHHS)

B3pbiB (0bITOBOII ra3, TepakT, B3pbIBUYATHIE BEIIECTBA UM MPUOOPHI, pabOoTaIOIIUE O]
JTaBJICHUEM)

Xumudeckuit BBIOpoc B aTMochepy

2. BHemHue yrpossl

MaccoBble 6ecriopsiiKH

COou 00111eCTBEHHOTO TPAHCIIOPTA

DruneMus

MaccoBoe OTpPaBJICHHUC II€PCOHAJIA

3. Cruxuiinblie 0OeacTBUA

Y nap MonHuH

CUIIBLHEIN cHeromasng

CunpHbIE MOPO3BI

[Mpocanka rpyHTa (IIOMBIB TPYHTOBBIX BOJI, IOJ3€MHBIE PAOOTHI) C YACTHYHBIM
0OpyIICHHEM 3aHUS

3aToIIeHUE BOJOH B IEPUOJ| ITABOAKA

HaBonHeHue, BBI3BaHHOE IIPOJIMBHBIM JTOXKAEM
TopHano

[ToaTroruienue 31anus (Bo3eicTBUE MOANIOYBEHHBIX BOJI, BBI3BAHHOE BHE3AITHBIM U
HENpPEeIBUICHHBIM MTOBBIIIEHHEM YPOBHS I'PYHTOBBIX BOJ)

4. Tenexom u UT yrpossl

COoii cucTeMbl KOHAUITMOHHUPOBAHUS

Cooit UT - cucrem

5. ¥Yrpo3a, cBsi3aHHAA C YeJI0BeYeCKUM (PaKTOPpOM

Ommbxka rmepcoHalia, IMEIOIIETo JOCTYI K IIOMEIIEHHIO, T/Ie PACTIOJI0KEHO CEPBEPHOE
obopynoBaHue

Hapymenne KoHQUIESHIIMATBHOCTH, IIEJIOCTHOCTH M JJOCTYITHOCTH KOH(QUICHIIUAIbHOM
uHbopmaIuu

6. yrp03l)l, CBA3AHHbBIC C BHCIITHUMH NMOCTABIIUKAMU

OTKIIr0YeHHE SJICKTPOIHEPTUU

CoOoii B paboTe HHTEpHET-TIpOBakIepa

duznuecku Pa3pbiB BHCHIHHUX KAHAJIOB CBA3U




[Ipunoxxenne Nel7
K Ilpukazy Ne 22 or 17.12.2020 rona

HNHCTPYKIMUA ITO IPUEMY IO OXPAHY KABUHETOB OI'6Y3 "Kupenckas Pb"

1. OO0uue moJ10KeHUA

1.1. Hacrosimas WHCTPYKLHS ONpeNeNsieT MOPAIOK NpHeMa IMOoJA OXpaHy KaOWHETOB
OI'FY3 "Kupencxasa PB" nexypubim no OI'BY3 "Kupenckas PH".

1.2. B poan AeXypHOTO MOXET BBICTyHaThb CTOPOHHSISI OXpaHHAs OpraHu3alus Ha
OCHOBaHMUM 3aKit04eHHOro noroBopa ¢ OI'BY3 "Kupencrkas PB" 00 oka3aHHHM COOTBETCTBYIOIIMX
YCIIYT.

1.3. Cpauy pe>XUMHBIX TOMENICHUH (CTell. MOMEIICHNU) U KIF0Ye OT HUX MO OXpaHy, a
TaK)K€ TOJIydEHHUE KIIIOYe M BCKPBITUE TMOMENIEHUM, TPOU3BOAAT coTpyaHuku  OI'BY3
"Kupenckaa PB" 10 yTBEpKXIECHHBIM PYKOBOJIUTEIEM OI'bEY3 "Kupenckas PB" wnu
PYKOBOJTUTEISIMH TEPPUTOPUANBHBIX OT/AEJIOB CIHCKaM. YTBEP)KACHHBIE CIHCKA C oOpa3namu
MOJITUCEH COTPYIHUKOB MEPEAIOTCS ICKYPHOMY.

2. Topsaok cnaum kaduneroB OI'HY3 "Kupenckas PH" nox oxpany

2.1. Tlo oxonvyanuu padouero maus corpyaauku OI'BY3 "Kupenckas PB":

— BBIKJIIOYAIOT CBET;

— OTKIIIOYAIOT BCE AJIEKTPOHHBIE PUOOPHI U BHEIIHEE OCBEIICHUE;

— 3aKpBIBAIOT OKHA U JBEPH KAOMHETOB, OMEUYATHIBAECT BXOJHYIO JIBEPHh MOMELICHUS MPU
HAJIMIAA KOHTPOJIS 38 CAHKIIMOHUPOBAHHBIM JIOCTYIIOM B TTIOMEIICHNE;

— KIIIOYM OT BXOJHOW JBEpPH CHAIOT MX MOJ pacnucky B JKypHane mpuema (caauu) moj
OXpaHy KaOMHETOB JEKYPHOMY.

2.2. JlexypHblid, yOSTUBIINCH B HAJACKHOCTH 3aKPBITHS BXOJHON JBEpH KaOWHETOB, B
LIEJIOCTHOCTHU CJIeTIKA TevaTu (Mpu HaTu4uWu), KOTOPOH oreudaTaHa JABEpb, COOTBETCTBUU OTTHUCKA
rneyatd oOpasily INedyaTd B CIHCKe, yTBepkaAEHHOM pykoBogutenem OI'BY3 "Kupenckas PB",
MPUHUMAET MOMEIEHUE U KIIFOUH 0] OXPaHy.

2.3. O mpueme moJ OXpaHy JAEKYPHBIH pacIHCHIBACTCS B KypHaJe MpueMa (Cladu) 1Mo
OXpaHy KaOMHETOB C OTMETKaMH O BPEMEHH CHaud MOMEIICHHs IMOJl OXpaHy M HOMepa Iedard,
KOTOPOH orneyaTaHbl IOMEICHHE.

2.4. Tlpm oOHapyXeHHH HapYIICHHUS IEJOCTHOCTH OTTHCKOB Il€YaTeH, MOBPEKICHUS
3aMopoB MM JPYrUX NPU3HAKOB, YKa3bIBAIOIIMX HAa BO3MOXKHOE NMPOHHWKHOBEHHE B IMOMEIIECHHE
MOCTOPOHHUX JIMIL, ACKYPHBIA CTAaBUT B HM3BECTHOCTb O CIy4yuBHIeMCs pykoBomutens OIBY3
"Kupenckas PB", opranuzyet oxpaHy MecTa MPOUCILECTBHS JO €ro NPUObITHSI.

3. Iopsaok BckpbiTusi kaduneroB OI'bY3 "Kupenckas PB"

3.1. Tlepen BCKphITHEM KaOWMHETOB, pAOOTHUK:

— TpOBEpsET LIEIOCTHOCTh OTTHCKA I€YaTH Ha BXOJIHOM JIBEpU U UCIIPABHOCTD 3a110POB;

— TOJIy4yaeT Y JIeKYpHOTro KIIoUM MoJ noAnuch B XKypHane npuema (cauu) moj oxpaHy
KaOMHETOB C OTMETKaMHU O JlaTé M BPEMEHHU TMOJYyYEHHUS KIIOUed M BCKPBITUA TOMEIICHUsl C
yKa3zaHueM (haMUJIHH BCKPHIBIIETO;

— BCKpPBIBACT MOMEIIICHHE.

3.2. Tlpu oOHapyXeHHH HapylIeHHUS IEIIOCTHOCTH OTTHCKOB TedYaTeil, MOBPEKICHUSI
3aMopoB WU APYTUX MPU3HAKOB, YKA3bIBAIOIIMX HA BO3MOKHOE MPOHHUKHOBEHHE B IMOMEIICHUE
MMOCTOPOHHUX JIMI], paO0OTHUK CTaBUT B M3BECTHOCTh O CIy4HBIIeMCs pykoBoautens OIBY3



"Kupenckasa PB" unv pyKoBOIUTENSI TEPPUTOPHUATIBHOTO OTAENA U JEKYPHOTO, OPTaHU3YET OXPaHy

MCCTa MPOUCHICCTBUA JO UX HpI/I6bITI/I$I.
3.3. BCKpBITI/Ie MOMCIICHUA MPOU3BOAUTCA II0 AKTY B HPUCYTCTBHUU PYKOBOIAUTCIIA

OI'bY3 "Kupenckasa PB", coTpynHuKa, OOHapyXHBILETr0 HapyIIeHUE, U ASKYPHOTO.

4. JleiicTBMA B cjiyuae oOHapykeHHs noxkapa B kabunerax OI'6Y3 "Kupenckas Pb"
4.1. Tlpu oOHapyXeHUH JbIMa WIM WHBIX NPU3HAKOB BO3ropaHusi B kabunerax OI'BY3
"Kupencxaa PE", nexypHblil A€MCTBYET COTJIaCHO MHCTPYKLIMU HA CIy4yall BOSHUKHOBEHUS 10Kapa
U CTaBUT B U3BECTHOCTH O cityuuBIueMcs pykosoaurens OI'BY3 "Kupenckas Pb".

Pa3zpaboran
AnamuHHCTpaTOp MHPOPMAIIMOHHOM 6e30macHOCTH /
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[Ipunoxxenne Nel8
K Ilpuxazy Ne 22 or 17.12.2020 rogna

THUITIOBOE OBA3ATEJIBCTBO I'PAXKIAHCKOI'O CIIYKAIINEI'O (PABOTHHKA)
OI'bY3 "Kupenckaa PB", HEIIOCPEACTBEHHO OCYHECTBJIAIOIEI'O
OBPABOTKY HIEPCOHAJIBHBIX TAHHBIX, B CJIYHAE PACTOP)KEHUSA C HUM
CIHY/XKEBHOI'O KOHTPAKTA WU TPYJAOBOI'O 1OI'OBOPA ITPEKPATUTD
OBPABOTKY IIEPCOHAJIBHBIX TAHHBIX, CTABIIUX U3BECTHBIMU EMY B
CBsI31 C HICITIOJTHEHUEM JOJKHOCTHBIX (CJTYKEBHBIX) OBA3AHHOCTEM

MHe,

(pammmmst, ©MS, OTYECTBO TOTHOCTHIO)

MacropT (MHOM TOKYMEHT, yIOCTOBEPSIIOIIHIA TUIHOCTD)

(cepust, HOMeEp, KeM U KOT/a BbIJIaH)

W3BECTHO, YTO B MEPHOJ IPOXOXKICHHUS TOCYIapCTBEHHON TpakaaHCKOM ciykOb1 B OI'FY3
"Kupencxaa PB" nepcoHallbHble JaHHbIE, CTABIIME MHE H3BECTHBIMH B CBSI3U C HCIIOJIHEHUEM
JOJKHOCTHBIX 00S13aHHOCTEH, OTHOCSTCSA K KaTeropuu KOH(pUIeHIMATbHON MH(POPMAIUH, UMEIOT
OTpaHMYEHHBIN JOCTYI U PA3IJIALICHUIO HE MTOJIEXKAT.

B cnydae pacropkeHHss CcO MHOHM CiyXeOHOTO KOHTpaKTa, OCBOOOXKIEHUS MEHS OT
3aMeIaeMO JOJDKHOCTM M YBOJbHEHUA W3 OI'bY3 "Kupenckasa PB", npekpaineHus
(pacTopskeHws) TPYIOBOTO JJOTOBOPA 00S3YIOCH:

1. He pasrmamarb nepcoHaJbHbIE JAaHHbBIE, CTaBIIME MHE MW3BECTHBIMH B CBSI3H C
WCTIOJTHEHUEM JOJKHOCTHBIX oOs3aHHOcTe B OI'BY3 "Kupenckas PB", Tpetheil cTopoHe 0e3
MUCBMEHHOTO COTJIacusi CyObEKTOB MEPCOHATBHBIX JIaHHBIX, 32 UCKIIOYEHHEM CIy4aeB, KOTJa 3TO
TpeOyeTcss B 1eNAX MNPeAynpekKACHHs yrpo3bl JKW3HM U 3/J0pPOBbIO, a Takke B Cilydasx,
YCTaHOBJIEHHBIX 3aKOHOJATEILCTBOM.

2. He wucnonp3oBaTh mNepcoOHAIbHBIC JaHHBIC, CTABIUIME MHE W3BECTHBIMU B CBSI3U C
UCTIOJIHEHUEM JIOJDKHOCTHBIX oOsi3anHocTeil B OI'BY3 "Kupenckas PB", B KOMMEpPUECKUX LETAX
0e3 MUCHbMEHHOT'0 COTJIachs CyOBbEKTOB MEPCOHANBHBIX TaHHBIX.

3. IlpekpaTuth 00pabOTKY MEPCOHATIBHBIX JAHHBIX, CTABIIMX MHE W3BECTHBHIMHU B CBS3U C
WCTIOJTHEHUEM JIOJDKHOCTHBIX o0si3aHHOCTe! B OI'BY3 "Kupenckasa Ph".

4. He xonmupoBaTh JINYHO U HE JaBaTh MOPYYEHHs] KOUPOBATh AIIEKTPOHHYIO 0a3y JaHHBIX,
HE J0INYCKaTh €€ KOMUPOBaHUS TPETbUMHU JIUIAMU, CJATh BCE UMEIOLINECS 3JIEKTPOHHBIE HOCUTEINH,
npuHamiexamme OI'bY3 "Kupenckas Pb".

MHe pa3bsCHEHBl TMOJIOKEHHSI JCHCTBYIOLIET0 3aKOHOAATeNbCcTBA 00 olecnedyeHun
COXPAHHOCTH MEPCOHATBHBIX JAHHBIX CYOBEKTOB MIEPCOHATIBHBIX TAHHBIX.

MHe u3BECTHO, YTO HApYyUIEHHE A3THX IIOJOKEHUH MOXKET IOBJIEYb IUCLUIUIMHAPHYIO,
IPaKAAHCKO-IIPABOBYIO, aJMUHUCTPATUBHYIO U YrOJOBHYIO OTBETCTBEHHOCTb B COOTBETCTBUM C
3aKkoHoJIaTesIbcTBOM Poccuiickoit deneparym.

« » 20 T

(moamuce, pacungpoBKa ITOIMTHUCH)
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THUITOBAS ®OPMA PAZBACHEHUSA CYBBEKTY IIEPCOHAJIBHBIX JTAHHbIX
IOPUJIAYECKHUX IMTOCJEJICTBUA OTKA3A IIPEJOCTABUTH CBOM
INEPCOHAJIBHBIE IAHHBIE

M=ne,

(pamuust, UMs1, OTUECTBO HOJ’IHOCTLIO))

nacropT (MHON JOKYMEHT, YIOCTOBEPSIONINNA TMIHOCTB)

(cepwst, HOMEp, KeM U KOT/a BEIJIaH)

Pa3bsACHEHBI IOPUANUECKHE ITOCIIEACTBHS OTKa3a MPEA0CTaBUTh CBOU IIEPCOHANIBHBIE IaHHbIE
OI'BY3 "Kupenckas PB".

B cootBerctBuu ¢ IloctanoBnenueM IIpaBurensctBa Poccuiickoit denepauun ot 21 mapra
2012 roma Ne 211 «OO6 yTBEpKICHHH MEPEUYHS MEpP HANpaBJICHHBIX Ha 00ECIEYCHUE BBITIOJTHEHUS
o0s13aHHOCTEN MpeaycMOTpeHHbIX DenepanbHbIM 3aKOHOM «O TEpCOHANbHBIX JAHHBIX» U
INPUHATBIMH B COOTBETCTBUM C HHUM HOPMAaTHBHBIMU IPAaBOBBIMM aKTaMM, OIlepaTopamH,
SIBJISTFOIIUMUCS TOCYIapCTBEHHBIMH WJIH MYHHUIIUTIATLHBIMU opranamMuy» U «[IpaBunamu 006paboTku
nepcoHabHbIX JAaHHBIX B OI'BY3 "Kupencrxas PbB"», yTBepX IAEHHBIMH NPUKA30M OT <« »

201 1. Ne , OTMpeNeN€éH TEePEeUYeHb IMEPCOHANBHBIX JTaHHBIX, KOTOPHIE CYOBEKT
MEePCOHANbHBIX JAHHBIX O053aH MPENOCTaBUTh B CBA3M C pEIIEHHEM BOMNPOCOB B cdepe
NESATEIbHOCTH, OKAa3aHUEM TIOCYJAapCTBEHHOM YCIYTH, pealu3alueil mpaBa Ha Tpyxd, IIpaBa Ha
NIEHCUOHHOE 00ecIieueHue, paBa Ha MEAULIMHCKOE CTPaXxOBaHHE PAOOTHUKOB.

S mpenynpexieH, 4To B cilydae OTKa3a MpeJoCTaBUTh CBOM MepcoHanbHble nanuble OI'bY3
"Kupenckasa PB" tipu penieHUH BOTPOCOB B cdepe NeATeTbHOCTH, IIEHCHOHHOTO 00eCIeueHus 1
MEIHMIMHCKOTO CTPAaXxOBaHUS HE MOTYT OBITH pealiM30BaHbl B IOJHOM OOBEME, a CIIy)KeOHBIH
KOHTPAKT MOJIEKUT PACTOPKEHUIO.

« » 20 T

(moamuce, pacmgpoBKa ITOANCH)

KOpuanyeckue mociaeCTBHUSL 0TKa3a MPEI0CTaBUTh IEPCOHANIBHBIC TaHHBIE Pa3bsCHUII ():

(momxHOCTB) (monmuck) (©.11.0.)
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ITPABUJIA PACCMOTPEHMUS 3AITPOCOB CYBBEKTOB IIEPCOHAJIBHBIX
JTAHHBIX WJIA UX IPEJICTABUTEJEN OI'FY3 "Kupenckas PB"

I. OBIIME MMOJIOKEHUSA
1. Hacrosimue IlpaBuna paccMOTpeHHsI 3alpocOB CYOBEKTOB MEPCOHANBHBIX NAHHBIX MU UX
npeactasuteneit OI'FY3 "Kupenckas PB" (manee - IlpaBuia) ycTaHABIWBAIOT €IWHBIN MOPSIOK
paccMOTpEHHS 3aMPOCOB CYOBEKTOB MEPCOHANBHBIX JAHHBIX WM WX npeactaButeneit B OI'HY3
"Kupenckasa PB".
2. PaccmoTpeHue 3anpocoB cyOBEKTOB MEPCOHANBHBIX JaHHBIX WIH UX mpeacTaButeneit B OI'BY3
"Kupenckaa PB" ocymectBisiercss B cooTBeTCTBUU ¢ DenepasibHbIM 3akoHOM OT 27 utonst 2006
roga Noe 152-®3 «O mnepcoHaIbHBIX MaHHBIX» (mamee - DenmepanbHblii 3akoH Ne 152-D3),
HactosmuMu [lpaBumaMu W JIPYTEMH  HOPMATHBHBIMHU TIPABOBBIMH aKTaMH, KaCarOIIUMUCS
00pabOTKM NEPCOHATBHBIX TaHHBIX.
3. OcHOBHBIE TIOHSTHS U TEPMHHBI, HCIOJb3yeMble B HacToAmMX [IpaBuiax, MpUMEHSIOTCS B
3HAYEHUSIX, OnpeeaeHHbIX DeaepanibHbIM 3aKOHOM Neo 152-D3.
4. Uenbto Hactrosumx [lpaBun siBisieTcst peanusanus npaB cyObeKTa MEPCOHAJIBHBIX JAHHBIX Ha
moJydeHue HWHQOpPMAINK, Kacarolielcss oOpabOTKH €ro IMepCOHANbHBIX NaHHBIX B OI'BY3
"Kupenckasa PB".
5. K cyOBekTam, nepcoHanbHble JaHHBIE KOTOPBIX 00padaThIBAIOTCSI, OTHOCSTCS:
e rpaxnane, oopatusmuecss B OI'bY3 "Kupenckaa PH" c xanobamu, 3asBICHUSIMH U TIO
JIPYTUM BOIPOCaM, KacarolIMMCsl YCTaHOBJICHHON cepbl AeITeTbHOCTH;
e TpaxklIaHe, MPETEHAYIOIIME Ha 3aMelIeHHe AOKHOCTH TOCYIapCTBEHHOW TpakIaHCKOMN
CITYXOBI ¥ JOJPKHOCTH TeXHUYeCKoro (pabouero) nepconana B OI' bY3 "Kupenckas PH",
e TpaxlaHe, 3aMellallnue (3aMellaBIIne) JOJDKHOCTH TOCYJAapCTBEHHON TI'pakIaHCKOM
CITyX)OBbI U JOJKHOCTH TeXHUYECKOTo (pabouero) nepconana B OI'bY3 "Kupencrkas PH".

II. MPABA CYBBEKTA INIEPCOHAJIBHBIX TAHHBIX
6. [IpaBo cyOBbeKTa MepCOHANBHBIX JAHHBIX Ha JOCTYII K €r0 MEePCOHATBHBIM JaHHBIM:
6.1. CyOBeKT nepCoHaNbHBIX JAaHHBIX UMEET MPABO HA MOJIYYCHHE CBEICHHM, YKa3aHHBIX B ITyHKTE
6.7, 3a UCKITIOUYEHUEM CJIy4aeB, MPEIyCMOTPEHHBIX MYHKTOM 6.8. CyOBEKT MepPCOHAIBHBIX JaHHBIX
BIIpaBe TpeOOBATh OT OMNEpaTOpa YTOUHEHHUS €ro MEePCOHAIBHBIX JAHHBIX, UX OJOKUPOBAHMS HIIU
YHUUTOKEHUS B CIIydae, €CIM IEPCOHAIbHBIE NIAaHHBIE SBIIAIOTCS HEMOJHBIMM, YCTapeBILIUMH,
HETOYHBIMU, HE3aKOHHO TOJIYYEHHBIMH WJIM HE SBISIOTCA HEOOXOAMMBIMHU ISl 3asBICHHOU LIeNTU
00paboTKH, a TaKKe MPUHUMAThH IPETYCMOTPEHHBIE 3aKOHOM MEPBHI 110 3alIUTEe CBOUX IPaB.
6.2. CBeneHus, yka3aHHbIE B TyHKTE 6.7, TOJKHBI OBITH MIPEIOCTaBICHBI CYOBEKTY NMEPCOHATBHBIX
JAHHBIX ONEpPaTopoM B JOCTYIMHOW (opMme, U B HHMX HEJOJDKHBI COJIEPXKATbCS IEPCOHANIbHBIC
JIaHHbIE, OTHOCSIIHUECS K JPYTMM CYOBEKTaM NEepCOHANbHBIX JaHHBIX, 32 MCKIIOYEHHUEM CIIy4yaes,
€CJIM UMEIOTCSl 3aKOHHBIE OCHOBAHMS ISl PACKPBITUS TAKUX MEPCOHATBHBIX JTAHHBIX.
6.3. CBeneHusl, yKkazaHHble B MMyHKTE 6.7, MPEeIOCTaBISAIOTCS CyOBEKTY NEPCOHAIBHBIX TaHHBIX WU
€ro TPEACTABUTENIO ONEpPaToOpoM MpH OOpalieHuH JMOO NpU MOJYYSHHUH 3ampoca CcyOBeKTa
IIEPCOHANBHBIX JaHHBIX WM €r0 INpeacTaBuTens. B 3ampoce ykas3blBaloTCs CBEIEHHS O CyOBEKTE
MIEPCOHATBHBIX JAHHBIX WU €T0 MPEACTaBUTEIIE B COOTBETCTBHH C TyHKTOM 9.
6.4. B ciyyae, eciu cBelleHHs, YKa3aHHbIE B ITyHKTE 6.7, a Takke 00padaThiBaeMble TIEPCOHAIIbHBIE
JaHHbIE ObUIM MPEIOCTABJICHbI ISl O3HAKOMJIEHHMS CYOBEKTY IEpPCOHAJbHBIX JIaHHBIX IO €ro
3arpocy, CyOBEKT NEepCOHANBHBIX TaHHBIX BIpaBe OOPATUTHCS MOBTOPHO K ONEpaTopy WU



HalpaBUTh €My MOBTOPHBIN 3ampoc B IEIAX MOJyYeHHUs CBEACHUH, YKa3aHHBIX B MyHKTE 0.7, u
O03HAKOMJICHUS C TAaKMMH MEPCOHAIBHBIMU JAHHBIMU HE paHee 4YeM uepe3 TPHUALATh JHEH mociie
MePBOHAYAIBHOTO O0pallleHUs WM HAMPaBJICHHsI TIEPBOHAYATBLHOTO 3ampoca, eciu 00siee KOPOTKHiA
CPOK HE YCTaHOBJIECH (pelepalibHbIM 3aKOHOM, MPHHSTHIM B COOTBETCTBUU C HHUM HOPMATHBHBIM
MIPaBOBBIM AaKTOM HJIM JIOTOBOPOM, CTOPOHOH KOTOPOro JIMOO BBIFOJHO IMpHOOpETaTeneM WiIH
MOPYYHUTENIEM 10 KOTOPOMY SIBJISIETCSI CYOBEKT MEPCOHANIBHBIX JTAHHBIX.
6.5. CyOBeKT mepcoHANbHBIX JTaHHBIX BIIPaBe 0OpPaTUTHCS MOBTOPHO K ONEPATOpPy WIM HAIPABUThH
€My TOBTOPHBII 3ampoc B LESIX MOTyYeHHUs CBEJICHUH, yKa3aHHBIX B MyHKTE 0.7, a TaKkKe B LENAX
O3HAKOMJICHHUsI C 00pabaThiBa€MbIMH NEPCOHAIBHBIMH JAHHBIMU JI0 UCTEYCHUSI CPOKA, YKA3aHHOTO
B IyHKTE 6.4, B cllydae, eclii Takue CBeJeHUs U (1in) oOpabaThiBaeMble TIEPCOHATILHBIC TaHHBIC HE
OBUIM TIPEJOCTABJICHBI €My U O3HAKOMJICHHS B IOJIHOM OOBEME IO pe3ylibTaTaM PacCMOTPEHHUS
MepBOHAYAIBHOTO OOpatieHus. [IoBTOpHBIN 3ampoc Hapsy CO CBEACHUSMU, YKa3aHHBIMU B TTYHKTE
9, nomxkeH coaepkatb 000CHOBaHKE HAIIPABIECHHUS TOBTOPHOTO 3a1poca.
6.6. Oneparop BOpaBe OTKa3aTh CYOBEKTY MEPCOHATBHBIX JAAHHBIX B BBITOJHEHWU TOBTOPHOTO
3ampoca, He COOTBETCTBYIOIIETO YCIOBHSM, MPEIYCMOTPEHHbIM IMyHKTaMHu 6.4 u 6.5 Hacrosien
cTtaTh. Takoll OTKa3 JOJDKEH OBITh MOTHBHpPOBAaHHBIM. (OOS3aHHOCTH MPECTABICHUS
JI0Ka3aTeIbCTB 0OOCHOBAHHOCTH OTKAa3a B BBHITIOJHEHUH MOBTOPHOTO 3aMPOCa JIKHUT Ha OIepaTope.
6.7. CyObeKT mepcoHANbHBIX IaHHBIX MMEET MpPaBO HA MONydyeHUE HHQOpMAINH, Kacarollencs
00paboTKH ero NepCcoHaANbHBIX JaHHBIX, B TOM YHCIIE COJCPIKAIICH:
e TIOATBEpKIeHHUE PaKTa 00pabOTKH MEPCOHATBHBIX JAHHBIX OMEPATOPOM;
® TIPaBOBbIC OCHOBAHHMS U L[N 00paOOTKU MEPCOHATBHBIX JTAHHBIX;
® IICJIM U IIPUMEHSIEMBIE ONEPATOPOM CIIOCOOBI 00PaOOTKH MEPCOHATBHBIX JAHHBIX;
e HaNMEHOBAaHHWE U MECTO HAXOXIEHUS OMepaTropa, CBEACHHS O NHUIAaX (3a HCKIIOUYEHHUEM
pabOTHUKOB OMEPaTOpa), KOTOPHIE UMEIOT JOCTYM K MEPCOHANBHBIM JAHHBIM WA KOTOPHIM
MOTYT OBITh PACKPBITHI MEPCOHATBHBIC JaHHBIE HA OCHOBAHUHU JIOTOBOPA C OTIEPATOPOM HIIH
Ha OCHOBaHUM (peepasbHOrO 3aKOHA;
e oOpabaTbeiBaeMble MEPCOHAIbHBIE JAHHBIE, OTHOCSIINUECS K COOTBETCTBYIOIIEMY CYOBEKTY
MEPCOHATBHBIX JAHHBIX, UCTOYHUK WX MOJYYEHUS, €CIIM MHOW TOPSIOK IMpeJICTaBICHUS
TaKHX JIAaHHBIX HE TPEeTyCMOTpeH (eaepaabHbIM 3aKOHOM;
e Cpoku 00pabOTKU NMEPCOHANBHBIX JaHHBIX, B TOM YUCIIE CPOKH UX XPAHCHHUS;
® TIOpPSIOK OCYILECTBICHUS CYOBEKTOM MEPCOHANIBHBIX [IAHHBIX IpaB, MPETYCMOTPEHHBIX
®enepanbHbM 3aK0HOM Nel52-D3;
e wuHpOpMAIUIO 00 OCYIIECTBICHHON WIM O MPEANoiaracMoil TPAaHCTPAHUYHOU Mepeaaye
JTAaHHBIX;
¢ HaNMEHOBaHWE WIH (PaMUIUIO, UM, OTYECTBO H aJpec JTHUIA, OCYIIECTBIAIOIIETO 00padOTKy
MePCOHANBHBIX JAHHBIX IO MOPYYCHHUIO OIepaTopa, eciii 00padoTKa mopydeHa Wuiau Oynmer
Mopy4YeHa TaKoMY JIUILY;
e UHBIE CBEIECHUS, NpeaycMoTpeHHble dDenepanbHbiM 3akoHOM Ne 152-O3 wunu apyrumu
(dhenepaibHBIMU 3aKOHAMU.
6.8. IlpaBo cyOBeKTa MEPCOHANBHBIX JAaHHBIX Ha JOCTYN K €r0 MEPCOHAIBHBIM JaHHBIM MOKET
OBITh OTPAHUYEHO B COOTBETCTBUU ¢ (eaepanbHbIMU 3aKOHAMH, B TOM YHCIE, €CITU JOCTYII
CyOBbeKTa MEPCOHATBbHBIX JAaHHBIX K €ro MepCOHaJbHBIM JAaHHBIM HApyIIAeT MpaBa M 3aKOHHBIC
WHTEPECHI TPETHHX JIHII.
7. IIpaBo Ha 00kaToOBaHKE IEHCTBUH WM OC3ACHCTBHSI OnlepaTopa
7.1. Ecnu cyObeKT mepCOHaIbHBIX JaHHBIX CUMUTAET, YTO ONEPATOP OCYIIECTBIIET 00paboTKy ero
MEePCOHANBHBIX JAHHBIX C HapylleHueM TpeOoBanuii deaepanbHoro 3akona Ne 152-O3 wnu uHBIM
o0pa3oM HapyllaeT ero mnpaBa U CBOOOJbI, CYOBEKT MEPCOHAIBHBIX JAHHBIX BIpaBe 00KaioBaTh



neicTBus M Oe3eiicTBUE omepaTopa B YHNOJHOMOYEHHBIN OpraH MO 3allluTe IpaB CyOBEKTOB
NIEPCOHATIBHBIX JAHHBIX WU B CY/I€OHOM MOPSIKE.

7.2. CyOBeKT NepCOHANbHBIX JaHHBIX UMEET MPaBO Ha 3aIUTY CBOMX MPAB M 3aKOHHBIX HHTEPECOB,
B TOM 4YMCJIE€ Ha BO3MEIIEHHE YOBITKOB M (WJIM) KOMIIEHCAIMIO MOPAJIBbHOTO BpeAa B CyleOHOM
HOPSIIKE.

I11. TOPSIIOK IMPEJOCTABJIEHUA OIIEPATOPOM CBEJEHUMH 11O 3AITPOCY
CYBBEKTA INIEPCOHAJIBHBIX TAHHBIX
8. Ilpu obOpamenun au0O0 HpU MONYYEHUM 3alpoca CyObEKTa MEPCOHAIBHBIX IAHHBIX WIM €ro
NIPEJCTABUTENS, CBEIEHUS JOKHBI OBITh IPEJOCTaBIEHbl B JOCTYHHOM ¢opMe. 3ampoc
perucTpupyercs B J€Hb MOCTYIJICHUS 110 IPaBHIaM JeJIONPOU3BOICTBA.
9. 3ampoc cyObeKkTa NEpCOHAJIBHBIX JaHHBIX JOJDKEH COJEepXKaThb CBEICHMS, MO3BOJISIONINE
MIPOBECTH €0 UACHTU(DUKALIUIO:
e (pamuaMIO, UMS, OTUYECTBO CYOBEKTa MEPCOHANBHBIX JAHHBIX U €T0 MPEJICTABUTEINS;
e HOMEp OCHOBHOI'O JOKYMEHTa, YJOCTOBEPSIOUIET0 JIMYHOCTh CYOBEKTa IEPCOHATIBHBIX
JAHHBIX WJIU €T0 MPEACTABUTEILS;
e CBEICHMs O 1aTe BbIIaYM YKA3aHHOT'O JOKYMEHTA U BBbIIABILIEM €70 OPTaHE;
® CBEJCHUS, IMOATBEPKAAIONIUE YIaCTHE CyObEeKTa MEPCOHAIBHBIX JAHHBIX B OTHOILEHUSX C
orepatopoM (HOMEp JOroBopa, JaTa 3aKJIIOYEHHs JI0rOBOpa, YCIOBHOE CJIOBECHOE
o0o3HaueHue U (WJIN) UHBIC CBEJICHUS ), JTUOO CBEACHUS, HHBIM 00pa30M MOATBEPKIAIOIINE
(haxT 00pabOTKHN MEPCOHATBHBIX JAHHBIX OTIEPATOPOM;
® TIOJNUCH CYObEKTA MEPCOHAIBHBIX IaHHBIX WU €r0 MPEJICTaBUTEII.
3anpoc MOKeT OBITh HaIpaBJIEH B (JOPME AIIEKTPOHHOI'O JOKYMEHTa U MOJIMUCAH AJIEKTPOHHOU
MOAIKCHIO B COOTBETCTBUU C 3aKOHOJATENbCTBOM Poccniickoit deneparui.
10. Omneparop, npu NOIY4YEHUH 3anpoca CyObeKTa MEPCOHANBHBIX JAHHBIX WM €r0 MPEJCTaBUTEINS,
o0si3aH cooOuuTh B TOpsiake cTaTthu 14 @DenepanbHoro 3akoHa Ne 152-D3  cyObekTy
MEPCOHATIBHBIX JAHHBIX WU €T0 MPEICTaBUTEN0 HH(POPMALIMIO O HAIMYUH NEPCOHAIBHBIX JaHHBIX,
OTHOCSIINXCS K COOTBETCTBYIOUIEMY CYOBEKTY MEPCOHAJIBHBIX NAHHBIX, a TAKXKe MPEIOCTABHTH
BO3MOKHOCTh O3HAaKOMJIEHHUS C 3TUMH NEPCOHANIBHBIMU JaHHBIMU B TeueHuu 30 (TpuaLaTH) JHeH ¢
JaThl IIOJyYEHMs 3a1poca.
B cnydae oTkaza B npenocTaBiIeHUH MHPOPMALMU O HAJIMYMU NEPCOHAIBHBIX JaHHBIX, ONEPAaTOp
o0s3aH JaTh B IUCBbMEHHOW (opMe MOTHUBUPOBAHHBIM OTBET CO CCBHUIKOM Ha JeHCTBYyroLIee
3aKOHOAATENbCTBO, SBIIAIOIIEECS OCHOBAHMEM ISl Takoro ortka3a. OTka3 B IIpelOCTaBICHHUU
MHpOpPMAalUK HAIpaBIsieTcs B CPOK, He mpeBblmaromuii 30 (TpuauaTh) AHEH CO AHA MOIYYEHUS
3arpoca cyObeKTa NePCOHAIbHBIX JaHHBIX.
11. B cnywyae mpenoctaBiieHHss CyObEKTOM NEPCOHAJIBHBIX JaHHBIX WM €ro MpecTaBUTENIEM
CBEJICHU, MOATBEPKIAIOIINX, YTO IEPCOHAIbHBIE TaHHBIE SBJIAIOTCS HETIOJIHBIMHU, HETOUHBIMU UJTU
HEaKTyaJbHBIMHU, OTEpPaToOp B CPOK, HE NpeBbIMArOMUi 7(ceMb) paboumx aHEH, BHOCUT B HHX
HeoOXxoauMble H3MeHeHUs. O BHECEHHBIX WM3MEHEHUSAX YBEJIOMISIETCS CYOBEKT HEepCOHAJIbHBIX
JAHHBIX WU €T0 MPEACTABUTEIID.
12. B cnywyae mpenocTaBiieHHsT CYObEKTOM MEPCOHAJIBHBIX JaHHBIX WM €ro MpeJcTaBUTENIEM
CBEJICHUM, TMOATBEPXKIAIOIINX, YTO TaKW€ MEPCOHAIbHBIE JIaHHBIE SBIAIOTCS HE3aKOHHO
MOJyYCHHBIMUA WJIM HE SIBJISIIOTCS HEOOXOIMMBIMHU JUIS 3asBJICHHOW L€ O0OpabOTKH, OIepaTop
00s513aH YHMYTOXXUTh TaKUe MEPCOHAJIbHbIC JaHHbIE B CPOK, HE MPEBBIIIAIOMUN 7(ceMb) pabodumnx
nHel. O0 YHMUYTOXKEHHBIX NEPCOHAIBHBIX JaHHBIX YBEAOMIISAETCS CYOBEKT MEPCOHATBHBIX AAHHBIX
WIH €ro MPeJICTaBUTENb.
13. BO3MOXXHOCTb O3HAKOMJIEHHS C TEPCOHAJBHBIMM JAHHBIMHU IIPEIOCTABISAETCA HA
0€3BO3ME3/1HOM OCHOBE JIUIIOM, OTBETCTBEHHBIM 32 00pabOTKY MePCOHAIBHBIX TaHHBIX.



Pazpabotan
AnmuHucTpaTop HHOOPMAITMOHHOW 0€30MacHOCTH
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MPABUJIA OCYHIECTBJEHUSA BHYTPEHHEI'O KOHTPOJISA COOTBETCTBUSA
OBPABOTKU INEPCOHAJIBHBIX IAHHBIX TPEBOBAHUSAM K 3AIIIUTE
HNEPCOHAJIBHBIX JAHHBIX, YCTAHOBJIEHHBIM ®EJIEPAJIbBHBIM 3AKOHOM «O
MEPCOHAJIBHBIX JAHHBIX», MIPUHATBIMU B COOTBETCTBHUU C HUM
HOPMATHUBHBIMHU ITPABOBBIMU AKTAMMU U JIOKAJIBHBIMU AKTAMUW OI'BY3
"Kupenckaa Pb"

1. Hacrosmme IlpaBuia OCYIIECTBIEHUS BHYTPEHHEIO KOHTPOJISI COOTBETCTBUS OOpabOTKH
NEPCOHATBHBIX JaHHBIX TPeOOBAaHUSAM K 3aIlIUTE IEPCOHAIBHBIX JAHHBIX, YCTAHOBJIEHHBIM
@enepanbHbIM  3aKOHOM «O NEPCOHANBHBIX JAaHHBIX», NPUHATBIMA B COOTBETCTBHUM C HHUM
HOPMAaTUBHBIMM IPAaBOBBIMU aKTaMU U JOKalnbHbIMU akTamMu OI'BY3 "Kupenckas PB" (nanee —
[IpaBusia) ycTaHaBIMBAIOT MOPSAOK OCYILECTBICHHUS BHYTPEHHETO KOHTPOJS COOTBETCTBUSA
00pabOTKM MEPCOHATBHBIX NAaHHBIX TPeOOBAHMSAM K 3alllUTe MEPCOHANBHBIX AaHHBIX B OI'BY3
"Kupenckasa PB".

2. Ocyl1ecTBiI€HUE BHYTPEHHEIO KOHTPOJSI COOTBETCTBUS OOpPAaOOTKM INEPCOHATBHBIX JIaHHBIX
TpeOOBaHUSAM K 3alUTe MepcoHalIbHbIX NaHHBIX B OI'BY3 "Kupenckaa PB" ocyuiecTisieTcs B
cooTBeTcTBUM ¢ PenepanbHbIM 3akoHOM OT 27 utonst 2006 roma Ne 152-03 «O nepcoHanbHbBIX
naHHbIX» (nanee —Denepanbubiii 3akoH Nel52-D3), nocranosnenuem IlpaBurenscrBa Poccuiickoit
@enepanun ot 21 mapra 2012 roga Ne 211 «O06 yTBep)KACHUU NMEPEUHsI MEp, HANpaBJIECHHBIX Ha
obecrieueHHe BBINIOJHEHUA OO0s3aHHOCTEH, npeaycMoTpeHHbIX PenepaibHbiM 3akoHOM  «O
MEPCOHANBHBIX JAHHBIX» W NPUHATHIMH B COOTBETCTBUM C HUM HOPMAaTHBHBIMU IPABOBBIMHU
aKTaMu, OIlepaTopaMu, SIBISIIOIIMMUCA TOCYAAPCTBEHHBIMU WM MYHULUNAIbHBIMU OpraHaMu»,
HacTosmuMu [IpaBuiaMu M APYrMMH HOPMATHBHBIMU HPAaBOBBIMH aKTaMH, KacalOLUIMMMCS
00pabOTKM NEPCOHAIBHBIX IaHHBIX.

3. OcHOBHbIE TOHATHUS U TEPMHHBI, MCHOJb3yeMble B HacTosAwmux [IpaBmiax, NpUMEHSIOTCS B
3HAYEHUsX, onpeaeseHHbIX DenepanbHbIM 3aKkoHOM Ne 152-D3.

4. llenpio OCYIIECTBJICHUS BHYTPEHHETO KOHTPOJS COOTBETCTBUS OOpabOTKM NeEepCOHAIBHBIX
JAHHBIX TPEOOBAHUSM K 3alllUTe MEPCOHATBHBIX JaHHBIX (Jlaee — BHYTPEHHUN KOHTPOJIb) ABISETCS
o0ecrieueHME  3alllUThl NEPCOHAJBHBIX  JAHHBIX OT HECAHKLUMOHHWPOBAHHOIO  JIOCTYyIa,
HENPABOMEPHOIO0 MX HCIOJB30BAaHUS WIM YTpaThl, OIpEIeieHue TMopsAiaKa U  IPaBHI
OCYILIECTBJICHUS] BHYTPEHHETO KOHTPOJIS.

5. BHyTpeHHUI KOHTPOJIb JEIUTCS Ha TEKYIIHH, IJIAHOBBIM U BHEIUIAHOBBIN.

6. Texymuii BHyTpEHHUH KOHTPOJIb OCYIIECTBIISETCS Ha MOCTOSHHOW OCHOBE OTBETCTBEHHBIM 3a
opraHu3aiuilo o0padOTKM TNepCcoHANbHBIX JaHHBIX B OI'FY3 "Kupencxas PB" (nmanee —
OTBETCTBEHHBIN 3a OpraHU3alrio 00pabOTKH) B X0/1€ MEPOIPHUATHI 10 00pabOTKE MEPCOHATBHBIX
JaHHBIX.

OTBETCTBEHHBIH 32 OpPraHU3aLnI0 00PAOOTKU UMEET MPaBO:

e 3ampamuBathk y corpyaHukoB OI'FY3 "Kupenckas PB" wHpopmaIyio, HEOOXOIUMYIO IS
peanu3anuy oJHOMOYUN;

e TpeOoBaTh OT YHOJHOMOYEHHBIX Ha 00pabOTKY MEepPCOHAIBHBIX JaHHBIX JOJDKHOCTHBIX JIUI
YTOUHEHUsI, OJIOKUPOBaHMS WIM YHUYTOXKEHUS HEIOCTOBEPHBIX MM IOJyYEHHbIX
HE3aKOHHBIM I1yTE€M IEPCOHANIbHBIX IaHHBIX;

® [IPUHUMATh MEpbI M0 MPHOCTAHOBJIEHUIO MM IPEKPaLIeHUI0 00pabOTKH MEepCOHAIbHbBIX
JAHHBIX, OCYIIECTBISIEMON C HapylieHHeM TpeOoBaHWI 3aKoHOAaTeNnbcTBa Poccuiickoit
denepannu;



e BHOCcUTh pykoBogautento OI'BY3 "Kupenckas PB" nipeanoxxkeHusi 0 COBEPUICHCTBOBAHUU
MPaBOBOTO, TEXHMYECKOIO W  OPraHM3allMOHHOTO  PEryJIHpOBaHUS  oOecreyeHus
0€30MacHOCTH NEPCOHAIBHBIX JAHHBIX MPU UX 00paboTKeE;

e BHocuTh pykoBogutemo OI'BY3 "Kupenckasa PE" mnpennoxeHUss O NPHUBICYEHUU K
JUCIUIUIMHAPHONM OTBETCTBEHHOCTH JIML, BUHOBHBIX B HapyIIEHWH 3aKOHOJAATEIbCTBA
Poccuiickoii denepanuu o NepCOHANBHBIX TaHHBIX.

7. TlnaHOBBI BHYTPEHHHH KOHTPOJb OCYIIECTBISECTCS KOMHCCHEH, oOpasyeMod MpHKa30M
pykoBoautens OI'FY3 "Kupenckas PB"”, B coctaB KoTtopoil BxomsaT padotnuku OI'BY3
"Kupencxaa PB", nonynieHsuble K 00pab0oTKe NepCOHAIbHBIX JaHHbIX.

[TnaHOBBIE  BHYTpEHHHMH  KOHTPOJb COOTBETCTBHS ~ OOpabOTKM  TMEpPCOHANBHBIX  JIAaHHBIX
yCTaHOBJEHHbIM TpeboBanusiMm B OI'bY3 "Kupenckas PB" mpoBOAMTCS Ha OCHOBaHHU
yTBepkJIeHHOro pykoBoguteneM OI'BY3 "Kupenckas PB" mnaHa OCylECTBIEHUS BHYTPEHHETO
KOHTPOJISI COOTBETCTBUSI OOPAaOOTKM MEPCOHANbHBIX JaHHBIX YCTAHOBJIICHHBIM TPEOOBaHUSAM,
paspabarbiBaeMOro mnpejcenareneM Komuccuu. [leproauuHOCTb MJIAHOBOW MPOBEPKU - HE PEXe
OJIHOTO pasa B rofl.

8. BHEI1aHOBBIM BHYTPEHHUHA KOHTPOJIb MOXET OCYLIECTBIIATHCS Ha OCHOBAHWU IMOCTYNHMBILETO B
OI'FY3 "Kupenckass PH" TWCbMEHHOTO 3asABICHUS O HAPYIICHUSAX TMPaBWI 00pabOTKH
MEPCOHANBbHBIX JIAHHBIX (BHEIUIAHOBBIE MpoBepku). IIpoBeneHHe BHEMIAHOBOM MPOBEPKHU
OpraHu3yeTcsl MpeJcenaTesieM KOMHCCHM B Te€YeHHE 3 pabouyux THEH C MOMEHTa IMOCTYIUICHHS
COOTBETCTBYIOLLETO 3asIBJICHUS.

B npoBenenny npoBepKH HE MOXKET Y4aCTBOBATH JIMLIO, IPSIMO WJIM KOCBEHHO 3aMHTEPECOBAHHOE B
e€ pe3ynbpTarax.

9. Ilpu mpoBeAeHUH BHYTPEHHErO KOHTPOJII OTBETCTBEHHBIM 3a OpraHU3alUI0 O00paOOTKU WU
KOMHCCHEH JTOJIKHBI OBITh TIOJTHOCTBIO, 0OBEKTHBHO U BCECTOPOHHE U3YUECHBI:

® HaJH4ue, y4eT, OPSIOK XPaHEeHUS U 00e3TMINBaHHS IEPCOHATBHBIX JaHHBIX;

® TIOPSAOK U YCJIOBHS NPUMEHEHHUS OPraHU3aLMOHHBIX U TEXHUYECKHUX MEp M0 00ECIEeUEHUI0
0€30I1aCHOCTH NEPCOHATIBHBIX JaHHBIX MPH UX 00paboTKe;

® TOPSAJOK U YCJIOBUS IPUMEHEHUS CPEACTB 3aIUTHl HHPOPMALINY;

e 5(pdexkTuBHOCT, NPUHUMAEMBIX Mep MO OOECHeueHHI0 Oe30MacHOCTH MEPCOHATBHBIX
JTAHHBIX;

e cocrosiaue yuéta [I9BM u cheMHBIX HOCHTENEH HHPOPMALINH, COIEPIKaIIeH TIepCOHAIBHBIC
JTAHHBIE;

e COOMIOICHNE TTPaBWII OCTYIA K IEPCOHATBHBIM JJaHHBIM;

e Hajgnuue (0TCYTCTBHE) (PaKTOB HECAHKIIMOHHMPOBAHHOTO JIOCTYMA K MEPCOHATLHBIM TaHHBIM;

® TOpSAAOK MPOBEACHHUS MEPONPUSATUI M PE3yJAbTaThl 110 BOCCTAHOBICHHUIO IEPCOHAIBHBIX
JTAHHBIX, MOJIU(UIIMPOBAHHBIX WIM YHUYTOXKEHHBIX BCJIEJICTBHE HECAHKIIMOHUPOBAHHOI'O
JOCTyIa K HUM;

® T[IOPAJOK TNPOBEIEHUS MEPONPUATHHA 10 OOECHeUeHHIO IEJIOCTHOCTH MEePCOHATBHBIX
JAHHBIX.

10. B OTHOLIEHUH TEPCOHAIBHBIX J[aHHBIX, CTAaBIIMX W3BECTHBIMU YJIE€HAM KOMHCCHM WIH
OTBETCTBEHHOMY 3a OpraHH3alfio oOpabOTKH B XOZE IMPOBEACHUS MEPONPHUITHH BHYTPEHHETO
KOHTPOJIS, TOJDKHA 00ecTIednBaThCsl KOH(DUACHIINAIBHOCTD IEPCOHANIBHBIX 1aHHBIX.

11. Cpok npoBeeHus MJIaHOBOW W BHEIJIAHOBOM MPOBEPKH HE MOXKET COCTaBIATH Oosee 30 mHEH
CO JIHS IPUHATHSL pEUICHUS O €€ IPOBEACHUU.

12. Pe3ynbTaThl BHyTPEHHETO KOHTPOJIS O(OPMIISIOTCS B BHJIE TIPOTOKOJIA IPOBEICHNS BHYTPCHHEH
IIPOBEPKH (Z1a1e€ — MPOTOKOI).



13. Ipu BBISIBJICHUU B XOJl¢ BHYTPEHHETO KOHTPOJISI HAPYIICHUH OTBETCTBEHHBIM 32 OPTaHU3AINIO
0o0paboTku b0 mpepcenaTesieM KOMUCCHH B MPOTOKOJIC JENAeTCs 3alUCh O MEPOIPHUSITHIX IO
YCTpPaHEHUIO HapYIIEHUI U CPOKaX UCTIOTHEHHUS.

14. TIpoTOKOIBI XpaHATCS Y OTBETCTBEHHOI'O 3a OpraHU3alMio 0OpabOoTKH B TEUEHHE TEKYLIETo
rojga. YHHMYTOXKEHHE IMPOTOKOJIOB IPOBOJIUTCS OTBETCTBEHHBIM 3a OpraHU3alUIi0 00pabdOoTKU
CaMOCTOSITENIFHO B STHBape T0/1a, CIEAYIOIIETo 3a IIPOBEPOYHBIM T'0OJIOM

15. O pesynbraTax BHYTPEHHETO KOHTPOJISI M MEpax, HEOOXOAMMBIX JUUIsl YCTPAHEHUS] HapyIICHUH,
pykosogurento  OI'BY3 "Kupenckas PE" noknaaplBa€T OTBETCTBEHHBIM 3a OpraHU3alLlUIO
00paboTKu MO0 mpeIceraTe b KOMUCCHH.

Pa3paboran
AnMuHUCTpaTOp HHPOPMAIIMOHHOM O€301MacHOCTH /

« » 20 T.




[Ipunoxxenne Ne22
K Ilpuxazy Ne 22 or 17.12.2020 rogna

ITPABUJIA
OBPABOTKU INEPCOHAJIBHBIX TAHHBIX B OI'bY3 "Kupenckaa PB"

I. OBIIIUE MMOJIOKEHU A
1. Hactosmme IlpaBuna o6paboTku nepcoHanbHbIX naHHbIX B OI'BY3 "Kupencrkaa PB" (nanee —
[IpaBuna) ycTaHaBIMBAIOT E€IUHBIM TOPSIOK OOpaOOTKM MEepCOHANBHBIX MaHHbIX B OI'BY3
"Kupenckasa PF".
2. OOpaboTka mnepcoHadbHbIX JaHHBIX B OI'BY3 "Kupenckas PB" ocymecTBisercs B
cooTBeTcTBUM ¢ PenepanbHbIM 3akoHOM OT 27 uronst 2006 roma Ne 152-®03 «O nepcoHanbHbBIX
naHHbIX» (mamee — DepepanbHblii 3akoH Ne 152-D3), Hactosmumu [lpaBumamMu u npyrumu
HOPMAaTUBHBIMH [TPaBOBBIMU aKTaMH, KaCaIOUIUMHUCS 00paOOTKH MEPCOHATBHBIX TaHHBIX.
3. OcHOBHbIE NOHATHUS U TEPMHHBI, MCHOJb3yeMble B HacTosAwmmx [IpaBmiax, mpuUMEHSIOTCS B
3HAUEHUsX, onpeaeseHHbIX DenepanbHbIM 3aKkoHOM Ne 152-D3.
4. Henbto HacTosumx IlpaBuin sBnsercs obecrniedeHne 3aluThl MEPCOHATBHBIX JaHHBIX TPAaXKIaH OT
HENPAaBOMEPHOTO MJIM CIIy4alHOro JOCTyNa K HHUM, YHUUYTOXEHMS, U3MEHEHUs, OJIOKUPOBAHMS,
KOIUPOBaHUs, IPEJAOCTaBICHUS, PACHPOCTPAHEHUS IEPCOHATBHBIX JAHHBIX, a TAKXKE OT HHBIX
HEIPABOMEPHBIX JIEUCTBUI B OTHOILIEHUH NEPCOHAJIBHBIX JaHHbIX.
5. Hacrosimue 1lpaBuiia ycTaHaBIMBAIOT U ONPEAEIISIOT:
1) npouenypsl, HarpaBJIeHHbIE Ha BBIIBICHWE U NPEAOTBPALEHUE HapyLIEHUH 3aKOHOJATENIbCTBA
Poccuiickoit deneparuu B chepe nepcoHaIbHBIX JaHHBIX;
2) uenu 06pabOTKU MEPCOHATBHBIX JaHHBIX;
3) conepxkanue 00pabaTHIBAEMBIX TMEPCOHANBHBIX JAHHBIX I KOKIOW Ienu 00paboTku
NEPCOHAIBHBIX JaHHBIX;
4) xateropuu cyOBbEKTOB, IEPCOHANIBHBIE JAHHBIE KOTOPHIX 00padaThIBatOTCs;
5) cpoku 00pabOTKU U XpaHEeHHsT 00pabaThIBAEMbIX EPCOHATBHBIX TAHHBIX;
6) TOPAIOK YHHYTOXEHHS OOpaOOTaHHBIX IEPCOHANBHBIX JAHHBIX NpPU JOCTHKCHHU IIEJIeH
00pabOTKM WIIM TIPU HACTYIUIEHUH UHBIX 3aKOHHBIX OCHOBAHUH.
6. OcHOBHBIE YCIIOBHSI 00paOOTKH NMEPCOHAIBHBIX JaHHBIX:
6.1. O6paboTKa MEePCOHANBHBIX JaHHBIX OCYIIECTBIISIETCS HOCE MPUHATUS HEOOXOJUMBIX MEp IO
3aIUTe MEPCOHANBHBIX JaHHBIX, @ UMEHHO!

® [I0CJIe NOJY4YEHUs COrjacus CyObeKTa MEPCOHANBHBIX AAHHBIX, 32 UCKIIOUYEHUEM CIIy4aesB,
MPEeyCMOTPEHHBIX myHKTamu 2-7, 9-11 gactu 1 crateu 6 ®enepanpHOro 3axkona Ne 152-
®3;

e TIOCJI€ HampaBJeHUs yBeJOMJIEHUS 00 00paboTKe MepCOHANBHBIX AaHHBIX B DenepanbHyro
ciyk0y 1o Haa3opy B cdepe CBi3M, HHOOPMAIMOHHBIX TEXHOJOTHM M MAacCCOBBIX
KoMMyHHKalMii 1o  HoBocuOupckoit — oOnactu, 3a  HMCKIIOYEHHEM  CIIyYaes,
MPEyCMOTPEHHBIX YacThIO 2 cTaThi 22 denepanbHoro 3akona Nel52-d3.

6.2. Jluma, momyiieHHbIE K 00paOOTKE MEPCOHAIBHBIX JTaHHBIX, B O0S3aTEIHHOM TMOPSAKE MO
pOCIIUCH 3HAKOMSATCS ¢ HacrosmuMmu [IpaBuiaaMu ¥ MOMMUCHIBAIOT — 00S3aTENBCTBO O
HepasriialeHny HHpopMalum B nopsake, ycraHoBieHHoM B OI'BY3 "Kupenckas PB".

II. MPOLEAYPBI, HAITPABJIEHHBIE HA BBISIBJIEHUE U ITPEJJOTBPALIIEHUE
HAPYIIEHUM 3AKOHOJATEJIBCTBA B COEPE IIEPCOHAJIBHBIX TAHHBIX
7. Mepsl, HallpaBJICHHBIE HA BBISABICHUE M IIPEAOTBpALICHUE HAPYIICHWM 3aKOHOJATEIbCTBA
Poccuiickoii ®enepanuu:



7.1.  HHpopManHMOHHBIE pECypChl, COHAEpXAIlUe IEepPCOHAIbHBIC JaHHBIC, CO3JaHHBIC,
npuobperennsie, HakomeHHble B OI'BY3 "Kupenckasa PH", a Taxke MONy4eHHBIE IMyTEM HHBIX
YCTAQHOBJICHHBIX 3aKOHOM CHOCOOOB, sBIAIOTCA cobcTtBeHHOCThI0 OI'BY3 "Kupenckas PB" u He
MOTYT OBITh MCIIOJIb30BaHbl MHAYe, KaK B YCTAHOBJIEHHBIX 3aKOHOM CIIy4yasX WJIH C Pa3pelIeHus
pykoBoaurens OI'BY3 "Kupenckas PH".

7.2. K MepaM, HampaBJICHHbIM Ha BBISIBICHHE M MPEJOTBpAIICHHE HApyLIEHUH 3aKOHOJATEIbCTBA
Poccwuiickoit @enepanuu B chepe 00pabOTKH MEPCOHATBHBIX JAHHBIX OTHOCSTCS:

e Ha3HAYCHHE OTBETCTBEHHOI'O 3a OpPraHM3alui0 OOpabOTKM NEepPCOHANBHBIX aHHBIX B
OI'FY3 "Kupenckas PB",

¢ T[pPUMEHEHHE INPABOBBIX, OPraHU3AIMOHHBIX W TEXHMYECKUX Mep IO 00eCleYeHuIo
0€30MaCHOCTH MEPCOHAJIBHBIX JAHHBIX B COOTBETCTBMM C vacTsimMu | um 2 cratbu 19
®enepanbHOro 3akoHa Nel52-03;

® OCYILECTBJICHHE BHYTPEHHETO KOHTPOJIS COOTBETCTBHUSI OOPaOOTKU MEPCOHANBHBIX JTAHHBIX
®denepanbHoMy 3akoHYy Nel52-D3 u mpUHATHIMA B COOTBETCTBHHM C HMM HOPMAaTHBHBIMU
[IPaBOBBIMU aKTaMM, TPEOOBAHUSAM K 3aIIUTE MEPCOHAIBHBIX JaHHbBIX, OJIUTHUKE OllepaTopa
B OTHOIIEHUH 00pabOTKU NEPCOHAIBHBIX JAHHBIX, JOKAJIBHBIM aKTaM OIEpaTopa;

® OIIEHKAa BpeJa, KOTOPHI MOXET ObITh NPUYMHEH CYOBEKTaM IEpPCOHAIbHBIM JaHHBIX B
Clydae HapyleHHs 3aKoHoAaTenscTBa Poccuiickor denepannu u Hacroswmux [Ipasui;

e O3HaKOMJICHHE  paOOTHHUKOB,  HEMOCPEJICTBEHHO  OCYIIECTBIAIOMUX  00pabOTKy
IIEPCOHAIBHBIX JaHHBIX, C IOJIOKEHUSMU 3aKoHozaarenscTBa Poccuiickoit denepaunn o
MIEPCOHAJIBHBIX TaHHBIX U HacToAMMH [IpaBunamu;

e 3ampeT Ha 00pabOTKy MEPCOHANBHBIX JAHHBIX JIUIIAMHU, HE JOMYIIEHHBIMH K UX 00paboTKe;

e 3ampeT Ha 00pabOTKy MEPCOHANBHBIX JaHHBIX MO TUKTOBKY.

7.3. JIOKyMEHTBI, ONpEeIesIoNie MOJUTHUKY B OTHOLIEHUM OOpabOTKHU MEepCOHANBHBIX JaHHBIX,
MOJIJISKAT 00s3aTeIbHOMY ONyOnMKOBaHUIO Ha odunmansHoM caiite OI'BY3 "Kupenckas PB" B
teueHuu 10 gHEl nociie ux yTBep KICHHUs.

7.4. 3a pasriamenue MHGOPMAIMH, COJEpKalllell MepCOHANbHbIE JaHHBIEC, HapyLICHUE TMOpsIKa
oOpallleHusi ¢ AOKYMEHTaMH U MAalIMHHBIMHU HOCUTEISIMH HH(QOPMAIMH, COACPKALIUMHU TaAKYIO
nH(pOpMaIIMIO, a TaKXe 3a HapylIeHHEe peXXuMma 3alIUThl, 0OpaOOTKU M TMOpsIKa HUCIIOJIb30BAHUS

aTo uWH(pOpManuu, pabOTHUK OI'hY3 "Kupencxkas PB" ™MoOXeT OBITh TPUBICYCH K
JUACLHMIUIMHAPDHOM  WJIH ~ WHOM OTBETCTBEHHOCTH, MPEYCMOTPEHHOMN JNEUCTBYIOLIUM
3aKOHOJAaTEJILCTBOM.

8. Ilopsimok 0oO0pabOTKM MEPCOHAIBHBIX JAHHBIX B MH(POPMALMOHHBIX CHUCTEMaX MEPCOHAIBHBIX
JAHHBIX C UCIIOJIb30BAHUEM CPEJICTB aBTOMATU3ALINHU:
8.1. O6paboTKa MepcoOHANBLHBIX JAaHHBIX B MH(POPMAIIMOHHBIX CHCTEMAaX MEPCOHAIBHBIX JTAHHBIX C
UCIoJb30BaHueM cpeActB apromatusauuun — OI'BY3  "Kupenckas PB" ocyliecTBiaseTcss B
COOTBETCTBUM € TpeboBaHusIMH mocTaHoBieHHs [IpaBurensctBa Poccuiickoit denepamun ot 1
HOs10pst 2012 romga Ne 1119 «O6 yTBepkaeHnn TpeOOBaHMA K 3aIUTE TIEPCOHATBHBIX JaHHBIX MPH
ux o00paboTke B HMH(OPMALMOHHBIX CUCTEMax [E€PCOHAIBHBIX JIAHHBIX», HOPMATHBHBIX U
PYKOBOISIINX TOKYMEHTOB YITOJTHOMOUEHHBIX (heiepaibHbIX OPTaHOB UCIIOTHUTEIBHON BIACTH.
8.2. Ilpu sKcmmyaTaliuy aBTOMaTH3UPOBAHHBIX HHPOPMALIMOHHBIX CHCTEM HEOOXOIUMO COOII0IATh
clleytoIre TpeOOBaHUS:
e Kk paboTe JOIMyCKalOTCs TOJNBKO JIMIA, HA3HAYEHHBIE COOTBETCTBYIOLIMM MPUKA30M;
® Ha NEPCOHAIbHBIX 3JEKTPOHHBIX BBIUMCIMTENbHBIX MamMHax (ganee — I[IOBM), nuckax,
nankax M ¢aitnax, Ha KOTOpbIX 00pa0aTHIBAIOTCS M XPAHATCS CBEAEHUS O MEPCOHATIbHBIX
JAHHBIX, JOJKHBI ObITh YCTAHOBJICHBI MAPONH (UASHTU(DHUKATOPHI);
e Ha nepuoJi 00paboTKHU 3aIMIIaeMOi HH(OpMALMK B TOMEIIEHUH MOT'YT HaXOAUThCS TOJIBKO
JUIa, TOMYyIIEHHbIE B YCTAHOBJIEHHOM IMOPsJIKe K 00pabaTbiBaeMoil nHpopmanmu;



e JIONMyCK JAPYTUX JHIl B YKa3aHHBIA MEpPHOJ MOXKET OCYHIECTBIATHCA C pa3pelieHust
pykoBoaurens OI'BY3 "Kupenckas PH" uin ero 3aMecTUTENsA, OTBEYAIOIIETO 32 3alIUTY
unpopmanuu B OI'BY3 "Kupenckas PH".

8.3. Hauwanbuuku otnenoB OI'BY3 "Kupenckas PbB", pabotauku OI'BY3 "Kupenckas PbB"
OCYIIECTBISIONME 00pabOTKYy TMEPCOHANBHBIX JJAaHHBIX (Janee - TONb30BaTeNid) OOs3aHBI
KOHTPOJUPOBATh U BBINOJHATH NpeaycMoTpeHubie B OI'BY3 "Kupenckasa PB" mMephl 1O 3amiure
nH(pOopMaln, coaepKallei nepcoHaabHbIE JaHHBIE.

8.4. PyxoBonurenu otnenoB OI'bY3 "Kupenckas PB" 00s3aHbL:

® y4yacTBOBaTh B MOATOTOBKE MEpPEYHsI MEPCOHAIBHBIX JaHHBIX, 00pabdaTeiBaeMbix Ha [I19BM
MO/Ipa3/ICIICHNUS;

® TOTOBUTHh K YTBEPXKIECHHUIO CIHMCKUM DPAOOTHUKOB, KOTOPBIX I10 CBOMM JIOJPKHOCTHBIM
0053aHHOCTSIM HEOOXOAMMO JIONMYCTUTh K paboTe ¢ MepCOHAIbHBIMU JaHHBIMU B
unpopmanuonnou cucreme OI'bY3 "Kupenckasa PB",

® KOHTPOJMPOBATH IEJIE€BOE UCTIOIB30BAaHUE PAOOTHUKAMHU pecypcoB ceTH «HTepHeTY;

® KOHTPOJIUPOBATh BBHIMOJIHEHHUE IOJB30BaTEIIMU OOUIMX mpaBuil padoTsl Ha [1OBM u B
nokanpHOM BeruucautTenbHou cetu OI'BY3 "Kupenckas PB" (nanee — JIBC);

e BHIOOPOYHO KOHTPOJMPOBATH XapakTep HCXOAsmedl HuHpOpMaluuu, HarpaBiIsieMOn
MOJIb30BATEISIMU 110 AJIEKTPOHHOM MOYTE APYTrUM ajpecaTtaM U NMPUHUMATh ONEepaTHUBHBIC
Mepbl K COOJIIOJICHUI0O HMMHU YCTAaHOBJIEHHBIX TpeOOBaHUI MO 3allUTe MEPCOHAIbHBIX
JaHHBIX;

e 1npu OOHAapY)XEHMHM HaApYILIEHUH YCTAHOBJICHHBIX TPEeOOBaHHWM MO 3aIUTE MEPCOHATBHBIX
JAHHBIX, B PE3yJIbTaTe KOTOPBHIX BCKPBITHI ()aKThl MX pa3rJalleHus], IPeKpaTUTh paboThl Ha
paboueM mecte, rae OOHapyKEHbI HAPYLICHUS, JON0XKUTh HadalbHUKY OI'BY3 "Kupenckas
PF" u mnoctaBuTh B HU3BECTHOCTh HayalbHHUKA OTAela WHGOpPMATHU3alUKd U 3alUThI
unopmanuu OI'BY3 "Kupencrkas PB",

e Ha3zHayaTh CIy)XeOHble pacclieoBaHud 10 (akTaMm pasriamieHuss HHGOpMalNH,
COJIepKalllell NEepPCOHAJIbHbIE JaHHbIE, WIA YTEPU JOKYMEHTOB, COAEpPXKAIIUX TaKyro
uHpopManrio, Mo ¢akTaM HapyIIEHUH IOJIb30BaTENsIMU IPAaBHJ, YCTAHOBJICHHBIX IS
paboTel ¢ mepcoHanbHbIMU JaHHBIMEU B JIBC, a Taike HapylieHuid TpeOOBaHHIA MO 3alliuTe
nHpopmanuu;

e o0ecrneuynBaTh YCIOBUS g pabOThl MpencTaBUTENs OTAesa MHGOPMATU3ALUU U 3aLIUTHI
unpopmauuu OI'BY3 "Kupenckas PbH" npu npoBepke B mojpaszieneHuu 3h(peKTuBHOCTH
IIPElyCMOTPEHHBIX MEp 3aIIUThI HH()OPMAIIHH;

e OIpeAessaTh MNOPSAOK Mepenadd HHGOpMaluu, COAep)Kalled NepCOHANbHbIE JTaHHbBIE,
npyrum noapazaenenusm OI'BY3 "Kupenckas PB", cTOpOHHMM OpraHu3anysM U OpraHaM.

8.5. Ilpu mpueme Ha paboTy paOOTHUK HpeaynpexaaeTcss 00 OTBETCTBEHHOCTH 3a pa3IJiallleHue
CBEJICHUM, CoAepKalliX MepCOHAbHBIE JAaHHbIE, KOTOpPhIE CTaHYT €My M3BECTHBIMHU B CBSI3U C
MIPEICTOSIIIUM BBITIOJTHEHHUEM CBOUX CITYXKEOHBIX 00513aHHOCTEH.

8.6. [lonb3oBarens 00s3aH:

e 3HaTh npaBuia padotsl B JIBC u npunsateie Mepsl no 3amure pecypcos JIBC (B uactu, ero
Kacaroriemncs);

e 1pu pabore Ha cBoeil padoueii craniu (II9BM) u B JIBC BBINONHATH TOJNBKO CIYKEOHBIC
3a/laHus;

e Tmepen HavanoMm pabotrel Ha [I9BM mnpoBepuTh cBoM pabouue Mankd HA SKECTKOM
MarHuTHOM JUCKE, CheMHbIE MarHUTHbIE HOCUTENM WH(POPMAIIUK HA OTCYTCTBHE BUPYCOB C
MOMOUIbIO IITAaTHBIX CPEACTB AHTHUBUPYCHOW 3alIUTHI, YOEIUTHCS B MCIPABHOCTH CBOEH
paboueii cTaHIINM;



IpU COOOIICHHUAX MPOTpaMM O TIOSBIEHUH BHPYCOB HEMEIUICHHO MPEKpPaTHTh pPaboTy,

JOJIOKUTh HAYalbHUKY oOTAena uHpopmatu3anuu M 3ammTbhl uHbopmauuu  OI'HY3

"Kupenckasa PB" n cBoeMy HENIOCPEICTBEHHOMY HaYaJIbHUKY;

npu 00paboTke MHMOPMALIMU, COAEpKALIEeH MepCOHaIbHbIE JAHHbIE, UCIIOJIB30BATh TOJIBKO

3aperucTpupoBaHHbie B xkypHanax yuera OI'BY3 "Kupenckas PB" mamiMHHBIE HOCUTENTH

unpopmanuu (nanee — MHU);

pyU HEOOXOAMMOCTH HCIIOJIB30BAHUS HEYYTEHHBIX MArHUTHBIX HOCHUTENIEH, IPEeXkIe BCEro,

MIPOBECTU MPOBEPKY ITHUX HOCUTEJIECH Ha OTCYTCTBHE BUPYCOB;

BBINOJIHATh MpPENHCaHusl pabOTHHKA oTAeNa MH(GOpMATH3ALMU U 3aIIUTHl UH(OpMAIUH

OI'BY3 "Kupenckass PB" oTBeTCTBEHHOTO 3a 3amuty uHpopmauuu B OI'BY3 "Kupenckas

PE" (paboTHuKOB oTAesna nHbopMaTuzauuu 1 3amutel uHpopmanuun OI'BY3 "Kupenckas

PB");

MPEJICTaBIATh JJIsi KOHTPOJS CBOO pabouyto craniuioo ([I9BM) paGorHukam otaena

uHpopmaTu3zauuu u 3amuTel unpopmatmu OI'BY3 "Kupenckaa Pb",

COXpaHATh B TallHE CBOW MHAMBHYAJIbHBIN MapoOjb, IEPUOJUUYECKH, HO HE PEKE YEM OJIMH

pa3 B IOJIroJa, M3MEHATh €r0 U He COO0IIATh APYTHM JIMLAM;

BBOJIUTH MAPOJIb U APYrHe yUEeTHBIC JaHHBIC, yOSIUBIINCH, YTO KJIAaBUATYpa HAXOIUTCS BHE

MIOJIS 3PEHUS IPYTUX JIMIL;

y4eT, pa3MHOXEHHE, OOpalleHHE IeYaTHBIX MAaTepHajoB, COJEPKAIUUX I[EePCOHAIbHBIC

JaHHBIE, TPOBOJIUTH B COOTBETCTBHHU C TpeOOBaHUAMU MHCTPYKIMH O J1€JIONPOU3BOJICTBY B

OI'bEY3 "Kupenckas PB", yrBepxnenHoil npukazom OI'bY3 "Kupenuckas PB" ot «__ »
20 roga Ne

npu OOHApY)KEHUU Pa3IMYHBIX HEHCIPAaBHOCTEH B paboTe KOMIBIOTEPHOM TEXHUKH HIIN

JIBC, HEIOKyMEHTHPOBAHHBIX CBOWCTB B NPOrPAMMHOM OOECIEYCHHH, HapyUICHUN
LIEJIOCTHOCTH TUIOMO (HaKJIeeK, mevyaTed), HEeCOOTBETCTBMM HOMEpPOB Ha ammapaTHBIX
cpeacTBax cooOmmMTh B OTAeNn uHpopMarm3anuu W 3ammThl uHPopmanuu — OI'BY3
"Kupenckaa Pb", agMUHUCTpAaTOpy CETM M IIOCTABUTh B M3BECTHOCTb PYKOBOJUTEIS
MO/Ipa3/IeNICHNUS.

[Tonp3oBarento npu paboTe 3ampenaercs:

UTPaTh B KOMIIBIOTEPHBIC UTPHI,

MPUHOCHUTHh PA3JIMYHBIE KOMIIBIOTEPHBIE NPOrPaMMbl M TBITATHCS YCTAHOBUTH HMX Ha
JIOKQJIBHBIN TUCK KOMITbIOTEpa 0€3 YBEIOMIICHHUS CIICIIUAIMCTOB OT/eNa NH()OPMATHU3AINN U
3ammthl uHGopMaruu OI'FY3 "Kupenckas PH" n aiMHUHHCTpATOpA CETH;

nepeHacTpanBaTh MPOrpaMMHOE 0OeCTieueHnEe KOMIIBIOTEPA;

CaMOCTOSITEILHO BCKPBIBATh KOMILIEKTYIoMIME padoueit ctanuuu (II19BM);

3aryckarth Ha cBoeit paboueit craniuu (II9BM) unu apyroit paboueii craHy ceTH T00bIe
CHUCTEMHBIE WM MPUKIIAJHbIE MPOTPAMMbI, KDOME YCTaHOBJIEHHBIX CIIEHUATMCTAMU OT/AEIa
nHpopmaTuzaruu u 3amuTel nHGopmanuu OI'BY3 "Kupenckas PB" cetu;

U3MEHATh WM KOMUPOBaTh (haiij, MpHHAJIeKAIIUI pyroMy MOJIb30BaTENI0, HE TOTyYUB
MIpeIBapUTENIbHO pa3pelieHus Biajenbla ¢aiiia;

OCTaBJIATh BKIIOUEHHOW Oe3 mpucMorpa cBol pabouyto cranmuio ([I9BM), nHe
AKTUBU3UPOBAB CPEJACTBA 3alIUThl OT HECAHKIMOHUPOBAHHOTO JOCTyMa (BPEMEHHYIO
OJIOKMPOBKY 2KpaHa U KJIaBHATYpPHI);

OCTaBJIATh 0€3 JIMYHOrO MPUCMOTpa Ha paboyeM MecTe WM TAe Obl TO HU OBUIO CBOE
MEepPCOHATBHOE YCTPOMCTBO HIASHTHUGUKAIMU (P HAIHYWHK), MArHUTHBIE HOCHUTENH U
pacreyaTky, CoiepKaliiue NepCcoHaIbHbIE TaHHbIE;

JOTTYCKAaTh K MOJIKIIFOUEHHOM B ceTh paboueit cranuuu (II19BM) nocTopoHHUX LT



® [IPOM3BOAMTH KONMPOBAHME JJII BPEMEHHOIO XpaHEHUS HUHPOpPMALMHU, COAEpKalien
TIEPCOHAILHBIC TAHHBIC, HA HEYYTCHHBIC HOCUTEIIN;

e pabGorarb Ha pabouedi cranimuu (IIDBM) B cerm ¢ wuHbopmamnuen, coaepkamieit
NepCcoHabHbIE JaHHbIE, IPU OOHApYKEeHUHU HeucnpaBHocTel cranuuu (II9BM), Bnustomux
Ha 3aIIUTy HHPOpPMaLny;

® YMBIIUICHHO HCIOJIb30BaTh HEJOKYMEHTHPOBAHHBIE CBOMCTBA M OIIMOKU B MPOTPAMMHOM
o0eCrieYeHUH MM B HACTPOMKaX CPe/ICTB 3allUThl HH(POPMAIUU, KOTOPBIE MOTYT MPUBECTU
K YyTeuke, OJOKMPOBAaHUIO, HCKaXEHHI0O WIM yTepe HHGPOpMAIMK, COAEpKallen
NIEPCOHAJIbHbIE JaHHBIE;

® OTCHUIATh IO JIEKTPOHHON NoYTe MHGOPMALMIO JUI PEIIEHUs JIMYHBIX IpoOseM, a TaKxke
MHPOPMAIIHIO TI0 TPOChOE TPETHHX JIUI] €3 COTJIACOBAHUS C HAYaIbHUKOM OTIENa;

e 3arpaivBaTh W MOJy4aTh U3 ceTH "MHTepHET" maTepualibl pa3BIEKATEIbHOTO XapakTepa
(MrpbI, KIUIBI U T.1I.);

e 3ampallvBaTh U MOdydaTh U3 cetu "VMHTepHeT" mporpaMMHbIE IPOAYKTHI, KpOME CIy4aes,
CBSI3aHHBIX CO CIY)XeOHOH HeoO0xoauMocThio. [Ipr 3TOM HEOOXOAMMO COTJIACOBAHUE C
HavaJbHUKOM OT/eNa U OOecleyeHHe MNpolecca TEXHUYECKMMM CHEHAIMCTaMH OT/ena
nHpopmaTuzauu u 3amuTel nHGopmanuu OI'BY3 "Kupenckas PB".

8.7. PaboTHUKM HE MOTryT MCIOJIb30BaTh B JIMYHBIX LEISIX MEPCOHAJIbHBIC aHHbIE, CTaBLIME
M3BECTHBIMHU MM BCJICJICTBHE BBIITOJIHEHHS CITY)KEOHBIX 00sS3aHHOCTEH.

9. Iopsimok 00pabOTKH MEPCOHATBHBIX TAHHBIX 0€3 MCIOIh30BaHUS CPEACTB aBTOMATH3AIUH:
9.1.06paboTka MEepCcOHATbHBIX NAaHHBIX O€3 MCIIOJIb30BaHMs CPEACTB aBTOMATH3ALMM (Janee -
HEaBTOMAaTU3MpPOBaHHAs 00pabOTKa IMEPCOHAIBHBIX JAaHHBIX) MOXKET OCYILECTBIATHCS B BHJE
JIOKYyMEHTOB Ha OyMaXKHbIX HOCHUTENIIX U B JJIEKTPOHHOM BHJe (¢aiibl, 0a3bl OaHHBIX) Ha
AJIEKTPOHHBIX HOCHUTENAX HH(POPMAIUH.

9.2. Tlpu HeaBTOMAaTHU3UPOBAaHHON OOPaOOTKE pa3IMYHBIX KATErOPHH IMEPCOHATBHBIX JAHHBIX
JIOJDKEH MCIIONB30BaThCsA  OTHENIbHBIA  MaTepHalbHBbII HOCHTENb U1 KaXIOM KaTeropuu
NEPCOHATIBHBIX JAHHBIX.

9.3. Ilpu HeaBTOMATH3UPOBAaHHOW 00PAOOTKE MEPCOHANBHBIX TAHHBIX HA OYMaKHBIX HOCHUTEIISAX:

e He Jomyckaercs (pukcanus Ha OJHOM OyMa)KHOM HOCHTEIe TEPCOHAIBHBIX NAaHHBIX, HENN
00pabOTKH KOTOPBIX 3aBEJIOMO HECOBMECTHUMBI;

® TIepCOHAIbHbIE JaHHbIE TOJKHBI 000COOIATHCS OT MHOM MH(OpPMALMY, B YaCTHOCTU IyTEM
¢uKcanuu MX Ha OTACTBHBIX OyMaXHBIX HOCHUTENSX, B CIEHHUAJBHBIX pasfenax WM Ha
noJsix (popM (61aHKOB);

® JIOKYMEHTBHI, CO/IeprKalllie ePCOHAIBHBIC JaHHbIE, (POPMHUPYIOTCS B JI€JIa B 3aBUCUMOCTH OT
e 00pabOTKU MEPCOHANBHBIX IaHHBIX;

e Jlela C JOKYMEHTaMH, COJIEPKAIMMU MePCOHANIbHBIE IaHHBIE, TOJKHBI UMETh BHYTPEHHHUE
OIUCH TOKYMEHTOB C YKa3aHUEM LieJI1 00pabOTKU U KaTerOpHH NePCOHATIbHBIX JaHHBIX.

9.4. Ilpn uCHONB30BaHUU THUIOBBIX (POPM JIOKYMEHTOB, XapakTep HHMOpPMALUU B KOTOPBIX
MpearoaraeT WIM JIOMyCKaeT BKJIIOYEHHWE B HHUX IEPCOHAIBHBIX JaHHBIX (Janee - THIIOBBIC
(bopMBbl), TOIHKHBI COOTIOIATHCS CASTYIOLIUE YCIOBHS:

e TunoBasg ¢GopMa WIM CBS3aHHBIE C HEW MOKYMEHTHI (MHCTPYKILHUS IO €€ 3allOJHEHHIO,
KapTO4KHM, peecTppl M  KYypHajbl) JOJDKHBI ~ COJEpXaTb CBEIEHUS O  LeNlu
HEaBTOMAaTU3MPOBAHHOW 00pabOTKU NMEPCOHANIBHBIX JAAHHBIX, UMs (HAUMEHOBAaHUE) U a/ipec
orneparopa, GaMUINIO, UMs, OTYECTBO U a/ipec CyObEKTa MEPCOHAIBHBIX JAHHBIX, HCTOUHUK
MOJTyYEeHHUSI TIEPCOHANBHBIX TAaHHBIX, CPOKH O00paOOTKU MEPCOHANBHBIX IAHHBIX, MEPEYCHb
JIeHCTBUI C TMEpPCOHANBHBIMH JAaHHBIMH, KOTOpbIE OYAYT COBEpIIAThCS B IPOIECCe HX
00paboTkM, oOIlee OMHMCAaHUE HCIOJIb3YyEeMBIX OIEpaTOpoM CIOcOo00B  00pabOTKH
NEPCOHAIIBHBIX JAHHBIX;



e Tunosas ¢opma JOJDKHA HpeJycMaTpuBaTh IOJE€, B KOTOPOM CYOBEKT IE€pCOHAIbHBIX
JAHHBIX MOXET TOCTaBUTh OTMETKY O CBOEM COIJIACHM Ha HEaBTOMATH3WPOBAHHYIO
00pabOTKy TEpPCOHAIBHBIX JAaHHBIX (NP HEOOXOJUMOCTH TOJNYYEHHS IHChMEHHOTO
coryiacusi Ha 00pabOTKy NEPCOHAIBHBIX JAHHBIX);

e Tunoas (opma JODKHA OBITH COCTABICHA TaKUM 00pa3oM, 4TOOBI KaKIbIH M3 CyOBEKTOB
NEPCOHATIBHBIX JTAHHBIX, COJEPKAIIUXCA B JIOKYMEHTE, UMeJI BO3MOXXHOCTh O3HAKOMHTBCS
CO CBOMMM IEPCOHAIBHBIMU JJAHHBIMH, COAECPKALLMMUCS B IOKyMEHTE, HE Hapyllas IpaB U
3aKOHHBIX HHTEPECOB UHBIX CYOBEKTOB IIEPCOHANIBHBIX JIaHHBIX;

e Tunoaas (Gpopma JOHKHA UCKIIOUaTh O0bEANHEHUE MOJIeH, IpeHa3HaYeHHBIX AJI1 BHECEHUS
MIEPCOHATIBHBIX JAHHBIX, e 00pa0OTKHA KOTOPHIX 3aBEIOMO HECOBMECTHUMBI.

9.5. JIoKyMEeHTHI U BHEIIHHE 3JIEKTPOHHBIE HOCHTEIH MH(DOPMALUH, COAEpKaIINe IMepCOHATbHbIC
JaHHbIE, JOJDKHBI XPaHUTbCI B CIYXKEOHBIX MOMEUICHHUAX B HAJIEXKHO 3allUPaeMBIX U
oreyateiBaeMbIx mKadax (ceddax). [Ipu 3ToM AOKHBI OBITH CO37aHbl HAAJEKAIIUE YCIIOBHS,
00eCTIeuYnBaIOIINE UX COXPAHHOCTb.

9.6. YHUYTOXXEHUE WIH O0E3TMYMBAHME YACTH TEPCOHANBHBIX TAHHBIX, €CIH 3TO IOIMYCKAaeTCs
MaTepUAIbHBIM HOCHTEJIEM, MOXXET IPOU3BOAMUTHCS CIIOCOOOM, HWCKIIOYAIOMIMM JalbHEUIIYIO
00paboTKy 3TUX MEPCOHANBHBIX JaHHbIX, C COXPAaHEHHEM BO3MOXKHOCTH 00paOOTKH MHBIX JaHHBIX,
3a(pMKCUPOBAaHHBIX HA MaTepHAIBLHOM HOCHUTENE (yJalleHUe, BEIMapbIBaHUE).

9.7. Tlpu HECOBMECTHMOCTH IIeJieli OOpaOOTKM TMEPCOHAIBHBIX JaHHBIX, 3a()UKCHPOBAHHBIX Ha
OTHOM MaTepHaIbHOM HOCHUTEJIE, €CIM MaTepUabHBI HOCHUTENb HE TO3BOJIIET OCYLIECTBISATH
00pabOTKy MEePCOHAIBHBIX JAHHBIX OTIACIBHO OT JIPYTUX 3a(UKCHPOBAHHBIX HA TOM K€ HOCUTEINE
NEPCOHAIBHBIX JaHHbIX, JOJDKHBI OBITh MPUHATHI MEPBI M0 0OECIICUEHUIO pa3/ieibHON 00paboTKU
NEPCOHAJIBHBIX JAHHBIX, B YACTHOCTH:

® [Py HEOOXOIUMOCTH HCIIOJIb30BaHMSI MM PACIPOCTPAHEHHUS ONPEIEICHHBIX NEPCOHATBHBIX
JTaHHBIX OTIENBHO OT HAaxXOIAIMUXCS HAa TOM K€ MaTepHUAIbHOM HOCHTEIE APYrux
MEPCOHANBHBIX JIAHHBIX - OCYHIECTBISIETCS KOIMPOBAaHUE MEPCOHAIBHBIX JIaHHBIX,
MOJUIeKAIUX ~ PACIPOCTPAHEHUIO WJIM HCIOJIB30BaHUIO, CIIOCOOOM, HCKIIOUYAIOIINM
OJTHOBPEMEHHOE KOIMPOBaHHE MEPCOHATBHBIX JaHHBIX, HE MOAJIEKALIUX PACIPOCTPAHEHUIO
U MCIIOJIb30BaHUIO, U MCIIOJIb3YETCs (PaCpOCTPAHAETCS) KOMMS IEPCOHAIBHBIX JAHHBIX;

® [py HEOOXOJUMOCTH YHUUTOKEHHsSI WIM OJOKHPOBAHHUS YaCTH NEPCOHAJbHBIX JaHHBIX -
YHUYTOXKAETCS MM  OJIOKMPYETCS MaTepUAIbHBIE HOCHUTENb C  IPEIBAPUTEIBHBIM
KOIIMPOBAHUEM CBEICHUH, HE TIOUICKANINX YHUUTOKCHUIO WM OJIOKMPOBAHUIO, CIIOCOOOM,
UCKJIIOYAIOUIMM OJHOBPEMEHHOE KOIMPOBAHME IEPCOHAIBHBIX JAHHBIX, MOJUICKAIIIX
YHUYTO)KEHUIO WM OJIOKHPOBAHUIO.

9.8. YTOUHEHHE NEPCOHATIBHBIX JIAHHBIX IPU OCYILECTBIEHUH MX 00pabOTKH 0€3 MCIOJIb30BaHUS
CPeICTB AaBTOMATH3AallMM TPOWU3BOAMUTCS IIyTeM OOHOBJICHHS WM W3MEHEHHsS JaHHBIX Ha
MaTepUAIbHOM HOCHTEJE, a €Ccld JTO He JOMyCKAaeTCs TEXHUYECKHMMH OCOOCHHOCTSIMU
MaTepUAILHOTO HOCUTEINSl — MyTeM (PUKCAallMd Ha TOM K€ MaTepHabHOM HOCHTEJE CBEIACHHU O
BHOCHMBIX B HUX M3MEHEHUSX, JMOO IyTeM H3TOTOBJIEHUS HOBOTO MaTEpHAIILHOI'O HOCHUTENS C
YTOUHEHHBIMH [I€PCOHATBHBIMHU JaHHBIMH.

9.9. OO6paboTka TmMepCcOHANBHBIX JAHHBIX, OCYIIECTBIsieMas ©O€3 WCIOJIb30BaHUS CPEICTB
aBTOMATH3allM{, [OJDKHA OCYHIECTBIATHCA TAaKUM OOpa3oM, YTOOBI B OTHOIIEHHHM Ka)JOH
KaTeropuu MEepPCOHANBHBIX JAaHHBIX MOXXHO OBLJIO OINpPEAETHTbh MECTa XpPAaHEHMs IEepPCOHATBHBIX
JaHHBIX (MaTepHabHBIX HOCHUTENIEH) U YCTAaHOBUThH NEPEYEHb JIMILI, OCYLIECTBISIOUINX 00pabOTKyY
NEPCOHATIBHBIX JAHHBIX, TM00 UMEIOLIUX K HUM JIOCTYII.

9.10. Heobxoaumo obecrieunBaTh pa3fesibHOE XpaHEHHE NMEPCOHANBHBIX JaHHBIX (MaTepUaIbHBIX
HoOcHUTelel ), 00paboTKa KOTOPHIX OCYIIECTBISETCS B PA3IMYHBIX IIEIIAX.



II1. EJIA OBPABOTKU NEPCOHAJIBHBIX JTAHHBIX
10. Lenpro 00pabOTKH MIEPCOHATBHBIX JAHHBIX SBIISICTCS:
1) ocymectBienne Bo3nokeHHbIX Ha  OI'BY3 "Kupenckas PB" mnonHomouuiét B cdepe
3/IpaBOOXpaHEHUS.
2) opranuzanus aesrenbHoctd OI'BY3 "Kupenckas PB" nns obecrieueHus coOJIIOICHNS 3aKOHOB
WHBIX HOPMATHBHBIX TIPAaBOBBIX AaKTOB, peau3allid IpaBa Ha TPyJ, IpaBa Ha IMEHCHOHHOE
o0ecrieueHre ¥ MEIUIIMHCKOE CTPaxoBaHUE PaOOTHUKOB.

IV. COAEP KAHUE OBPABATBIBAEMbBIX ITIEPCOHAJIBHBIX TAHHBIX
11. K mnepcoHanbHbIM JOaHHBIM, OOpabaThIBA€MBIM [JIS1 JIOCTHIKEHHUS IIeJIeH, YKa3aHHBIX B
noanyukte 1 mynkra 10 Hacrosimux IlpaBuin oTHOCSTCSA:
1) aHTpomOMETpUYECKHE JaHHBIE, BKIIIOUasl POCT, Bec, 00bEM Tasmu, UMT;
2) cBeneHus U3 UCTOPUH OOJIE3HU, BKIIIOYAsl YCTAHOBJICHHbIE TUArHO3bI, IEPUOJ U MECTO JICUEHHUS,
COCTOSTHUE 3/710POBbSI, HATMUNE MHBAJIUTHOCTH;
12. K mnepcoHanbHBIM JaHHBIM, oOpa0OaThiBaeMbIM JJisi JIOCTHIKEHHUS IieJiel, yKa3aHHBIX B
noanyHkre 2 nyHkra 10 nHactosumux [IpaBun oTHOCATCS:
1) ankerHble W OuWorpaduuecKkue AaHHBIE TpaKIaHWHA, BKIIOYAs aJpec MeECTa XHUTEIbCTBA U
MIPO>KUBAHUS;
2) macmopTHble JaHHbIE WIM JaHHbIE HHOTO JOKYMEHTa, YAOCTOBEPSIOIIErO JHYHOCTh U
rpaXAaHCTBO (BKJIOYash CEpHUIO, HOMEp, JaTy BbIJayd, HAMMEHOBAHHWE OpraHa, BbIJIABLIETO
JIOKYMEHT);
3) cBenmenuss o0 oOpa3oBaHUM, KBAIM(UKALMKM M O HAIWYMM CIEUUAJBHBIX 3HAHUM WK
CHEIMAIbHOM MOATOTOBKH (BKIIOYasi CEepvio, HOMEp, NaTy BbIIauu MUIJIOMa, CBUICTENHCTBA,
aTTecTara Wi Jpyroro J10KyMeHTa 00 OKOHYaHUU 00pa30BaTEIbHOIO YUPEKIEHUs, JaTy Havana u
3aBepLICHUS 00yUYeHMs);
4) cBeneHHS O TPYNOBOW JESATEIBHOCTH, ONBITE PadOTHI, 3aHUMAEMOW OJDKHOCTH, TPYAOBOM
CTake, MOBBIIIEHUH KBATU(HUKAIIMU U IEPENOATrOTOBKAX;
5) cBeeHust 0 HOMeEpe, CepuH, JaTe BbIAAUU TPYIOBOI KHIKKH (BKIJIAJIbIIIA B HEE) U 3alMUCIX B HEll,
coJiep>KaHHE U PEKBU3UTHI TPYIOBOTO J1I0r0BOpa (KOHTPAKTa);
6) cBeZIEHMsI O COCTAaBE CEMbU M HAJIMUNU WKIMBEHLIEB;
7) cBeneHus 0 MecTe paboThI TN YUEObI YWICHOB CEMBH;
8) cBeeHMs O COCTOSIHMM 37I0POBbsl M HAIMYHMM 3a00J€BaHUN (KOrzaa 3TO HE0OXOAUMO B Cllydasx,
YCTaHOBJICHHBIX 3aKOHOM);
9) cBeneHust 00 OTHOIIIEHWH K BOMHCKOM 005S3aHHOCTH;
10) cBemeHust 0 A0XO0Aax M 0053aTENbCTBAX MMYIIECTBEHHOI'O XapakTepa, B TOM YHUCIIEC WICHOB
CEMbH;
11) cBenenus 00 uACHTU(HUKAITMOHHOM HOMEPE HAJIOTOIJIATEINbIIHNKA;
12) cBeieHHs O COIUANBHBIX JBIOTaX U O COLIMAILHOM CTaTyCe;
13) cBemeHMS W3 CTPAaxOBBIX IIOJKMCOB 00s3aTEIBHOTO (JOOPOBOJIBLHOIO) MEIUIIMHCKOTO
CTpaxOBaHMS;
14) cBeneHHUss O HOMEPE U CEpUM CTPAXOBOI'O CBHJETENBCTBA I'OCYIAPCTBEHHOI'O IIEHCHOHHOIO
CTPaxOBaHMS.

V. KATETOPUU CYBBEKTOB, HIEPCOHAJIBHBIE TAHHBIE KOTOPBIX
OBPABATBIBAIOTCA
13. K cy0bekTam, nepcoHanbHbIe JAaHHBIE KOTOPBIX 00padaThIBAIOTCS, OTHOCSATCS:
1) rpaxxnane, oopatusmuecs B OI'BY3 "Kupenckaa PH" ¢ xanobamu, 3asBICHUSMH U 110 JPYTHM
BOIIPOCAaM, KacaloUuIMMCsl YCTAaHOBJICHHOHN c(epbl AeSITETbHOCTH;



2) rpaxkJiaHe, MPEeTeHIYIOIUE Ha 3aMellIeHNe JOJKHOCTU FOCYy1apCTBEHHON IpaskJaHCKOM CITyKObI
Y JIOJDKHOCTH TeXHHUYECKOro (pabouero) nmepconana B OI'bY3 "Kupenckas PB";
3) rpaxkaaHe, 3aMelIAoNIUe (3aMEelIaBIINe) JOHKHOCTH TOCYAaPCTBEHHOM IPaXkAaHCKOM CITyKObI 1
JOJDKHOCTH TexHu4Yeckoro (pabouero) nepconana B OI'6Y3 "Kupenckas PB".

VI. CPOKH OBPABOTKHU U XPAHEHU S OBPABATBIBAEMBIX IIEPCOHAJIBHBIX

JAHHBIX

14. Cpoxu 06paboOTKH U XpaHEHHUSI IEPCOHAIBHBIX JAHHBIX ONPENEIAIOTCA:
1) cpox 06paboTku onpeneneH 3akoHoM Nel52-D3 «O nepcoHalbHBIX JaHHBIXY;
2) cpok xpaHeHus omnpezeacH 3akoHoM Nel52-D3 «O nepcoHaIbHbBIX TaHHBIX Y,
Y COCTaBIsIeT _3__ TOJa;
3) ubIMU TpeOOBaHUSAMU 3aKOHOAaTeIbCTBA Poccuiickoit denepanny, HOpMaTUBHBIMU ITPABOBBIMU
aktamu OI'BY3 "Kupenckas PB".
15. OcoGeHHOCTH XpaHEHHs EPCOHATBHBIX JaHHBIX:
Ecnu cpok xpaHeHHs NEPCOHANBHBIX JaHHBIX HE YCTAaHOBJIEH 3aKOHOJATENbCTBOM Poccuiickoi
®denepanuy, HOpMATUBHBIMEH TIpaBOBbIMU akTamu OI'BY3 "Kupenckas PB" wnu noroBopow,
CTOPOHOM KOTOPOI'0 UM MOPYUYUTENIEM [0 KOTOPOMY SIBIISIETCSI CYOBEKT MEPCOHANBHBIX JAHHBIX, TO
XpaHEHHE MEePCOHAIBHBIX JaHHBIX JTOJKHO OCYHIECTBIATHCA B (hOpMe, MO3BOJISIONICH ONpeneInTh
CyObeKTa epCOHAIbHBIX JIaHHBIX, HE JI0JIbIIIE, YeM 3TOr0 TPEeOYIOT eIl 00pabOTKH MEPCOHAIBHBIX
JaHHBIX.

VII. NOPAJJOK YHUUYTOXEHUSA OBPABOTAHHBIX ITIEPCOHAJIBHBIX TAHHBIX
16. Tlon yHuYTOXEHHMEM OOpPAaOOTAHHBIX IEPCOHAIBHBIX JAHHBIX IMOHUMAIOTCS JEHCTBUSA, B
pe3ynbraTe KOTOPBIX HEBO3MOXKHO BOCCTAHOBUTH COJIEp)KaHHWE TMEPCOHANBHBIX JaHHBIX B
MH(GOPMALIMOHHON CHCTEME MEPCOHANbHBIX JAHHBIX, WK B Pe3yjibTaTe KOTOPBIX YHUUTOXKAIOTCS
MaTepHaibHble HOCUTEHU MePCOHAIBHBIX TaHHBIX.

17. ObpabatbiBaeMBbIe TIEPCOHANBHBIC JaHHBIE TOJICKAT YHUUTOKECHUIO THOO0 00E3TMYMBAHUIO T10
JOCTIKEHUH 1ieNielt 00paboTKU MM B ClTydae yTpaThl HEOOXOJIMMOCTH B JIOCTHKEHUHU STHX LIEJeH,
€CJIM MHOE HE MPEyCMOTPEHO JIEHCTBYIOIIUM 3aKOHOAATEILCTBOM.

18. Tlopsimok yHHUTOKEHUSI 00pabOTaHHBIX MEPCOHATIBHBIX JIAHHBIX.

¢ VHHUYTOXXEHHUIO TIOJJIeKAT YTPATHUBIINE TMPAKTUYECKOE 3HAYECHHE U HE HMEIoIIue
HCTOPUYECKOW WJIM MHOM LIEHHOCTH HOCUTENIHM MH(POpMAIUH, COJEpKallie NepCoOHAIbHbIE
naHHble. [Ipyu yHUYTOXEHUM TaKMX HOCHUTEJIEH JTOJKHO OBITh UCKIIOYEHO O3HAKOMIIEHHUE C
HUMU IIOCTOPOHHMX JIALI, HETIOJHOE WIN CIIy4alHOE UX YHUUYTOKEHUE.

¢ VYHUUYTOXXEHHE MPOU3BOAUTCS IyTEM COXCKEHUS, PACIUIaBICHUS, IPOOJICHUS, paCTBOPEHUS,
XUMHUYECKOTO PpasNIOKEHUs WU TpeBpalleHuss B MTkylo OecpopMmMeHHYr0 Maccy WM
nopomok. Jlomyckaercss yHUYTOKEHHE JOKYMEHTOB IyTeM H3MEIbUeHUS B OyMasKHYIO
ceuky. MarnutHele u  (QoTorpaguueckue HOCHUTEIM YHMYTOXKAIOTCA COXKEHHEM,
IpoOJeHreM, pacIijIaBIeHUEM U JPYTUMH CIOCO0aMH, MCKIIIOYAIONIMMU BO3MOXKHOCTH MX
BOCCTaHOBJICHUSI.

e VYHUUYTOXEHHE OOpabOTaHHBIX NEPCOHANBHBIX JAHHBIX TMPOU3BOAMTCS KOMHCCHOHHO, C
COCTaBJIEHUEM COOTBETCTBYyMOIIEro akra. (CocTaB KOMHMCCHMM Ha3HAa4aeTcs IPUKAa30M
rnaBHoro Bpaua OI'BY3 "Kupenckaa PB" cpokom Ha 1 rox. B komuccHIO Ha3zHa4aroTCs
JIa, JAONYyLIEHHbIE K paboTe ¢ MEepCOHAIbHBIMU JaHHBIMU U SIBIISIFOIIMECS HKCIEPTaMU B
pa3IMYHBIX ~ 00NACTAX  JESATEIbHOCTH OI'bY3  "Kupenuckas Pb", umeromue
HENOCPEJACTBEHHOE OTHOILIEHUE K YHUUTOXAEMbIM MaTepHasam.

e Ha jgokyMmMeHTanbHblE MaTepualbl, OTOOpAaHHBIE KOMHUCCHEW Ui  yHUYTOXXEHHUS,
coCTaByeTCsl akT 00 YHHYTOXKEHUH JIOKYMEHTOB, KOTOPBIA IIOANHUCHIBAETCS YJICHAMHU
KOMUCCHHM U yTBepkaeTcs riaaBHbiM BpaueM OI'BY3 "Kupenckas PH".



OT0oOpaHHbIE M BKIIOUEHHBIE B aKT 00 YHHYTOKEHHM JOKYMEHTAJIbHbIE MAaTE€pHajbl MOCIE
UX CBEPKH WICHAMU KOMHUCCHH XPAHSITCA OTJEIBHO OT APYTUX MaTepHAIOB.

VHHUYTOXKEHHE JTOKYMEHTAJIbHBIX MAaTE€pHaJOB A0 YTBEPXKICHHMsS akTa 00 YHHUUTOXCHHU
JOKYMeHTOB ri1aBHbIM BpaueM OI'BY3 "Kupenckaa Pb" 3anpemiaercs.

YHUUTOXKEHHE JOKHO MPOU3BOJIUTHCS B BOZMOXKHO KOPOTKHH CPOK IOCJE yTBEPKACHUS
rnaBHbeIM BpaueM OI'BY3 "Kupenckas PH" akta 00 yHUYTOKEHUH JJOKYMEHTOB.

19. be3 odopmieHHs akTa YHHUTOXKAIOTCS: MCIIOPYCHHbIE OyMa)kKHbIe M TEXHUYECKHE HOCUTEIH,

YEPHOBHKH W TPOCKTHI JOKYMEHTOB W APYIHE€ MaTepHalibl, 00pa3oBaBIIUECS IMPU HCIOJIHCHHH
JIOKYMEHTOB, COJIEPKAIINUX TIEPCOHAIILHBIC TaHHBIC.

B npouenypy yHUUTOXKEHHS TOKYMEHTOB U HOCUTENEH HHPOopMauu 0e3 COCTaBICHUS aKTa BXOAUT
IIPOBEACHUE CIIEYIOIINX MEPOIIPUITHI:

Ppa3spbIBaHUC JIMCTOB, pPaspymicHUC MArduTHOI'O HWJIM HHOTI'O TCXHUYCCKOT'O HOCHUTCIIA B
MNPUCYTCTBUU HCIIOJIHUTCIIAA U PYKOBOAUTCIIAA MOAPA3ACIICHHA, NONYIICHHBIX K O6p360TKe
MNEPCOHAJIBHBIX JAHHBIX

HaKaIlJIMBaHKE OCTATKOB HOCHTEJIEH B OII€UaTHIBA€MOM SIIHKE (ypHe);

(I)I/ISI/I‘-IGCKOG YHUUTOKCHUC OCTAaTKOB HOCHUTEJIeH HCCKOJBKHMHU COTPYAHUKAMU
nmoapasaciacHu:A, AOIMYIHICHHBIMHA K pa60Te C NICPCOHAJIbHBIMU JTaHHBIMU

BHECEHHE OTMETOK 00 YHUYTOXCHUU B YYCTHBIC q)OpMBI AOKYMCHTOB U HOCHUTEIEH.

Pazpabotan

AnMuHUCTpaTOp HHPOPMALIMOHHOM 6€301MacHOCTH /

« » 20 1.




[punoxenne No23
K Ilpuxazy Ne 22 or 17.12.2020 rogna

ITPABHJIA
PABOTBI C OBE3JIMMEHHBIMU JAHHBIMU B OI'BY3 "Kupenckaa PB"

1. Hactosimue IIpaBuna paGotsl ¢ o0e3nmyeHHbIME NaHHBIMU B OI'BY3 "Kupenckas PB" (nanee -
[IpaBuia) ycraHaBIMBaIOT MOPSAOK MpoBeaeHus Mmeponpusitiit B OI'BY3 "Kupenckas PB" mno
00€37MYMBAaHUIO TEPCOHAIBHBIX JAaHHBIX, MOPSJOK M YCIOBUSA paboThl ¢ 00e3IUYEeHHBIMU
JAHHBIMH.

2. OOe3nmuurBaHUE TMEPCOHATBHBIX JAHHBIX U paboTa ¢ 00e3NMWYeHHBIMH JaHHBIMH B OIBY3
"Kupenckaa PB" ocymectBisiercss B cootBeTcTBuM ¢ DenepanbHbiM 3akoHOM 0T 27 wutois 2006
roga Ne 152-®@3 «O mnepcoHanbHBIX JaHHBIX» (nanee - @enepanbHblii 3akoH Nel52-D3),
noctanoBieHueM [IpasutensctBa PO ot 21 mapra 2012 roga Ne 211 «O06 yTBepKAeHUU TIEPEUHS
Mep, HalpaBICHHbIX Ha OOecleyeHHe BBINOJHEHUS 00sA3aHHOCTEH, MPEeayCMOTPEHHBIX
®enepanbHbIM 3aKOHOM «O TIEPCOHANBHBIX JAaHHBIX» M TMPHHATBIMA B COOTBETCTBHH C HUM
HOPMATHUBHBIMU TPAaBOBBIMU aKTaMH, ONEPAaTOpPaMHM, SBISIOMIMMHUCS TOCYIAapCTBEHHBIMHU HITH
MYHUIUTIAIBHBIMU OpraHaMiy», HacTosmuMu [IpaBuinamMu U ApyruMyU HOPMATUBHBIMU HPAaBOBBIMHU
aKTaMHM, KacaroIUMuUCs 00pabOTKH MEePCOHAIBHBIX JaHHbIX.

3. OcHOBHBIC TIOHSTHS W TEPMHUHBI, HCIIOJB3YeMble B HACTOSAMMX [lpaBmiiaX, MPUMEHSIOTCS B
3HAuYEHUsX, onpeaeseHHbIX DenepanbHbIM 3aKkoHOM Ne 152-D3.

4. lLenpto oO0e3nMUMBaHMS IEpPCOHANBHBIX NaHHBIX B OI'BY3 "Kupenckas PB" sBnsercs
o0ecrieyeHHe 3alUThl MEePCOHAIBHBIX AAHHBIX TPaXAaH OT HEMPABOMEPHOIO0 MM CIy4aiHOro
JOCTylla K HHUM, YHUYTOXEHHUS, W3MEHEHMs, OJOKHPOBAaHUs, KONHWPOBAHUS, NPEIOCTABICHMUS,
pacmpocTpaHeHUss TEePCOHAJIBHBIX NaHHBIX, a TAaKKe OT HWHBIX HETMPaBOMEPHBIX JCWCTBUI B
OTHOIIICHUY TIEPCOHAIBHBIX JTaHHBIX.

5. Obe3nmnurMBaHUE MEPCOHANBHBIX JAHHBIX MOXET OBbITh MPOBEACHO AJISl PEIICHHs CIEAYIOIUX
3ajau:

® [IOJIy4YCHHsI CTATUCTUYECKUX JaHHbIX;

® CHWXEHHUs ymiepOa oT pas3rialeHus 3alMiaeMbIX IepCOHATbHBIX 1aHHBIX;

® CHWXEHHS KJacca MCIOJIb3YeMbIX HH(POPMAIIMOHHBIX CUCTEM NEPCOHABHBIX JJaHHBIX.

Kpome Toro, o6e3nuuuBaHue NMEPCOHATBHBIX JAHHBIX MOXET OBITh MPOBEAEHO MO JOCTHXKEHUIO
CPOKOB 00pabOTKH WM B Cy4dae yTpaThl HEOOXOIUMOCTH B JOCTIIKCHHUH Iiesiel 00pabOoTKu, eciin
WHOE HE MPEeIYyCMOTPEHO 3aKOHOAaTeNbcTBOM Poccuiickoi denepanuu.

5.1. B ciaywyae moctmkeHus 1eneil oOpaOOTKM MEPCOHANBHBIX JAHHBIX WIM B CIy4ae YTpaThbl
HEOOXOAMMOCTH B HMX AOCTWXKEHHH, coTpyaHuk OI'BY3 "Kupenckaa PbB", obpabaTbiBaromuii
NEePCOHAIbHbIE JTaHHbIE, 00s3aH:

e HEe3aMeUINTENIbHO MPEeKPaTUTh 00PabOTKy MEPCOHATBHBIX JaHHBIX;

e 00€3JIMYUTh COOTBETCTBYIOIIME EPCOHANBHBIE JaHHbIE B CPOK, HE IpeBblatomuii 30 qaei
C J1aThl IOCTHXKEHHUS Lesiel 00paOOTKU MEPCOHANIBHBIX JaHHBIX WIN yTPaThl HEOOXOAUMOCTH
JNOCTHKEHMSI 3THX LEJEH.

5.2. IlepcoHasbHbIE JaHHBIE HE 00€3IMUUBAIOTCS B CIIydasix, €CIu:

e JIOTOBOPOM (COTJIAIIEHHUEM), CTOPOHOIN KOTOPOTO WJIM MOPYUYUTENIEM 110 KOTOPOMY SIBJISIETCS
CyOBEKT MEepPCOHANBHBIX JaHHBIX, IPEYCMOTPEH MHON MOPSAIOK 00pabOTKH MEePCOHAIBHBIX
JAHHBIX;

® 3aKOHO/ATENIbCTBOM  YCTAHOBJIEHBl CPOKM  OOS3aTENIBHOIO  apXHMBHOTO  XpaHEHHUs
MaTepHaJIbHbIX HOCUTENIEH IEPCOHANIBHBIX TaHHBIX;

® B HHBIX CIyYasX, NPSMO IPEIYCMOTPEHHBIX 3aKOHOAATEIbCTBOM.



5.3. B cnyuae BBIABIEHUS HEJOCTOBEPHOCTH NEPCOHAIBHBIX JIAHHBIX, HEIIPABOMEPHOCTH JACHUCTBUI
C TMEpCOHAJIBHBIMH JAaHHBIMH COTPYIHUK OI'BY3 "Kupencxkas PBF", o0pabaTbiBaromuii
NEPCOHAJIbHBIE JIaHHbIE, O00s3aH OCYLIECTBUTh HE3aMEUIUTEIbHOE OJIOKUPOBAHME YKA3aHHBIX
NIEPCOHATIBHBIX JIaHHBIX U B CPOK, HE MPEBBIIIAIONUI 3 pabouux JHEH ¢ 1aThl TAKOTO BBISBICHUS,
YCTPAHUTBh JIOMYIIEHHbIC HAPYLICHHUS.
B cinyuae nmoaTBepikaeHus pakTa HEJOCTOBEPHOCTH NEPCOHAIBHBIX JAaHHBIX cOTpyaHuk OI'HY3
"Kupenckas PB", o0pabaTbIBaromnii IEpCOHANBHBIE JaHHBIC, YTOUHSAET NEPCOHAIBHBIC JTaHHBIC U
CHMMAET C HUX OJIOKUpOBaHHME HA OCHOBAaHHUHU JIOKYMEHTOB, MPECTABICHHBIX:

e CyOBEKTOM NEPCOHAIBHBIX JAHHBIX (€r0 3aKOHHBIM MPEICTABUTEIIEM);

®  YIOJHOMOYEHHBIM OPT'aHOM II0 3aIUTE MPAB CYyOHEKTOB MEPCOHAIBHBIX JIaHHBIX;

® UHBIMU JIMLIAMHU.
5.4. B ciayuyae HEBO3MOXXHOCTH YCTpaHEHMsI AONYLIEHHBIX HapylleHud cotpyaHuk OIBY3
"Kupenckas PB", oOpabaTbhIBalomuii MEepCOHAIBHBIC JaHHBIC, B CPOK, HE mpeBblmaromuid 10
pabounx JHEH C AaThl BBIABICHUS HENPABOMEPHOCTU JEHCTBHM C MEPCOHATBbHBIMU JAaHHBIMU,
00e3IMIMBaCT IMePCOHATHHBIC TAHHEIC.
OO0 ycTpaHeHMM JOMYIIEHHBIX HApyIICHHH WM 00 OOE3MMYMBAHUU TEPCOHAIBHBIX JJTaHHBIX
corpynuuk  OI'bY3 "Kupenckas PB", 00pabaThIBalolfii NEpCOHAJIbHBIE JaHHBIC, YBEAOMIIET
CyObeKTa NMEepCOHAIBHBIX JAaHHBIX (€ro 3aKOHHOTO MpeAcTaBUTENs) MO (opme yBeroMIIeHHsS 00
YCTpaHEHUH JOMYIICHHBIX HAPYIICHUH WK yBeaomiieHus o0 yauutoxxeHuu (IIpunosxkenue Ne 1, 2)
U (MIM) YHOJTHOMOYEHHBIM OpraH Mo 3alluTe MpaB CyOBEKTOB MEPCOHATBHBIX JTaHHBIX 1O (hopme
yBEIOMJICHHS 00 YCTpaHCHHM OMYIIECHHBIX HAPYIICHUH WM YBEJIOMIICHUS 00 YHUUTOXKEHUH
(ITpunosxenue Ne3, 4).
5.5. B cnydyae or3biBa CyOBEKTOM IEpPCOHAIBHBIX JAHHBIX COIJIAaCUsl Ha 00pabOTKy CBOMX
MEePCOHANBHBIX JaHHBIX cOTpyAHUK OI'BY3 "Kupenckas PbB", oOpabaTbhiBatonuii nepcoHalbHbIe
JaHHbIe, 00s3aH MPEKpPaTHTh OOpPabOTKY MEepPCOHANBHBIX JAHHBIX M OOE3HYHTh MX B CPOK, HE
npesbimatommid 30 paboyux JHEH C AaThl MOCTYIUIEHUS YKa3aHHOT'O OT3bIBAa, €CIM HHOE He
IIPEYyCMOTPEHO 3aKOHOAATEIbCTBOM, JOTOBOPOM MM cornamenueMm Mexny OI'BY3 "Kupenckas
PE" 1 cyOBeKTOM NepcoHalbHbIX AaHHBIX. O0 00€31M4YNBaHUM IIEPCOHAIBHBIX JAHHBIX COTPYAHUK
OI'BY3 "Kupenckas PB", o0pabaThIBalONUi IEPCOHANBHBIC JJAaHHBIC, YBEIOMIIICT CYOBEKTa
MIEPCOHAIBHBIX JAHHBIX (€0 3aKOHHOT'O IPEICTaBUTES).
6. CriocoOblI 006e3THUBaHUS:
6.1. K cnocobam 00e3nu4uBaHusl MEPCOHAIBHBIX JaHHBIX MPH YCIOBUU JajibHeEIIed oO0paboTKu
NEPCOHAIBHBIX JAHHBIX OTHOCSATCS:

® yMEHbLICHHE NepeuHsi o0pabaThIBaeMbIX CBEJCHUHM, 3aMEHA YacTH CBEAECHUH CIOBHBIMU

0003HaYeHUSIMH, 000011IeHNE (TOHMKEHNE) TOYHOCTH HEKOTOPBIX CBEICHHUI;
e JleJIeHHE CBEJEHMM Ha 4YacTH M o0paboTKa MX B pPa3HbIX MHMOPMALMOHHBIX CHUCTEMaX,
JIPYTUe CrocoObl.

6.2. K cnocobam 00e3mnurBaHus MEPCOHATIBHBIX JaHHBIX B CIy4ae JTOCTHKECHHUS Leei 00paboTKu
WIH B cllyyae yTpaTbl HEOOXOJUMOCTH B JOCTHKEHUH ITHX LI€JIe OTHOCITCS:

® COKpalEHHE [IEPEYHs IEPCOHAIBHBIX JaHHbIX;

® YHUYTOXXECHHE [IE€PCOHAJIBHBIX JAHHBIX.
6.3. VYHUUYTOKEHHE YacTU IEPCOHANBHBIX [aHHBIX, €CIU O3TO JOINYCKAeTCs MaTepUaJbHBIM
HOCHUTEJIEM, TMPOU3BOJUTCS CIOCOOOM, HWCKIIOYAIONIMM  JalbHEHUIIYyI0 00paboTKy 3THX
MEPCOHANBHBIX JAHHBIX C COXPAHEHHEM BO3MOXKHOCTH OOpaOOTKH MHBIX MEPCOHATIbHBIX JAHHBIX,
3a(MKCUPOBAHHBIX HA MaTepUAIbHOM HOCUTEINE (3aKpalliBaHUEM, BHIPE3AHUEM U T.1I.).
7. IlpaBuiia paGoThl ¢ 00€3TMYECHHBIMH JJAHHBIMU
7.1. OOe3nuueHHbIE MEpPCOHAJIbHBIE [aHHbIE HE MOJUIeKAT pA3IJIalleHUI0 M HapyLICHHIO
KOH(UIEHIINAIBHOCTH.



7.2. O6e3nuyYeHHBIC TIEPCOHATIBHBIC JTaHHBIE MOTYT 00pabaThIBaThCSA C HMCIOJIB30BAaHHEM M 0€3
WCTIOJIb30BAaHUS CPE/ICTB aBTOMATH3AIINH.
7.3. Ilpu o00paboTke OOE3NMYEHHBIX MNEPCOHAJBHBIX JaHHBIX C HCIOJb30BAHUEM CPENCTB
aBTOMAaTU3AIMHA HEOOXOIUMO:
® JCTOJb30BAaHUE MAPOJIEH;
® JCTOJh30BAaHUE AHTUBUPYCHBIX MPOTPAMM;
e COOMIOZICHNE TPABWII JOCTYIA B IOMEIICHUS, B KOTOPBIX BeAETCS 00pabOTKa MEPCOHATBHBIX
JAHHBIX;
7.4. Tlpu o006paboTke OOE3NMUYEHHBIX IEePCOHATBHBIX JaHHBIX O€3 WCIOJIb30BaHMS CPEIICTB
aBTOMATHU3AIIMA HEOOXOMMMO COOIIOIEHUE:
e XpaHEHUs OyMaXKHBIX HOCHTEJCH B YCIOBHSX, UCKIIOYAONINX JOCTYIT K HUM ITOCTOPOHHHX
WL,
e COOJIOZICHNE TIPABWIT JOCTYIA B IOMEIICHHUS, B KOTOPBIX BeAETCS 00padOTKa MEPCOHATBHBIX
JTAaHHBIX.

PazpaboTtan
AnMuHUCTpaTOp HHPOPMALIMOHHOM 6€301MacHOCTH /

« » 20 T.




[Tpunosxenue Ne 1
K [IpaBunam paGoThl ¢ 00€3TMUCHHBIMH
JTaHHBIMU

YBenomienne 00 ycTpaHeHUH JONYIIEHHbIX HAPY ICHU I

YBaxaemblii(as)

(pamunus, UM, OTUECTBO)

B CBs3H C

coob1aeM BaMm, 4To Bce TomyIlIeHHbIE HapyleHus: Ipu 00padboTke Bammx nepcoHanbHbIX JaHHBIX
YCTPaHEHBI.

« » 20 r

(mara) (monmnucs) (pacumdpoBka o HcH)



[Tpunosxxenue Ne 2
K [IpaBunam paGoThl ¢ 00€3TMUCHHBIMU
JTaHHBIMU

YBenomiienne 00 yHHUYTOKEHUH

YBaxaemblii(as)

(pamunus, UM, OTUECTBO)

B CBs3H C

coobmaeM Bam, uro Bamm nepcoHanbHble JaHHbIE YHUUTOKEHBI.

« » 20 r

(mata) (moamucs) (pacumdpoBka moKucy)



[Tpunosxxenne Ne 3
K [IpaBunam paGoThl ¢ 00€3TMUCHHBIMU
JTaHHBIMU

yKa3aTh YIIOJTHOMOYEHHBIN OpraH

YBenomienue 00 ycTpaHeHUM JONYIEHHbIX HAPYIIEeH it

Hacrosmum yBemomiieHneM coobimaeM BaM, 4To 1omyIieHHbIe HapymeHus npu o0padboTke
MEePCOHATBHBIX TAHHBIX, 3 UMEHHO

(YKa3atp JoIyIIeHHbIe HapyIICHHs)
YCTpPaHEHBI.

« » 20 r

(mata) (Toamucs) (pacmugpoBKa HOIMHCH)



[Tpunoxxenue Ne 4
K [IpaBunam paGoThl ¢ 00€3TMUCHHBIMU
JTaHHBIMU

yKa3aTh YIIOJTHOMOYEHHBIN OpraH

YBenomiienne 00 yHHUYTOKEHUH

HaCTOHH_II/IM YBCOAOMIICHUEM coo6maeM BaM, YTO B CBA3HU C

IEPCOHAJIBHBIC TaHHBIC

(yKaSaTB, YbU MICPCOHAIbHBIC ,Z[aHHLIe)
YHHUYTOKCHBI.

« » 20 r

(mara) (monmnucs) (pacumdpoBka moucH)



ITpunosxenne Ne24
K Ilpukazy Ne 22 ot 17.12.2020 ropa

KYPHAJI
YUYETA HEPEJJAYH ITEPCOHAJIBHBIX TAHHBIX

Kypnan HayaT « » 201 .
JIOIDKHOCTD
/ /
noonuco damunus, ums, omuecmeo
KypHan 3aBepiieH « » 201 1.
JIOJIDKHOCTD
/ /
NOONUCH Gpamunus, ums, omuecmeo

Kypnai cocraBneH Ha JIUCTaX



o/

CBeneHus o 3anpanmBaroneM
JIALIE

Cocras 3anmpanmBaemMbIiX
MNEPCOHAIBbHBIX TAHHBIX

Lenp nonyuenus
NEPCOHATIBHBIX
JTAaHHBIX

OTMeTKa 0
nepeaave uiu
OTKa3e B Mmepeaye
MEePCOHAIBHBIX

Hata nepenaun/
OTKa3a B
NPEA0CTABICHUH
MEPCOHATBHBIX
JaHHBIX

Iloanuce
3anpaliuBaro]
€ro Juna

Iloanucs
OTBETCTBEHHOT'O
COTpYAHHUKA
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COI'TIACHE
HA OBPABOTKY INEPCOHAJIBHBIX IAHHBIX

T. «_» 201 .

A, ,
(®.11.0)
cepust No BBLIAH

(BUJ IOKYMEHTA, YIOCTOBEPSIOIIETO JIUIHOCTD)

(xorma u Kem)

MIPOKUBAIOITUH (as1) TIO ajpecy :

HACTOSIIMM JIal0 CBOE COTJIacHe Ha 00paboTKy

(HauMeHOBaHUE U aJipec oneparopa (OpraHa UCIOTHUTENLHON BJIACTH)

MOUX MNCPCOHAJTBbHBIX AAHHBIX W IMOATBECPKAAIO, YTO, JaBasd TaKO€ COrjacue, s I[GflCTByIO cBOEH
BOJICH U B CBOMX MHTEpECAX.

Cornacue mgaeTcst MHOIO JUIS I(eJIEr

(1ems 00pabOTKY MTEPCOHATHHBIX JAHHBIX)
U pacrpoCTPaHsIETCs Ha CIIEAYIONIYI0 HH()OPMAIIHIO:

(mepedyeHp MepCOHAIBHBIX JTaHHBIX)

Hacrosimiee cormacue npeaocTaBisieTcsl Ha OCYIIECTBICHUE JTIOOBIX TEHCTBUI B OTHOIIICHUH
MOUX MEPCOHATBHBIX JAHHBIX, KOTOPbIE HEOOXOIUMBI WM KEJAeMBbI I JOCTHXKCHUS YKa3aHHBIX
BBHIINIC IIeTieH, BKIoyas (0e3 orpaHudeHusi) cOOp, CHUCTEMATH3AlHI0, HAKOIUICHHWE, XPaHCHHE,
yTouHeHHne (0OHOBJICHHE, N3MEHEHHUE), UCIIOJIb30BaHUE, PACTIPOCTPAHEHHE (B TOM YHUCIIE Iepeiaya),
o0e3nMunBaHue, OJIOKMPOBAHWE, YHHUTOXKCHHE, TPAHCTPAHUYHYIO TIepeaady IepPCOHATbHBIX
JTAHHBIX, & TAaK)K€ OCYIIECTBIICHHE JIFOOBIX MHBIX ACHCTBUNA C MOMMH MEPCOHATHHBIMH JTAHHBIMU C
y4eToM (eieparbHOr0 3aKOHOIATeIhCTBA.

B CJIyda€ HCIPABOMCPHOI'O HCIIOJIb30BaHUA MPCAOCTABIICHHBIX MHOK TICPCOHAJIBHBIX HAHHBIX
coriaacue OoT3pIBacTCA MOMM IIMCbMCHHBIM 3asIBJICHHUCM.

JlaHHOE cornacue IeUCTBYET C «_ » 201 r.mo«_ » 201 .

(®.1.0., noanuce auIia, AaBLIETO COIJIACHE)
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®OPMA 3ASABJIIEHUSA CYBBEKTA Ob OT3bIBE COI'JIACUA

PykoBogurento

N.0. damunus

(ampec)
oT

®.11.0. cyOpekTa

azipec, T 3apEeruCTPUPOBaH CYOBEKT

HOMEP OCHOBHOTO TOKYMEHTA, YIOCTOBECPAIOUICTO €T0
JIMYHOCTh

JlaTa BbLAa91 YKAa3aHHOI'O JOKYMCHTa

HAaUMCHOBAHUEC OpraHa, BbIAABHICTO JOKYMCHT

3AABJIEHUE

IIpomry Bac

(mpexpatuTh 06pabOTKY, OIOKMPOBATH/YTOUHUTH/M3MEHATE/ YHIUTOKUTH/YCTPAHUTh HAPYIICHHU )

MOUX IICPCOHAJIBHBIX JAHHBIX B CBA3U C

(ykazaTp IpuUInHY)

« » 201 r. / /

(Tomuce) (dPamummus 1.0.)
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YBEJOMJIEHHUE
Ob OBPABOTKE (O HAMEPEHUU OCYHIECTBJIATBD OBPABOTKY)
IHEPCOHAJIBHBIX TAHHBIX

(HauMeHOBaHHUE CTPYKTYPHOTO MOJpa3eIeH s, paMIINs 1 HHULIHAIBI PYKOBOIUTEIS)

C IICJIbIO

(11es 00pabOTKH MEPCOHATBHBIX JAHHBIX)

OCYIIECTBIsIET 00pabOTKY:

(kaTeropuu MePCOHATBHBIX TaHHBIX)

MIPUHAICKAIINX ;

(xaTeropuu cyObEKTOB, IEPCOHATBHEBIC TaHHBIC KOTOPBIX 00padaThIBAOTCS)

O6pa60TKa BbINICYKA3aHHBIX MCPCOHAIIBHBIX JaHHBIX OCYHICCTBIIACTCA ITYTCM!

(nepequL HeﬁCTBHﬁ C TMNEPCOHAJIBHBIMH JTaHHBIMHU, O6HI€€ OIMMCAHUC UCIIOJIb3YyCMbIX croco0oB 06pa6OTKI/I
NEPCOHAJIBHBIX I[aHHI)IX)

O6paboTka OCYIIECTBISIETCS C MCIOJb30BaHUEM HMH(POPMAIIMOHHON CHCTEMBl 00pabOTKH
nepcoHanbHbIX JaHHBIX (MCI1/IH)

(xapakrepuctuxu UCITIH)

C IIPUMCHCHUEM MCD obOecnieucHus 0€30IaCHOCTH O6pa6OTKI/I MEPCOHAIBHBIX TaAHHBIX

(OHI/IcaHI/Ie MNPUHUMACMBIX MEP IO obecrneueHno 6€30MacHOCTH NEPCOHATIBHBIX JaHHBIX IPU UX 06pa60TKe)

Z[aTa HaydaJia 06pa6OTKI/I NEPCOHAJIBHBIX JAHHBIX:

Cpox 158107 YCJIOBUE MPEKPALLICHUS 00paboTKn MEePCOHAIBHBIX
JAHHBIX:

OTBeTCTBEHHOE JHUIO 3a obecreueHre Oe30MacHOCTH IEePCOHAIBHBIX JIAHHBIX B OI'FY3
"Kupencxaa PB" npu nux o6paboTKe Kak C UCIOJIb30BaHUEM, TaK U 0€3 HCIIOIb30BaHMSI CPE/ICTB
aBTOMAaTH3allMu:

(TOIKHOCTD, (haMITHS, UMSI, OTYECTBO, KOHTAKTHBIN Tese(OH)



Pazpaborunk UCIIIH

(TOMKHOCTB, (haMILTHS, UMSI, OTUYECTBO, KOHTAKTHBINA TeNe(OH)

JOJKHOCTh MIOJIIHUCh, 1aTa pacmngpoBKa IMOAMNUCH
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COTJIACHUE CYBBEKTA MEPCOHAJILHBIX TAHHBIX CYUTATH CBEJIEHUS
OBLIEJOCTYITHBIMUA

(®.J1.0.)

(ampec cyOBekTa)

(HOMep OCHOBHOTO JIOKYMEHTA, YI0CTOBEPSIIOLIErO €ro JIMYHOCTh, CBE/ICHHS O JIaTe BbIJaYH YKA3aHHOTO JOKYMEHTA U
BBIJIaBIIEM €T0 OpTraHe)

Jaro COrjiaCuc CUMTaThb CIACAYIOIIUC IICPCOHAIbHBIC JJAHHBIC O6H_IC,I[OCTy1'IHBIMI/IZ

(Hepe‘II/ICHI/ITL NIEPCOHAJIBHBIC Z[aHHBIG)

HEO0OXOUMBIX B HEeTIAX nH(pOPMAITMOHHOTO obecrieueHus npu pabote B

PAacIOI0KEHHOTO 110 a/Ipecy:

CormaceH Ha COBEpPIICHHE CIEAYIONIMX JIEUCTBUM C MOUMH  OOIIEIOCTYITHBIMU
MEPCOHATBHBIMY JaHHBIMH: cOOp, 3aHCh, CUCTEMATU3AIUI0, HAKOIUICHHE, XpaHEHHEe, YTOUHEHHE
(oOHOBNIEHME, W3MEHEHHE), W3BICYCHUE, HCIOJIb30BaHUE, TMepenady (pacmpocTpaHEHue,
MpeloCTaBIeHUe, [JOCTyM), OOe3NuYMBaHHE, OJOKUPOBAHWE, YHHUTOXKEHHE, YyAalleHHue
MEPCOHANBHBIX JAHHBIX CIICIYIONIMMHU CIIOCOO0aMHU: aBTOMAaTH3MpPOBaHHAs 00paboTka, 0OpaboTka
0€3 UCIOTb30BaHMs CPEACTB ABTOMATH3AIHH.

B ciyuae oT3bIBa coryacusi Ha 00pabOTKy NEepCOHANIbHbBIX AaHHbIX, B OI'BY3 "Kupenckas
PE" 00s3yetcs mpekpaTuTh 0OpabOTKY MEPCOHANBHBIX TAHHBIX M YHUYTOXHUTH MEPCOHAIBHBIC
JTaHHBIE B CPOK, HE TpeBblaromuii 30 qHei.

JlaHHOE cornacue JEeUCTBYET C «__ » 201 r.mo«_ » 201 r.

C IMpaBOM OT3bIBa HACTOAIICTO COIJIaCHUsA O3HAKOMIICH.

« » 201 r.

(moamuce)
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KYPHAJI
PETMCTPAIIMM KJTIOUEW U TEYATEW OT CHEI. IOMEIIEHUNA/XPAHUJIAILL
B OI'bY3 "Kupenckas PB"

Kypnan HayaT « » 201 r.
JlOmKHOCTD
/ /
noOnuUcy Gamunus, ums, omuecmeo
XKypHan 3aBepieH « » 201 1.
JIOIDKHOCTD
/ /
nOONuUCh Gpamunus, ums, omuecmeo

Kypnai coctaBneH Ha JIUCTaX



OTMETKH OTBETCTBEHHOTO MOJIb30BATEIIS

Cenenus 00

TpaTe/3aMeHe
Howmep Howmep (kaspanre) KPUIITOCPEACTB/ PYKOBOIAUTENS yTp
N kitoua (Ne
Ne | PeructpaumoHHbIN | 3K3eMILIsApa PEXKUMHOTO Hata, ®1O, nonyuuBiiero
Hara, monmuce o aKTa,
/11 HOMEp KJII0Ya KJIIo4a MTOMEILICHUS/ KJII04, IOIINCH St0ii
citykeOHOM
(meuatn) XpaHUIHIIA oUo oMy CHIH T
JyOJIMKaTa KIlto4ya 3aIMCKH H
T.I1.)
2. 3. 4. 5. 6. 7. 8.

A WINRF P
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KYPHAJI
YUYETA MEPOIIPUSATUM IO KOHTPOJIIO OBPABOTKHA 1 3AIIIATHI THOOPMAIINH
B HTHOOPMANNOHHBIX CUCTEMAX OI'bY3 "Kupenuckas PE"

Kypnan HayaT « » 201 .
JIOIDKHOCTD
/ /
noonuco damunus, ums, omuecmeo
KypHan 3aBepiieH « » 201 1.
JIOJIDKHOCTD
/ /
NOONUCH Gpamunus, ums, omuecmeo

Kypnai cocraBneH Ha JIUCTaX



[ara
MIPOBEICHUS
MEpOIPHUATHS

Ha3Banue mMeponpustus

Hassanue UC, B koTOpOIt
MIPOBOJIUIIOCH MEPOIIPUSATHE

®.1.0. ¥ 10KHOCTD JINIIA,
UCTIOTHUBIIIETO MEPOTIPUSATUE

Pesynbprat npoBeaeHHOro
MEpPOIIPUATHS
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KYPHAJI
PESEPBUPOBAHUS UHOOPMAIIMOHHBIX PECYPCOB
OI'FY3 "Kupencxas PB"

Kypnai Hayat « » 201 .
JIOIDKHOCTB

/ /
NOONUCH damunus, ums, omuecmeso
Kypnai 3aBepiieH « » 201 1.
JIOJIDKHOCTD

/ /
Nnoonuch Gpamunus, ums, omuecmeo

Kypnai cocraBneH Ha JIUCTaxX



n/m

Jara

Bun pesepBupoBanus
(ToTHOE, YacTHIHOE)

HanmenoBanune
pe3epBUpyeMoro
HH(POPMAITMOHHOTO

pecypca

KonmuectBo (0Ommmii
pa3mep ¢aiton)

Tun HocuTEIS

Cepuitnblii Homep
HOCHTEIIS
nHpOpMaIU

OTBETCTBEHHOE
JIMIO

IMpumeuanue
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KYPHAJI
YUYETA CEPTU®UIINPOBAHHBIX CPEJICTB
SAIATBI UHO®OPMAIIUMU (C3HN)

Kypnan Hayat « » 201 .
JIOMKHOCTD

/ /
noonucy Gamunus, ums, omuecmso
KypHan 3aBepiueH « » 201 .
JIOMmKHOCTD

/ /
NOONUCD Gpamunus, ums, omyecmeao

KypHan coctaBieH Ha JIUCTaX



Hnpexc n
HaMMeHOBaHHUe
cpeacTBa
3aMTHI
HHpopManun

Cepuiinblii
(3aBojaCKOiA)
HOMeEp

Homep
CIenMaIbHOIO
3allMTHOI' O
3HAKa

Homep
cepruduxara
COOTBETCTBHUS U
JaTa ero
perucTpanuu

Jlanubie o
NpoAJIeHN
cepruduxara

HaumeHnoBanue
OpraHu3anmm,
ycranoBuBmeir C3U

Mecto
YCTAHOBKH

JlaTa
YCTAaHOBKH

Jara
BBIBO/IA
u3
IKCILTYa
Tauuu

IMopgnucek
OTBETCTBEHHOIO
JHIA
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KYPHAJI
O3HAKOMJIEHUSA COTPYJAHUKOB C JOKYMEHTAMHU B OBJIACTU 3AIIUTHBI UHO®OPMAIIUN
B OI'bY3 "Kupenckas PB"

Kypnan Hayat « » 201 .
JIOMKHOCTD

/ /
noonucy Gdamunus, ums, omuecmeo
KypHan 3aBepiueH « » 201 .
JIOMmKHOCTD

/ /
NOONUCD damunus, ums, omuecmeso

KypHan coctaBieH Ha JIUCTaX



HaumenoBa
HHUE TOK-Ta

damunusa
O3HaKaMJIMBAIOILIETOCSI
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KYPHAJI
HUHCTPYKTAXKA COTPYJJHUKOB C JOKYMEHTAMM B OBJIACTH OBECITEYEHUSI THOPOPMAIIMOHHOM BE3OINACHOCTH
C HCIIOJIB3OBAHUMEM CPEJCTB 3AIIUTHI THPOPMALIUHA (C3N)
U CPEJCTB KPUIITOTPA®UUYECKOM 3AIIATHI HTHOOPMAIIMHA (CK3H)
B HTHOOPMALNHNOHHbBIX CUCTEMAX OI'bY3 "Kupenckas PB"

Kypnan HayaT « » 201 r.
JlOmKHOCTD

/ /
NOONUCD Gdamunus, ums, omuecmeo
XKypHan 3aBepieH « » 201 1.
JIOIDKHOCTD

/ /
noOnuch damunus, ums, omuecmeso

Kypnai coctaBneH Ha JIUCTaX



DO "Ldao 'roou ey
EUITBLHOWAMOY KEHHOUITBLBALTIONE,

d3SS UED BH
EUITBLHOWAMOY KBHHOUITBLBALTIONE,

19N1844338S UED BH
EUITBLHOWANOY KBHHOUITBLBALTIONE,

811D 18NdIA €D eH
EUITBLHOWAMOY EBHHOUITBLBALTIONE,

HEAD
0 oiHomEedQo oI HMIMIAJLOHY|

HE)D WONHRLOEIIOLION
0 HY{][ 191UIIBE ULOBIIQO € HHUII0]
qD@ LHINANOY JUIEI0dOMA ]

MDD WOUHRLOEIIOIION
0 109ed unHorog0du ()

BL-MOI
QUHRIOHOIWHERH

O3HaKaMJIMBArOIICroc:

damunnsa
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ITPABUJIA BEJEHUSA ')KYPHAJIOB
B YACTU 3AIIUTHI THOOPMALIUN

1. Hacrosmue IlpaBuna ycTaHaBIMBaIOT NOPSAJOK BEJEHUS U XPAHEHUS CIIELUANIbHBIX )KYPHAJIOB B
YacTH 3aIIUThl HHPOpMaLUU
2. Ilpn ocymecTBI€HMM BHUIOB JAEITEIbHOCTH, CBA3aHHBIX C oOecredeHueM O0e30IacHOCTH
3ammaeMor nHpopMaIyy, JOObIE ONepanud, B pe3ylibTaTe KOTOPBIX HM3MEHSETCS YPOBEHb H
KJIaCcC 3alIUIEHHOCTH HH(POPMAIINH, TTOAJIeKAT 3aHECEHUIO B COOTBETCTBYIOIINH JKypHAJL.
3. PyxoBoautens OPITAHU3AILIMM nHa3HayaeT nul, OTBETCTBEHHBIX 3a BEJCHUE M XPAHEHHE
KYpHAaJIOB.
4. 3anucu B XypHajax pPETUCTPaldU MPOU3BOMASTCS JHMIIOM, OTBETCTBEHHBIM 3a MX BEJCHHUE U
XpaHEHue, MIApUKOBOM  pydkod (YepHMIAMH) C MNEPUOAMYHOCTHIO,  yCTaHABIMBAEMOM
pykosoaurenem OPI"TAHU3AILINN, Ho HE pexe 0JHOro pa3a B TEUEHUE JIHS COBEPILEHUS Ollepalvi
C 3alIMIIAEMbIMM JAHHBIMH Ha OCHOBAaHUM JIOKYMEHTOB, NOJTBEPKIAIOLIMX COBEPIIEHUE 3THUX
omnepanuu.
5.Kaxapiii )kypHai Ha epBoil cTpaHuIle 00JI0KKH JOJIKEH UMETh CJIEAYIONIYI0 HH(OPMALIHIO:

— Ha3sanue xypnana

— OTBETCTBEHHBIH 32 BEJCHUE KypHaIa

— /JlaTa Hauana BeeHUs KypHaia

— /JlaTa okOoH4YaHMsI BeleHUs XKypHaia

— MecTo XpaHeHus B Ipolecce padoThl

— CpoK apXHBHOTO XpaHEHUS

— MecTo apXMBHOI'O XpaHEHUs
6.CTpaHu1bl )KypHaa JOKHBI ObITh IPOHYMEPOBaHbI
7. XypHasibl JOMXKHBI OBITH COPOLIIOPOBAaHbBI, MPOHYMEPOBAHBI M CKPEIUICHBI IOAMHCHIO
pykoBoautenss OPI"TAHU3AILINU u newatsio OPTTAHU3ALINN.
8. 3amucu I0KHBI BECTUCH NOCIIEA0BATENbHO, HE JOIYCKAETCs Je/aTh 3allMCHU CIIpaBa WIN ClieBa
OT y’K€ CEJIaHHBIX 3aIlUCEN.
9. 3ampeniaercss OCTaBIATh CBOOOJHOE MECTO Ha CTPaHULAX TaK, YTOObI BEPXHSSA YacThb CTPAHMILIBI
Obl1a CBOOO/THA, @ BHU3Y OBLIIN C/CIIaHBI 3aIHCH.
10. Hymepauus 3anuceld B )KypHajlax OCYILECTBISETCS B Ipeseiax KajleHIapHoro roja B MOpSIKe
BO3pacTaHusi HoMepoB. Hymeparnus 3amuceil B HOBBIX JKypHajlaXx pErucTpaliy HauyMHAETCS C
HOMeEpa, CJIEAYIOLIETO 3a MOCIEIHUM HOMEPOM B 3aII0JIHEHHBIX JKypHasax.
11. He ncnonp30BaHHbIE B TEKYIIEM KAJIEHAAPHOM IOy CTPAHULBI )KypHAJIOB IPOYEPKUBAIOTCSA U
HE UCIOJIB3YIOTCS B CIECAYIOIEM KaJICHIaPHOM TOLy.
12. Ecniu B polniecce BeAEHUs 3alMcel BOZHUKAIOT 3allMCH Ha OTAEJbHBIX JIUCTAX, 3TH JIUCTHI, a TaK
K€  JIOKYMEHTbl WIM HX KOIMH, IOATBEPXKAAIOIINE COBEPIIEHUE OINEpalMM C 3allluliaeMOon
uHpopManuei, JOHKHBI ObITh MOJIINTBI WM BKIIEEHBI B XKypHai. JlomyckaeTcsl MOJIIINTh TaKue
3allMCH M JOKYMEHTBl B OTACIBHYIO IANKy, KOTOpas XPaHUTCS BMECTE C COOTBETCTBYIOIIUM
KYpHAJIOM.
13. 3anuce B JKypHajJax KaxJAOW TMPOBEACHHON OINEpallvy 3aBepsieTcs MOJINUCHIO JIMLA,
OTBETCTBEHHOTO 3a UX BEJICHHE U XpaHEHHE, C YKa3aHUeM (paMUINK U UHUIHAJIOB.
14. 3anpeniaercd BHOCUTH 3allMCH KapaHJAIIOM M HCIIOJIB30BaTh 3aMa3Ky. Eciu 3amuch caenaHa
OImMUO0YHO, HEOOXOAMMO 3aUYEepPKHYTh €€ TaK, 4TOOBl OblIa BHUIHA OIMIMOOYHO CHACITaHHAS 3aIHCh,



pSAIOM BHECTUM NpPaBWIbHYIO 3amuch. Ecnm ommbOka Obula JOMylleHAa IHpPH 3alHCH HUTOTOBBIX
pe3ysIbTaTOB, PSAOM C TPABWIBHOW 3alKChI0 HEOOXOAMMO TMOCTaBUTH JAAaTy M MOANHUCH. Ecimu
3anucy ObUTH ClIeNaHbl TaK, 4YTO MECTa JIJIsi BHECEHUS MPAaBUIIbHON 3aIMCH HET, OUIMOOYHYIO 3aIUCh
HE00XO0AMMO 3aYEPKHYTh, BBIJCIUTH MAPKEPOM, TOCTABUTH PSIIOM 3HAUOK «*» U BHECTU
IIPABWJIBHYIO 3aIIMCh B KOHIIC TEKYIIECH 3aIIMCH.

15. UcnpaBneHusi B jKypHajax 3aBEpAIOTCS MOJIMUCHIO JHUIA, OTBETCTBEHHOI'O 3a UX BEIEHUE U
xpaHeHue. [loguncTky u He3aBepeHHbIE UCTIPABIICHUS B )KypHajlaX PErUCTPALMU HE TOIYCKAOTCS.
16. XKypnan peructpauun XpaHuTcs B MeTauinueckoM mkagdy (ceiipe) B TeXHHUYECKH
yKperuieHHOM nomeunieHud. Kiroun ot Metaqumdeckoro mkada (cefida) M TEXHHUYECKU
YKPEIUIEHHOTO NOMELICHHs HaXOMATCS y JIMIA, OTBETCTBEHHOI'O 3a BEIECHUE U XPaHEHHE XXypHaJIa
perucTpanui.

17. 3amoyiHEHHBIE XKYpPHaJlbl BMECTE€ C JIOKYMEHTaMH, IOATBEPKAAIOIIMMU OCYIIECTBIECHUE
onepanuii, xpansarcs OPTAHU3AIIMEM B Teuenme 10 ner mocie BHECEHHS B HHX MOCTIEIHEHl
3anucH. [lo wmcTedeHMM yKa3aHHOTO CpOKAa JKypHaJIbl IOJUIEKAT YHHYTOKEHHUIO IO aKTY,
yTBepxkaaemomy pykooaureaem OPITAHU3AIIMN.

18. Ilpum peopranuzauuy IOPUIAYECKOTO JIMIA JKypPHAJIblI M JOKYMEHTBI, IOIATBEPKIAOIINE
OCYILIECTBIIEHUE OINEPALMA, IEPEIAIOTCS HA XPaHEHHUE ITPAaBONPEEMHUKY.

19. B ciyuyae nuKBHJALMHU IOPUAMYECKOrO JIMLA JKypHajdbl M JOKYMEHTHI, IOITBEPKIAIOLINE
OCYILIECTBIIEHUE ONEpalni, EPEaloTCsd Ha XPAaHEHUE B TOCYNAPCTBEHHBIM WJIM MYHULMIIAIbHBIN
apXuB MO MECTY HaxOXXICHHs IOPUIMYECKOro JIMLA B COOTBETCTBUU C 3aKOHOJATEIHCTBOM 00
apxuBHOoM Jene B Poccuiickoin ®Penepanuu 10 HCTEUEHUs CpPOKA HMX BPEMEHHOIO XpaHEHUs,
YCTaHOBJIEHHOTO IyHKTOM 17 Hactosumx IlpaBun, mocie dYero mnoayiexar YHUUYTOXKEHUIO B
YCTaHOBJICHHOM IMOPSJKE.

PazpaboTtan
AnmuHHCTpaTOp MHGOPMALMOHHOM 6€3011acCHOCTH /

«_» 20 r.



http://www.consultant.ru/document/cons_doc_LAW_169580/?dst=100171
http://www.consultant.ru/document/cons_doc_LAW_139245/?frame=3#p490
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MNOPAJOK JOCTYIIA COTPYJHUKOB
B IOMEHIEHUS, B KOTOPBIX BEJAETCA OBPABOTKA ITEPCOHAJIBHBIX
JAHHBIX B OI'bY3 "Kupenckas Pb"

1. Hacrosmuit  [Topsimok  goctyna cotpynaukoB — OI'FY3  "Kupenckas PB") B
IIOMEILIEHUS, B KOTOPBIX BEAETCSI 00padOTKa MEPCOHAIBHBIX JAHHBIX, pa3pab0oTaH B COOTBETCTBUU C
@enepanbHbM  3akoHOM 0T 27 wutons 2006 1. Ne 152 @3 «O mnepcoHanbHBIX JAHHBIXY,
ITocranonenuem IIpaBurensctBa Poccuiickoit @enepaunn ot 15 centsops 2008 r. Ne 687 «O06
yTBepxkaeHUH  [lomokeHnst 00  OCOOGHHOCTSAX  OOpaOOTKM  MEpPCOHANBHBIX  JTAHHBIX,
OCYIIECTBISIEMbIX ~ 0€3  HCIONb30BaHMS ~ CPEICTB  aBToMaTu3auuu», l[locTaHoBieHUEM
[IpaButensctBa Poccuiickoit ®enepanuu ot 21 mapta 2012 1. Ne 211 «O0 yTBepkAeHUU NEPEeUHS
Mep, HampaBJIEHHBIX Ha OO0eCleYeHHe BBIOJHEHHUS OOS3aHHOCTEH, IPEeTyCMOTPEHHBIX
@enepanbHbIM 3aKOHOM «O IEPCOHAIBHBIX JaHHBIX» W HPHUHATBIMH B COOTBETCTBHUH C HUM
HOPMAaTUBHBIMHM TPABOBBIMH AaKTaMH, OIEpaTopamH, SBISIIOIMIMMHUCA TOCYAApCTBEHHBIMU HWIIU
MYHULIUNIAJIbHBIMUA OpraHaMKu» U IPYrUMH HOPMATUBHBIMU IPABOBBIMH AKTaMH.

2. [lepconanbHble  JaHHBIE OTHOCSATCS K  KOH(QUACHIMAIBHOW  WH(pOpPMAINU.
Corpynuuku OI'6Y3 "Kupenckas PB", nony4uBiIue JOCTYI K NEPCOHATIBHBIM JaHHBIM, 0053aHbI
HE pacKphIBaTh TPETHUM JUIIAM U HE PACHpPOCTPaHATh MEpPCOHATbHBbIC JaHHbIE O€3 coriacus
CcyOBeKTa MepCOHANIBHBIX JaHHBIX, €CIIM UHOE HE MIPEyCMOTPEHO (eiepaibHbIM 3aKOHOM.

3. Obecneuenue 0€30MaCHOCTH NMEPCOHANBHBIX JAHHBIX OT YHHYTOXEHMS, U3MEHEHHUS,
OJIOKMPOBAHMUS, KONHMPOBAHUS, MPEJOCTABICHUS, PACHPOCTPAHEHUS MEPCOHAIBHBIX TaHHBIX, a
TaK)KE OT MHBIX HEMPABOMEPHBIX JEHCTBUN B OTHOLICHMH MEPCOHAIBHBIX JAHHBIX JOCTUTAETCA, B
TOM YHCJI€, YCTAHOBJICHHEM IMpaBWI JIOCTyIa B MOMEUICHUs, e 00padaThIBalOTCs MEPCOHAIBLHBIC
NaHHble B MH(GOPMALMOHHBIX CHUCTEMAaxX IMEPCOHAJbHBIX JAHHBIX M 0€3 HCIIOJIb30BaHUS CPEICTB
aBTOMATH3ALMH.

4. Pasmemenne  MHQOpPMAMOHHBIX ~ CHUCTEM, B  KOTOpPBIX  0OpabaThIBalOTCs
NIEPCOHAJIBHBIE IAHHBIE, OCYIIECTBISAETCS B OXPAHAEMbIX TIOMEILECHUSX.

5. Jlis momemieHud, B KOTOPBIX 00pa0aThIBAIOTCS  IEpPCOHAJbHBIC JaHHBIC,
OpraHu3yeTcsi pexuM oOecredeHHs] 0e30MacHOCTH, MPU KOTOPOM OOECIEUMBAETCS COXPAaHHOCTh
HOCHUTEJIEH TEePCOHAIBHBIX JaHHBIX M CPEICTB 3alIUTHl WHPOpPMAIMU, a TAKKE HCKII0YaeTCs
BO3MOKHOCTh HEKOHTPOJHMPYEMOTO MPOHUKHOBEHUS M TpPeOBbIBAaHUS B OITHX IOMEIICHHUIX
MMOCTOPOHHUX JIMII.

6. [Ipu xpaHeHMH MaTepUaIbHBIX HOCUTENCH TMEPCOHANBHBIX TAaHHBIX JIOJKHBI
coOroaTbes yClIOBUS, 00ECIEeUNBAIOIINE COXPAHHOCTh MEPCOHANIBHBIX JAHHBIX M HCKIIIOYAOIINE
HECAaHKLMOHUPOBAHHBIN JOCTYIl K HUM

7. B nomemenus, rae pa3MeUIeHbl TEXHMYECKHE CpPEACTBA,  I103BOJISIOLIUE
OCYILECTBIIATH 00pabOTKY MEpPCOHANBHBIX JIaHHBIX, a TaKXe XpaHATCS HOCUTEIH WH(pOpMaluy,
JOTycKarTcsa Tolibko cotpyauuku OI'BY3 "Kupenckasa PB", ynomHoModeHHBIE Ha 00paOOTKy
MIEPCOHATBHBIX JAHHBIX YCTAHOBJIEHHBIM 00pa30OM.

8. OTBeTCTBEHHBIMU 3a Opranm3aiuio goctyna B mnomemenus OI'BY3 "Kupenckas
PE", B KOTOpBIX BefeTcss 00paboTKa MepCOHANBHBIX JaHHBIX, SBISIOTCS HAYaJIbHUKU CTPYKTYPHBIX
noapasnenenuit OI'bY3 "Kupenckas PH".

9. Haxoxnaenue nun B nomemienusix OI'BY3 "Kupenckas PB", He sBIAIOIIUXCS
YIOJHOMOYEHHBIMH JIMLAMU Ha OOpabOTKy MEpCOHANBHBIX JAaHHBIX, BO3MOXHO TOJBKO B



MIPUCYTCTBUH YIOJHOMOYEHHOro cotpynuuka OI'BY3 "Kupenckas PB" Ha BpeMsi, OTpaHUUYEHHOE
HEOOXOJMMOCTBIO PELICHHS BONPOCOB, CBS3aHHBIX C HCIOJHEHHEM (GyHKUMH u  (Win)
OCYILIECTBIEHUEM MOJTHOMOYNN CTpYKTypHOro noapasaeneuust OI'bY3 "Kupenckaa PB".

10. BHyTpeHHHMH KOHTPOJb 3a COONIIOJIGHMEM NOpsiiKa JOCTyNa B IOMEUICHHUS, B
KOTOPBIX BeJeTcsd 00pa0OTKa MEpPCOHANBHBIX JaHHBIX, IPOBOJUTCS JIUIOM, OTBETCTBEHHBIM 32
oOecreyeHns 0€30IaCHOCTH MEPCOHANBHBIX TaHHBIX.

Pa3zpaboran
AnmMuHUCTpaTOp HHPOPMALMOHHON 0€301MacHOCTH /
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[Ipunoxxenne Ne
K Ilpuxazy Ne 22 or 17.12.2020 rogna

HNHCTPYKIUSA ITO OBPAINEHNUIO C CEPTU®UIIUPOBAHHbBIMUA
CPEJICTBAMH KPUIITOTPA®UYECKOM 3AIIIUTHI HHOPOPMAILIUU B OI'5V3
"Kupenckasa PB"

1. OOmue nonoxeHus

Hacrosimmas MHCTpyKIus COAEPKUT ONMUCAaHUE MOPsJIKa 00paleHHs ¢ CepTUUIIMPOBAHHBIMU
cpeactBamMu  Kpunrorpaduueckoir 3amutel uHpopmanmmu DCB Poccum (manee — CK3U),
PEKOMEHAAMY IO Pa3MEUICHUIO M XPAHEHHIO TEXHUYECKHX CPEJCTB, Ha KOTOpBIE YCTAHOBJIEHBI
CK3U, no mpoBepke LEIOCTHOCTH YCTAaHOBJIEHHOTO NporpammHoro obecneuyenus ( ganee —I10)
CK3U, no ucnonp3oBannto CK3U B pa3nuuHbix HHGOPMAIIMOHHBIX CHCTEMAX.

CK3MU »skcrutyaTupyroTcsi B COOTBETCTBHM C IpPaBWJIAMHU TI0JIb30BaHHMS HMH, YKa3aHHBIMU B
9KCILTyaTallMOHHO-TEXHUYECKONH JIOKyMeHTauuu. V3menenust ycnouil skciuryatauuun CK3U,
yKa3aHHBIX B IIPaBUJIAX IMOJIb30BaHUsI UMM, TOIIYCKAIOTCS UCKIIOUUTENBHO 10 cornacoBanuto ¢ PCh
Poccun.

Hacrosimas MHcTpykuus pazpaboTaHa B COOTBETCTBUH € IOKYMEHTaMHU:

1.ITonoxxenne o pazpabOTKe, MPOW3BOICTBE, PEATM3ANMH MU AKCIUIyaTalluu MHU(POBATBHBIX
(xpunrorpaduuecknx) cpeacts 3amuTel uHpopMmanuu (Ilonmoxenwe I1K3-2005), yrBepskaeHHOE
Ipukazom @CB Poccuu Ne66 ot 9 dpespans 2005 rona;

2.Ilpuka3z ®AIICU npu Ilpesunenre PO Nel52 or 13 umrons 2001 roma «OO0 yTBepKIeHUU
WHcrpykuu 00 opraHu3anuy 1 odecrieueHNH 0e30MacHOCTH XpaHeHHs, 00paboTKU U Neperadu 1o
KaHalaM CBS3M C HCIOJb30BAHMEM CPEICTB KpUNTOrpapuueckol 3amuThl UHPOpPMALUU C
OIPaHUYECHHBIM JOCTYIIOM, HE COACPIKAILEH CBEACHUN, COCTABIISAIOIIUX FOCYAAPCTBEHHYIO TallHY»;

3.TunoBble TpeOOBaHMS IO OpraHM3alMM U oOecreyeHut0  (HYHKIMOHUPOBAHUS
M (pOBaNIBHBIX (KPUIITOrpapUUECKUX) CPEACTB, IIPEAHA3HAUCHHBIX VIS 3allUThl MH(pOpMauuu, He
cofiep Kallieil CBeJIeHU, COCTAaBISIOUIMX TOCYAAPCTBEHHYIO TallHy B CiIydae MX MCIOIb30BaHUS IS
obecrieueHnss OE30MACHOCTH TEPCOHANBHBIX JAHHBIX NpHU HX 00paboTke B WH(POPMAIMOHHBIX
cucTeMax IEPCOHAIBHBIX JIaHHBIX, YTBEpXkIeHHble pykoBoiacTBoM 8§ 1neHtpa ®CB Poccun 21
despans 2008 rona Nel49/6/6-622.

2. TepMuHBI U cOKpalIeHU S

JIunensuar Opranuzanus, obnanatomas aureH3ussmMu @Cb Poccnn Ha
HCJ, HecaHKmoHMpOBaHHBINA JOCTYII

oC OneparmonHasi cucrema

1o [IporpammHuoe obecnieueHue

I[15BM [lepconasibHAast SJIEKTPOHHAS BBIYUCIUTEIbHAS MallHa
CK3H1 CpencTBo Kpunrorpagpuueckoi 3amuThl HHPOPMALUU

TC TexHuueckue cpeacTna

OCh ®denepanbHas cayxba 6e3onmacHocTu Poccnn

OT]] DKCIUTyaTallMOHHAsl U TEXHUYECKask JOKyMEHTaus

3. OTBeTCTBEHHBbIE JIMLA
B OI'bY3 "Kupenckas PB", sxcrumyatupytonieit ceptudunpoBanasie CK3UM, HazHaueHBI 1
3aKperIeHbI PACTIOPSHKEHUEM CIICAYIOIINE JINTIA:




OTtBeTcTBeHHBIN 3a oOecnedeHue Oe3omacHOCTH HHpopMmanuu (aanee - AJAMHUHUCTPATOP

CK3H), Ha KOTOPOro BO3JIAraloTCs 33a4i OpraHu3anuu padboT 1o:

e o00ecreyeHnto KOppeKTHOTo 1 6e3omnacHoro GpyHkimonuposanus CK3U;

e o0ecreyeHnI0 KOpPeKTHOH U Oe3omacHoi skcruryaTauu CK3U;

e BbIpa0OTKE COOTBETCTBYIOIIMX MHCTPYKIMI 1 03HAKOMJICHHE C HUMU MOJIb30BaTeseh

CK3U;
e KOHTPOJIIO pabOTOCTIOCOOHOCTH U COOMIOIeHUs TTpaBml dKcrnTyaTarmu CK3U.
[Tonp3oBarenn CK3M, Ha KOTOPBIX BO3/IArarTcs 3a1a4u I10:
e COOJIIOJICHUIO ITPABUII KOPPEKTHOU U Oe3zomacHoi skciutyataiuu CK3U;
e oOecnevenuto pexkuma coxpanHoctu CK3U, 9T/l u KITFOYEBBIX JOKYMEHTOB,
IepelaHHbIX UM.
Anmvunuctpatop u Iomp3oBarenn CK3U pomyckatorcss xk pabore ¢ CK3U Tonpko mocie

MHCTpYKTaxka U o0y4deHus npasuiam padotsl ¢ CK3U.

O6yuenne Anmuanuctparopa CK3UM mnpaBunmam pabotet ¢ CK3UM  ocymecTBisior
COTPYOHUKH COOTBETCTBYIOIIETO OpraHa Kpunrorpadpuyeckol 3ammrtel - JlumeHnsuara.
JIOKyMEHTOM, MOATBEPKAAIOIIUM JOJDKHYIO ClIeHUaNbHYI0 MoAroToBKy Anmunucrparopa CK3U u
BO3MOXXHOCTh €T0 JOMycKa K camocTosiTenbHOi pabore ¢ CK3U, sBuseTcss 3akiiodyeHue,
COCTaBJIEHHOE KOMHCCHEH COOTBETCTBYIOIIETO OpraHa KpunTorpapuueckoi 3auTbl Ha OCHOBaHUHU
MPUHSTHIX OT STUX JIUI] 324€TOB MO IporpaMMme o0ydeHUsl.

[Tonb3oBareneit uHCTpYyKTHPYET U 00yyaeT Anmunuctparop CK3U.
[Monw3oBarenn CK3U o6s3aHbI:

1. HE pasriamaTbh KOHQHUICHIMAIbHYIO HH(POPMAIIHIO, K KOTOPOW OHU JIOIYILICHbI, PyOekH ee
3aIlUTHI, B TOM YHCIIE CBEACHHS O KPUITOKIIOYAX;

2. coburroath TpeboBaHuUs K o0ecreueHn0 0€30MacHOCTH KOH(PUACHITMATLHOW HH(POPMAIIHH C
nucrioip3zoBaaruem CK3UH;

3. coo0maTe B OpraH KpunTorpapuueckoil 3almuThl O CTaBIIMX MM H3BECTHBIMH IOIBITKAX
MOCTOPOHHUX JIMII TOJYy4dUTh cBeAeHuss 00 wucnonbdyeMblx CK3UW wnm  kimroueBbIX
JOKYMEHTaX K HUM;

4. cnate CK3U, sKCrulyaTalMOHHYI0 M TEXHMYECKYH JOKYMEHTALMI0 K HHM, KIHOYEBbIE
JIOKYMEHTBI B COOTBETCTBUU C MOPSAJKOM, YCTAaHOBJIEHHBIM HacTosied WHcTpykuuel, npu
YBOJIBHEHUH WJIM  OTCTPAaHEHHMH OT HCIOJHEHHS OO0S3aHHOCTEH, CBSA3aHHBIX C
ncnonb3oBanneM CK3U;

5. HEMEJIEHHO YBEIOMJISITh OpraH Kpunrorpaduyeckoil 3ammrtbl O (pakTax yTpaThl HIU
Henoctaun CK3U, kimroueBBIX JOKYMEHTOB K HHM, KIIOUEH OT MOMEIICHUH, XPaHWIIHIIIL,
JUYHBIX Te4YaTed W O Jpyrux (akrax, KOTOpPbIE MOTYT TPUBECTH K pa3IIIAlICHUIO
3alUIIAEMbIX CBEJCHUH KOH(OUACHIMAIBHOTO XapaKTepa, a TaKXkKe O MPUYMHAX U YCIOBUAX
BO3MOXKHOM YTEUKH TaKUX CBEICHHI.

4. Pazmemenne texunueckux cpeacrs ¢ CK3U
Opranmsanus pexumMa B nmomenieHusx, rae pacnonaratores TC ¢ CK3U u Begercs pabora ¢
HOCHUTEJISIMU C NIEPCOHATILHOM KIII0OUeBOW MH(POpMaLnel, onucana B paBuiiax nojis3oanus CK3U.
B obmewm cnydae B ortHomeHuu mnomemienuit OI'BY3 "Kupenckas PB" nomxeH ObITh
YCTAHOBJICH PEXUM, OIPEAEIIAIOLINN:
- JIMLO, OTBETCTBEHHOE 32 TOMEILIEHUE;
- TepeyeHb JHIl, JOMYyIIEHHBIX K pabdoTe B TIOMEMIEHWH M OOCITYXKHBaHHIO
MIOMEILEHUS;
- TNOpAJOK J0CTyna B IOMelLleHHe B pabouee M Hepabouee BpeMs, B aBapUHHBIX
cuTyanusax (1moxap, aBapus, CTUXUHOE OC/ICTBUE U T.II.);



- TOPSAOK HAXOXKIEHHWS B MOMEIICHWH TMOCTOPOHHUX JHI[ (TIpH HEOOXOIUMOCTH UX
HAXOXJICHUS )

OxHa momemnieHui J0KHBI ObITh 3amuineHsl oT HCJl moctoponHux nui (B ciay4ae, eciu
okHa Ha 1 3Taxke, TMOO PAAOM C TOKAPHBIMH JIECTHUIIAMH ) METAITTUYECKUMH PEIIeTKaMH, a TaKKe
OT BU3YQJIBHO ITPOCMOTpPA BEYIIUXCS B MOMEIIEHUAX PaOOT (IITOPpAMH HIIN KATFO3H).

JIBepu moMenieHuid AOJKHBI OBITh 000PYAOBaHBI HAJACKHBIMU 3aMKaMHU, TapaHTUPYIOIIUMU
UX HaJIKHOE 3aKpHITHE B Hepabouee Bpemsl.

[TomernieHust TOMKHBI ObITH 00OPYAOBAHBI MOXKAPHON CUTHANMU3auueH, A Kotopelx OI'6Y3
"Kupenckas PB" ycTaHOBIJIEH MOPSAJOK NEPUOIUYECKON TPOBEPKU UX UCIIPABHOCTH.

[TapameTpsl ceTH AMEKTPOCHAOKEHUSI MOMEUIEHUI JOKHBI COOTBETCTBOBATH TPEOOBAHUIM
MHCTPYKIUH 1o 9kciutyatanuu TC 1 npaBuiiaM TEXHUKH 0€301MaCHOCTH.

BHyTpeHHsII TIaHUPOBKA, PACIONIOKEHHE W YKOMIUICKTOBAHHOCTh pa0OuuX MecT B
MOMEIIEHUAX TTOJDKHBI obecrieunBath AnmuHucTpaTopy u Ilomp3oBatensm CK3U coxpaHHOCTH
noBepeHHbIXx UM CK3U, koH(UIEHIMATBbHBIX MTOKYMEHTOB W CBEACHUH, BKIIOYAs KIIOYEBYIO
nHpOpMaIUIO, M CBECTH K MHUHHMYMY BO3MOXHOCTh HEKOHTPOJUPYEMOTO JOCTyHa K HHM
MTOCTOPOHHUX JIMII.

TexHudyeckoe OOCIy)KMBaHHE TaKOro OOOpPYIOBaHHMS ¥ CMEHA  KPHITOKIIOYEH
OCYIIECTBISIOTCA B OTCYTCTBHE IIUIl, HE JOMYyIIEHHBIX K pabore ¢ manHeiMu CK3U. Ha Bpems
orcyrcTBus Tmosb3oBateneii CK3M ykazaHHOe o00opynoBaHHME, TNPU HAIWYUW TEXHUYECKOU
BO3MOKHOCTH, JIOJDKHO OBITh BBIKIIFOYEHO, OTKJIIOYEHO OT JUHUU CBS3M U yOpaHO B
orevaThIBa€Mble XpaHWIIHUIIIA.

5. Xpanenne CK3H, DT/, ki04eBbIX JOKYMEHTOB, 3TaJ0HHbIX CD auckoB
CK3U, DT/, xirodyeBble AOKYMEHTHI, KJIIOUEBBIE HOCHUTEJM WJIM allapaTHbIE CPEICTBa, K
KOTOPBIM MOAKIIOYAOTCS WK B KoTophle ycTaHaBinuBaoTess CK3U, stanonnsie CD-nucku (aucku,
uHcTasmmpytomue nporpamMmuble CK3U), naxopsmmecs y Aamunuctpatopa u Ilonb3oBareneit
CK3U nomxHBl XpaHUTBCS B MecTe, MCKirouarouieM Bo3MoxHocTh HCJl k Hum (ceitd, mxad
MH/IMBU/YaJIbHOTO M0JIB30BaHMS C 3aMKOM H T.I1.), ¢ moMeTko# B JKypHaze ydera XpaHuiauil. 3a UxX
coxpanHocTh AnmunucTparop u IlonszoBareneit CK3U HecyT nmepcoHaNbHYO OTBETCTBEHHOCTD.

6. Ycranoska CK3H u nporpammHoro obecnieyenust Ha [I9BM
YcTaHoBKa M HaAcTpoiika obmecucTteMHoro, npukiagHoro 1O U KOMOMHUTENBHBIX CPENCTB
3amuthl Ha [I9BM ¢ CK3U npousBoautcs JluiieH3uaTtom B COOTBETCTBUH C MPaBUIAMH YCTAaHOBKHU
u Hactpoiiku CK3U u I10, uznoxennsivu B DT/,
K ycranoBke u HacTpoiike CK3U u I10 npeabaBiasioTcs Cleayronme oommme TpeOoBaHuMs:

e ycraHaBnuBaecMoe I[IO He TOMKHO coAepKaTh CPEACTB pPa3padOTKH U OTIAIKU
MPUJIOKEHUH, a TaKKe CPECTB, MO3BOJAIOIIUX OCYIIECTBUTH HECAHKIIMOHUPOBAHHBIN
JIOCTYI K CHCTEMHBIM pecypcam;

e ycranaBiuBaemoe [10 10kHO OBITH JTUIIEH3NOHHBIM;

e ycraHaBiauBaemoe I[IO 1OMKHO mNpenycMaTpuBaTh OPraHU3AIUIO Pa3PEIIUTEIHLHOM
CUCTEMBI Jo0cCTyna, Hpu Kortopod Anmunuctparop u Ilonb3oBaTenn HMEIOT CBOU
aTpuOyTHI (YUETHYIO 3aIUCh) JUISl BXO/Ia B CUCTEMY M JIOCTYIIA K pecypcam;

o ycranaBauBaemoe I[IO0 m CK3M, a Ttakke AUCKM Uil UX MHCTAUISIUAUA JTOJKHBI
MOABEPTaThCs IEPUOTUIECKOMY KOHTPOJIIIO IIEJIOCTHOCTH B cCOOTBeTCTBUU ¢ DT/I;

e ycraHaBiauBaemoe 110 10KHO ycTaHaBIMBATHCS COBMECTHO ¢ aHTUBUPYCHBIM 110, 0a3bl
KOTOPOTO JIOJKHBI CBOEBPEMEHHO M PETYIISIPHO OOHOBIISATHCS;

e ycraHaBnuBaemoe [IO He [JOMKHO coOJEpKaTh BO3MOXKHOCTEH, MO3BOJISIFOIIMX
MOAUGUIIUPOBATL CHUCTEMHBIE pecypchbl (00JacTH MaMsATH, NPOTrPaMMHBIN  KOI),
nepefaBaTh  yOPABICHHE  HECAHKIMOHWPOBAHHBIM  IMOJNpOrpaMMaM,  MOBBIIIATH



MpeaO0CTaBJICHHBIC ITPUBUIICTHUH, UCITIOJIB30BATh HCAOKYMCHTUPOBAHHLBIC pa3pa6OT‘-II/IKaMI/I
Bo3MoxkHOCTH OC).

7. KongurypupoBaHue CHCTEMHOI'0 U NMPUKJIATHOT0 IPOrPAMMHOI0 o0ecnevYeHnsi Ha

II9BM ¢ CK3HU

K OC, B cpene, xotopoit mianupyetcs: ucnosibzoBath CK3U, mpeabsBisiorcs cieayromue

o0mrre TpeOOBaHNUS:

Ha [I9BM pnosmkHa ObITH yCTaHOBJIEHA TOJIBKO OJ1HA JulieH3noHHast OC,
ylloBIIeTBOpsitoIIas cucteMHbIM TpeboBanusiM CK3U (3anpermaeTcst HCHoab30BaTh
HECTaHJApTHbIE, U3MEHEHHbIE UK 0TIas0uHble Bepcuu OC);
ynaneHHoe ynpasieHre OC 10JKHO OBITh 3alpeIieHo WM OTPaHUYEHO TyTeM
OTKJIFOUEHUS BCEX CITYXkKO, pean3yIoNUX JaHHbIe MEXaHU3MBbI, WM ITyTEM HACTPOEK,
3arpenaux GuUIbTPoB A IPOTOKOJIOB U MOPTOB yAajdeHHOro ynpasienus OC nis
BCEX Y3JIOB, KDOME CIEIIMAIbHO BBIEICHHBIX JUUIS 3TUX LeJIeH;
KaKJIbI TIOJIb30BaTEIb JOJDKEH UMETh JuTsl BXo/a B OC CBOIO yUETHYIO 3aIHCh, IJTMHA
napoJisi KOTOpo# J0JKHA ObITh HE MeHee 6 cuMBOJIOB (cM. 1.8 MHCTpyKLun);
ydeTHasl 3aMuch JJisg TocTeBOro BXxozAa (Guest) momKHa OBITh OTKITIOYCHA;
npaBoM yctaHoBkH U HacTpoiiku OC u CK3U nomkeH 061a1aTh TOIBKO
AJMUHUCTpATOD;
Bce Heucnoibzyemble pecypcbl OC 10JKHBI OBITh OTKIJIFOUEHBI (ITPOTOKOJIbI, CEPBUCHI U
T.IL);
pekuMBbI 6e301acHOCTH, peanu3oBaHHble B OC, 10KHBI ObITh HACTPOEHBI Ha
MaKCUMaJIbHbII YPOBEHbD;
BCEM I10JIb30BATEIISIM U IpyIIaM, 3apeructpupoBaiisiM B OC, mpasa gocTtyna K
pecypcam JO0JIKHBI ObITh HA3HAUYEHBI B 00beMe, HEOOXOIUMOM JIJIsI BHITTOJIHEHUSI UMH
CBOHX 00s13aHHOCTEH;
JIOCTYT JTOJKEH OBITh MAKCUMAJIBHO OTPaHUYEH K CIEIYIOUIMM PecypcaM CUCTEMBI (B
COOTBETCTBYIOLIMX YCIOBHUSIX BO3MOXHO IIOJIHOE yJaJIeHUE pecypca Ui ero
HEHUCIOJIb3yeMON YacTH):

— CHCTEMHBIN PEECTp;

—  (aiinbl M KaTaJIoOTH;

— BpeMeHHbIe (ailbl;

—  JKypHaJIbl CUCTEMBI;

- (paitpl MOIKAYKY;

- xouMpyemast uHpopmarus (mapoiau U T.11.);

- oTnamo4Hast uHpopMaIus.
peryJsipHO JOJDKHBI yCTaHABJIMBAThCs NakeThl 00HOBIeHMs Oe3onmacHocT OC (Service
Packs, Hot fix u T.11.), aHTUBUpPYCHBIX 0a3;
NEPUOINYECKH JOKHBI UCCIIE10BAThC MH(POPMALIMOHHBIE PECYPCHI 110 BOIIPOCaM
KOMITBIOTEPHOH 0€30MacCHOCTH C LIEJIbI0 CBOEBPEMEHHON MUHUMH3AIMN OTIACHBIX
MOCJIEICTBUI OT BO3MOKHOIr0 Bo3aeHcTeusg Ha OC;
JTOJDKHA OBITh UCKITFOU€HA BO3MOYKHOCTB OTKPBITHS U UCTIOJIHEHHS! (PaiiiioB M CKPUIITOBBIX
o0bekToB (HampuMmep, JavaScript, VBScript, ActiveX), moimydeHHbIX U3 cetu Internet, 6e3
IIPOBEJICHUS] COOTBETCTBYIOUINX MTPOBEPOK Ha MPEAMET COJIEPKAHUS B HUX MPOTPAMMHBIX
3aKJIaJIOK ¥ CETEBBIX BUPYCOB (MpHU MOJKIIOUEHUH K ceTH Internet);
Ha [I9BM ¢ CK3U nomKHBI HCHOIB30BATHCS TOMOJTHUTENIbHBIE METO/IbI U CPEACTBA
3alUThI (HApUMep: YCTAaHOBKA MEKCETEBbIX AKPaHOB, opranusauus VPN cereil u T.11.)
IIpY NOJKIIOUEHHIo K ceTu Internet. [Ipu 3TOM npennouTeHne AOIKHO OTAABATHCS
CepTUPHUIUPOBAHHBIM CPEICTBAM 3aIUTHI;



e JIOJDKHA OBITH peaIM30BaHa CUCTEMA ayauTa coObITui Oe3onacHocTu OC, MPOBOIUTHCS
pEryJIIpHBIN aHAJIU3 PE3YNIbTAaTOB AYAUTA;
Anmunnctpatop CK3U nomkeH OCyLECTBIATh NEPUOAMYECKUN KOHTPOJb BBINOIHEHUS
yKa3aHHbIX TpeOOBaHUI, a Takke TpeOoBaHUM, MpuBeeHHbIX B DT/1.
He nonyckaercs:
e oOpabateiBaTh Ha [I9BM, ocnamennoit CK3U, nndopmarnuro, coaepxanryro
rOCyAapCTBEHHYIO TallHY;
¢  OCYILECTBJISITh HECAHKIIMOHUPOBAHHOE N3MEHEHHE aIllIapaTHOM U IPOrpaMMHOM
koHpurypauu [I9BM (B Tom uncie HecaHkunoHupoBaHHoe BekpoiTre), CK3U, T10.

8. 3ammura CK3U oT HeCAHKIMOHMPOBAHHOI'O JOCTYIA

3amuta CK3U ot HC/] BKIIO9ArOT B c€0s BBITIOJTHEHHE CISAYIOIINX MEPOTIPUITHMN:

e  Ha aIMUHUCTPATUBHOM YpOBHE (TmpeanpuHuMaemMbie pykoBoactBoM OI'FY3 "Kupenckas
PbE" o obecnevyenuto mporeccoB Mb (B uactHocTu 1o Bonpocam npumenenus CK3H)
pecypcami, ypaBiIeHUEM U KOHTPOJIEM CO CTOPOHBI PYKOBOJCTBA);

e  Ha OpPraHU3allMOHHOM YpOBHE (periiaMeHTalus IPOLECCOB OXPaHbl U PEKUMA JI0IyCKa B
otnomennn CK3U, TC ¢ CK3U, nomernienuii, mpoIieccoB odecrnedeHus
nH(pOpMalMOHHOK 6e30macHoCTH (B yacTHOCTH MpH dkcrutyatauuu CK3W) u koHTpomns
3¢ (HEeKTUBHOCTH, NMPOLIECCOB OOECIICUCHUS U MO ACPKAHH KOMIIETEHTHOCTH NIEpCcoHasa
ipu padote ¢ CK3U, pacnpenenenue 00s13aHHOCTEN U OTBETCTBEHHOCTH);

e  HAa TEXHHYECKOM ypOBHE (oOecrieueHne coOIroAeHUs TPaBUII AKCIUTyaTalluy 1
pabotocnioco6HocT CK3M).

3amuta CK3U ot HCJI nomkHa yAOBIETBOPATH CIEAYIOMINUM OOIIUM TPEOOBAHUSM

e  JI0OJDKHA 00ECIeUMBATHCA HA BCEX TEXHOJIOIMUECKHX Talax M BO BCEX PEKUMaX
¢byuknuronuposanus CK3U, B ToMm ynciie npu npoBeIeHUH PEMOHTHBIX U PETJIaMEHTHBIX
pabor;

e  JIOJDKHA MpeayCMaTpHUBaTh KOHTPOJIb 3 dexTuBHOCTH cpencTs 3amuThl oT HCJ. DToT
KOHTPOJIb JOJDKEH NEPUOANYECKH BRINOJIHATECA Anmunuctparopom CK3U Ha ocHOBe
TpeboBaHUI JOKYMEHTauu Ha cpecTBa 3amuthl o HCJI;

e  JIOJKHA MCKJII0YAaTh BO3MOKHOCTh HECAHKIIMOHUPOBAHHOTO HE 0OHAPYKUBAEMOTO
noctyna k CK3U, TC ¢ CK3U, nHCTAIIUPYIOIMX U KJIFOUYEBBIX HOCUTENIEH N3MEHEHUS
anmapatHoit yactu TC ¢ CK3U (myrem omneuyaTsiBaHus (OMIOMOUPOBAHNUS) CUCTEMHOTO
610ka u pazbeMoB [I9BM, ornedyatbiBaHUSI 3aMOYHBIX CKBaKUH MECT cei(oB, mKagos,
SIIIIAKOB JIJIsI XpAHCHUS ).

[lepeyenr coTpyIHUKOB, MOMyIIEHHBIX K pabore B momemenusx, Ha TC ¢ CK3U wu
HenocpeacteeHHo CK3U, 3akpernnen pacnopsbkenuem OI'BY3 "Kupenckas PH". Bce oHU TOJKHBI
UMETh COOTBETCTBYIOIIMI ypOBEHb KOMIIETEHTHOCTH M JOIYCKaThCS K paboTe TOJNBKO MOcie
WHCTpYKTaXka 1o obecrneueHnto WHMOpMaIrmoHHo Oe3omacHocTH ¢ ucrnosibzoBanueM CK3U wu
o0yuenwus skcrryaranun CK3U.

s pernamenTanuu Bxona B OC, BIOS, npu ocymectBienus: mm@poBaHUs Ha mapoiie u
T.1. Anmunuctpatop CK3M ocHoBbIBaeTcss Ha MHCTpyKIIMU 110 OpraHu3alnyy MapojbHON 3allUThl B
uHpopMannoHHbIx cucremax OI'BY3 "Kupenckasa PH".

Anvmunuctpatop CK3U, a Taxxke Ilomb3zoBarenmn CK3UW Hecyr mnepcoHaIbHYIO
OTBETCTBEHHOCTh 3a 00€CTIeUeHHE peKMa KOH(PUIECHIIMATFHOCTH B OTHOIICHUH TTApoJiel TOCTYyTIA.
3amnpelaercs 3aMuchbiBaTh MapoJid Ha MaTepUaIbHbIE HOCUTEIU U XPAHUTh UX B JIETKOJIOCTYITHBIX
MecTax, B TOM YHCIIe HAa MOHUTOpE, paboyeM CTOJIe WIH SIIUKaX CTOJA.

[leproanyHOCTh CMEHBI Mapojs He AOKHA mpeBbimath | rox. Ilapons momkeH OBITH
W3MEHEH paHbllle IUJIAaHOBOW 3aMeHbl B cllydyae ero kommpomerauuu. OTBETCTBEHHOCTh 3a
CBOEBPEMEHHYIO cMeHY naposist HeceT Aamunucrparop CK3U.



VYkazaHHas TOJUTHKA O0s3aTeNbHA JJIT BCEX YYETHBIX 3alMCeH, 3aperHCTPUPOBAHHBIX B
OC. CpexnctBamu BIOS nomkHa ObITh HCKITIOUEHA BO3MOKHOCTB paboTsl Ha [I9BM CK3U, eciu Bo
BpeMs €€ HayaJlbHOU 3arpy3KH HE MPOXOJISAT BCTPOSHHBIE TECTHI.

9. Kpunrtorpadguueckas 3ammra

[lopsimox XpaHeHHsS M MCIIONB30BaHUS HOCUTENEH KIIOYEBONM HH(OpPMAIUKM C KIOYaMU
ANEKTPOHHOMN MOJIUCH JI0JKEH UCKIF0YATh BO3MOKHOCTh HECAHKIIMOHUPOBAHHOTO J1OCTyIa K HUM.

[lonb3oBarenn n Anmunuctparop CK3M, mmeromme nOCTyn K HOCHTENSM KIHOYEBOU
MH(pOpPMAalLUY, HECYT NMEPCOHAIBHYI0 OTBETCTBEHHOCTh 3a 0€30IAaCHOCTh KIIIOUEBOM MH(pOpMaLuu
Ha HUX U 00513aHbl 00ecrieunBaTh €€ COXPaHHOCTh, Hepas3IilallleHe U HepaclpoCTpaHEHHE.

Bo Bpemst paboThI ¢ HOCUTEISIMH KITIOYE€BOM HH(OPMAIUH JOCTYI K HUM MOCTOPOHHUX JIHII
JIOJDKEH OBITH UCKITIOYEH.

IIpu xpanenun xmoueBoi nHGopmanuu CK3U B peectpe Windows u mva HDD [I3BM
TpeOOBaHUS 1O XPAaHEHHUIO KITFOYEBBIX HOCUTENEH pacnpocTpaHsroTcs Ha [[DBM.

B ciiydae HEBO3MOXKHOCTH OTUYKJI€HUS KIHOYEBOI0 HOCUTEINS C KJII0UeBO MH(popMalueit ot
[IDBM opraHn3aliMOHHO-TEXHUYECKUMHU MEPOINPUATHSIMHU JIOJDKEH OBITh HCKIIOYEH JIOCTYI
Hapymmreneil k [IDBM c kmtogamu.

ITpu xpanenun xmoueit Ha HDD [I19BM Heo6Xx0a1MO0 HCIOIB30BATh NAPOJIBHYIO 3aAIIUTY.

Kitoun 10KHBI OOHOBIIATRCS € TIEPUOIMYHOCTHIO, ykazaHHOU B [IpaBunax pa6otsr ¢ CK3U.

Kitroun Ha xiroueBbIx Hocutensx (Bkirodas Touch Memory u cMapT-KapThl), CpOK A€HCTBUS
KOTOPBIX MCTEK, YHMUYTOXAIOTCS MyTeM NepedopMaTHPOBAHUS KIIFOUEBBIX HOCUTENIEH Cpe/ICTBaMU
I10 CK3MH, nocne 4ero KroueBble HOCUTEIM MOTYT HCIIOJb30BaThCS AJIA 3allUCHM Ha HUX HOBOM
KIII0YEeBOI MH(OpMAIHH.

3anpeniaercs:
. OCYIIIECTBIIATH HECAHKIIMOHUPOBAHHOE KOTTMPOBAHNE KITFOUEBBIX HOCUTEICH;
. pasriamark CoIEPKIMOE HOCUTENCH KITF0UeBOM MH(OPMAITHH WITH TIepeIaBaTh CaMH

HOCHUTEJIH JIUIaM, K HUM HE JIOMYIIEHHBIM
. BCTABJISTh KITIOUEBOM HOCUTEIh B CUMTHIBAIOIIEE YCTPOUCTBO B PEKUMAX, HE
MPEAYCMOTPEHHBIX IIITATHBIM PEKMMOM HCTIONB30BAHUS KITFOUSBOTO HOCUTEIIS,
. octaBysITh 6€3 KouTposisi TC, Ha koTopeix skcuTyatTupyercs CK3U, nocie BBoa
KJTI0YEBOM MH(pOpMAIHY;
. HCTIOJIb30BaTh OBIBIIHE B pa0OTE KITFOYEBbIE HOCUTENHN 7SI 3alTCH HOBOW MH(popManuu 6e3
MIPeBAPUTEILHOIO YHUUTOXKEHHS Ha HUX KiTtoueBoi nHopmanun cpeacrsamu CK3U.

Heucnonn3oBaHHBIC WM BBIBSJCHHBIC W3 JCHCTBHS KIIIOYCBBIC JOKYMEHTBI ITOIJICKAT
BO3BpAIICHHIO B OpPraH KPHUNTOTrpapUYecKOW 3allUThl WM 10 €ro YyKa3aHWIO JOJDKHBI OBITh
YHUUYTOXKEHBI HA MECTE.

YHUUTOKEHHE KPUNTOKIIOYEH (MCXOIHOM KItoueBOil nHGOpMaIIMK) MOKET MPOU3BOIUTHCS
nyreM (PU3NYECKOr0 YHUUTOXKEHHS KIIOYEBOTO HOCHUTENS, Ha KOTOPOM OHH PAaCIHOJIOKEHBI, WU
MyTeM CTHpaHus (pa3pylIeHHs) KPUNOTOKIIOYEH (MCXOAHOW KiIo4YeBOM wuHopmarmu) 0e3
MOBPEKACHUSI KJITFOYEBOIO HOCHTENS (11 OOecreueHuss BO3MOXHOCTH €ro MHOTOKPAaTHOTO
HCTOJIb30BAHMS ).

10. Yyer CK3H
Hcnonb3yemsie nmm xpanumbie CK3U, skcruryataiiioHHast ¥ TEXHHYECKast TOKYMEHTAIUS K
HUM, KJIIOYEBbIE JOKYMEHTHI TMOMJIEKAT MOIK3EMIUIIPHOMY YYETy 1O YCTaHOBJICHHBIM (opMaM B
cootBeTcTBUH ¢ TpeboBanusmu [Tonoxenus [1K3-2005.
AnMuHHCTpaTop 0€30MacHOCTH BEAET Y4YeT MOCTaBKH, YCTAaHOBKM M OOCIY)XMBaHHS B

OTHOIICHHHU CJICAYIOIMINUX MAaTEPHUAJIOB:
o CK3U (CK3H);



e OTH);

e  KIIIOYEBBIC IOKYMEHTHI - (PU3NYECKHE HOCUTEIIN ONPEEIICHHON CTPYKTYPBI, COAEpIKAIIIE
KIIIOYEBYIO MH(OpMAIHUIO (MCXOAHYIO KIIIOUEBYIO HH(OPMAIIHIO), a TPU HEOOXOAUMOCTH
- KOHTPOJIbHYIO, CITYKEOHYIO M TEXHOJIOTHYecKyr uHpopmanuto (K);

e  KIIOYEBBIC HOCUTEJM WM allllapaTHbIE CPEJCTBA, K KOTOPHIM MOJKIIOYAIOTCSA WU B
kotopsie ycranaBnuBarotcss CK3U (4);

e sranonnsie CD aucku (/).

VYuer Benetcst B JKypHalle MO3K3EMIUIIPHOTO y4eTa CPeJICTB KpUNTOrpaduuecKon 3aIiuThl
unpopmanun (CK3U), skcrulyaTallMOHHOM M TEXHUYECKOH JOKyMEHTAllMM K HUM, KJIFOYEBBIX
JOKYMEHTOB.

JlaHHBI1  KypHal JODKEH XPAaHUTBCA B MECTE, MCKIIOYAIOMIEM  BO3MOXHOCTH
HECAHKIIMOHUPOBAHHOTO JIOCTYNA K HeMY (cei], TMuHbIi mKad ¢ 3aMKOM U T.I1.).

3a BegeHue u xpanenue JXypHana orBeyaeT AIMUHUCTPATOp OE30MACHOCTH.

11. KonTpoJs cob/roneHus yciaoBuii Ikcmryatauun u padorocnocoonoctu CK3U
Kontpoinb 3a cobmtonennem mpabui nonb3oBanus CK3U u ycnoBuii X HCMONB30BaHMS,
yKa3aHHbIX B MPaBUJIaX MOJIb30BAaHMS HA HUX, OCYIIECTBIISAETCS:

1. oOnanaTenem, Mmojp3oBarenaeM (IoTpeduTeIeM) 3aluiaeMoi nHpopMaly, yCTaHOBUBIIMM
pexuM 3amuThl nHGopManmu ¢ npumeneanem CK3U;

2. cOOCTBEHHUKOM (BJa/I€bIeM) HHPOPMALIMOHHBIX pECypcoB (MHPOPMAIIMOHHBIX CUCTEM), B
coctase KoTopbix npuMenstoTcss CK3U;

3. ®Cb Poccum B pamMKax KOHTpPOJS 3a OpraHusanmuedd U (QyHKIMOHHPOBAHUEM
KpUNTorpaguueckod M  HHXEHEPHO-TEXHMYECKOW 0e30macHOCTH  MH()OPMAIMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIX CHUCTEM, CHCTEM IIM(PPOBAHHOM, 3aCEKPEUCHHON M MHBIX BUIOB
CIIELINAJILHON CBS3H.

Pa3zpaboran
AnmuHHMCTpaTOp MHPOPMAIIMOHHON 6e30macHOCTH /

«__» 20 r.




KYPHAJI

[Tpunosxxenune Ne

K Ilpukazy Ne 22 ot 17.12.2020 ropa

MO3K3EMILISIPHOI'O YUETA CPEJICTB KPUIITOT PA®UYECKOM 3AIUTHI HHO®OPMAIIAHU (CK3H), SKCILIYATAIIMOHHOM !
TEXHUYECKOW JOKYMEHTAIIAU K HUM, KJTIOUEBBIX JOKYMEHTOB)

B OI'bEY3 "Kupenckas PB"

KypHan Hauat « » 201 .
JIOMKHOCTD

/
NOONUCH Gdamunus, ums, omuecmeo
Kypnan 3aBepiieH « » 201 .
JIOMKHOCTD

/
noonucy Gdamunus, ums, omuecmeo

KypHan cocrtaBieH Ha

JHUCTax



N o HaunmenoBanue Cepuitabie HoMepa Howmepa OTMeTKa 0 NOTydECHUH OtMeTKa 0 BbIIaYE
9K3EMIUISIPOB
OT KOro HoIyu4eHsl Jara u Homep ®.11.0. nons3osarenss CK3U [Jara u pacnucka B
CONPOBOAUTENIBHOTO MOJTy4eHUN
UCHhMa
1 2 3 4 5 6 8




OtMmetka o noaxmouennu (ycranoske) CK3U Otmerka 00 u3bsaTin CK3U u3 anmnapaTHBIX CPEACTB, ITpumeuanue
YHUYTOKCHHUH KITIOUEBBIX JOKYMECHTOB
@®.11.0. coTpyaHUKOB, JaTa noakimodeHust Howmepa annapatHeix Hara wzpsatust | @.M.0. cotpynaukos, | Jlata u3piaTus
TIPOU3BEIIINX (YCTaHOBKH) M TIOIHCH CpEeICTB, B KOTOPHIE (YHUYTOXEHHST) MIPOU3BOAUBIIIHX (YHUYTOXKEHIS)
IO JIKITIOYECHHUE TV, TIPOU3BEIIINX YCTaHOBIJIEHBI HIIH K U3BATHE
(ycTaHOBKY) MTOIKITIOYEHUE (YCTAHOBKY) | KOTOPBIM TOTKITFOUSHBI (yHU4YTOXEHME)
CK3H1
9 10 11 12 13 14 15




[Tpunosxxenune Ne
K Ilpukazy Ne 22 ot 17.12.2020 ropa

JIMIEBBIE CYETA
MOJIB3OBATEJIEM CPEJCTB KPUIITOTPA®UYECKOM 3AIIIUTHI HHO®OPMAIIMH B
OI'bY3 "Kupenckas PB"

Kypnai HagaT « » 201 .
JIOMKHOCTD
/ /
noonucse damunus, ums, omuecmeo
Kypnai 3aBepieH « » 201 r.
JIOMKHOCTH
/ /
NOONUCH Gdamunus, ums, omuecmeao

’KypHan coctaBiieH Ha JMCTax



Haunmenosanne CK3U,
SKCIUTyaTallMOHHON U

Perucrpannonssle Homepa
CK3U, skcruryaTalldOHHOW U

Howmepa sx3emiuisipos

N @O nonp30BaTeNs TEXHUYIECKOI TeXHIMECKol IOKYMEHTAIIH K (xpunTorpadudeckue I[aTav BBOJA B Hara 131)130ﬂa u3 Tpuvesare
CK31 JOKYMEHTAITH K HUM, . HOMeEpa) KIFOUEBBIX ZeicTBrE IENCTBUS
TIOYCBEIX HUM, HOMepa CepHid KITFOYEBBIX JOKYMEHTOB
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[Ipunoxxenne Ne
K Ilpuxazy Ne 22 or 17.12.2020 ropna

CIIMCOK IMMOMEIIIEHUH,
BBIJIEJIEHHBIX JISA YCTAHOBKHU CK3U U XPAHEHU S KJIIOYEBbBIX
JOKYMEHTOB K HUM

s yeranoBku CK3U u xpaHeHUs KITIOYEBBIX IOKYMEHTOB K HUM BbIJICJICHBI BCe KaOMHETHI
CJICYIOIIUX OT/EJIOB:

Ne
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Jns xpanenus kinrodeBbix JokymeHToB CK3U BeIzieneHbI ciaeayromuye KaOMHETHI:

Ne i/ Ha3Banue oTaesna Anpec pacnosioxeHust

1.

PazpaboTtan
AnmMuHHCTpaTOp MHPOPMALMOHHOM 0€30MacCHOCTH /

« » 20 T.




[Ipunoxxenne Ne
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CIIMCOK JOJIZKHOCTHBIX JIML, JOITYIIEHHBIX K PABOTE CO CPEACTBAMMU
KPUNITOTPA®UYECKON 3AIIIUTHI THO®OPMAIIUN

K pabote co cpeacTBamu Kpuntorpaduyeckoi 3auThl TOMYCKAIOTCS CIEAYIONIUe JTUIa:

Ne i/

HasBanmne otraena
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Pa3zpaboran

AnmuHucTpaTop HHDOPMAITMOHHONW 0€30MacHOCTH
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KYPHAJ
BbIJJAYM HOCUTEJIEN C KJIFOYEBOW UH®OPMAILIMEN
B OI'bY3 "Kupenckas PB"

Kypnan HayaT « » 201 r.
JIOIDKHOCTD
/ /
noonuco damunus, ums, omuecmeo
KypHan 3aBepiieH « » 201 1.
JIOJIDKHOCTD
/ /
NOONUCH Gpamunus, ums, omuecmeo

Kypnai cocraBneH Ha JIUCTaX



Brigano Cpnano
MOJINUCH MOJIMUCH
OUO OUO MOIIUCH
Ne Hata MOJIMKCH TIOJIb30BATENsI| OTBETCTBEHHOTO I10JIb30BATENA
Per. Ne MIOJIb30BATENIS . MOJIB30BATENS OTBETCTBEHHOTO
/o BbIJIauu/c1aun ., | HOCHUTEIIS C KITFOUEBOW |  TTOJIb30BaTEIIsS .| HOCHTEIS C
HOCHUTEJIS C KIIFOUEBOH . HOCHUTES C KIIFOUEBOH . | TIOJIB30BATEIN
. uHpopManuen HOCHTENS N KIIIOUEBOM
nHpopmanuen nHpopmanuen .| KPUIITOCPEICTB
KpUITOCPEACTB mHpopManmeH
1 2 3 4 5 6 7 8 9
1




[Tpunosxenune Ne
K Ilpukazy Ne 22 ot 17.12.2020 ropa

KYPHAJI
YUYETA, XPAHEHUSA 1 BBIJJAYM MAIIWHHBIX HOCUTEJENW 3AIAIIIAEMOMW WHO®OPMAIIUN
B OI'bY3 "Kupenckas PB"

Kypnan HayaT « » 201 r.
JIOMKHOCTH
/ /
noonuce Gdamunus, ums, omuecmeo
KypHan 3aBepuieH « » 201 .
JIOMKHOCTD
/ /
NOONUCD Gdamunus, ums, omuecmeao

}KypHan COCTaBJICH Ha JHUCTaxX



YO TIOJIITHCH TTOJIITHCH
Ne Bup 3ammimaemon MOJIb30BaTES, aIMHHUCTpATOpa

Per. Ne JlaTa BeImaun/caaumn Tun HocuTeNnA MOJIL30BaTEIS, .
n/n uHpOpMaIuu MIOJIYYUBILIETO MH(POPMALIMOHHOM

MOJTyYUBIIETO HOCUTEIND
HOCHTEIh 0e30MacHOCTH

1 2 3 4 5 7 8 9
1




[Ipunoxxenne Ne
K [Ipukazy Ne 22 ot 17.12.2020 ropa

WHCTPYKIMUS 11O PABOTE C OTUYKIAEMBIMHA HOCUTEJISIMUA 3AIIAIIIAEMOM
NHPOPMALIIUHA, B TOM YUCJIE C KNIIOYEBBIMU HOCUTEJISIMU, B
NHOOPMALNMNOHHbBIX CUCTEMAX OI'bY3 "Kupenckas PB"

1. OO6mme nonoxeHust

1.1. Jlannas WHCTpyKuMs COJEPXKHUT OOs3aTeNIbHBIE AN BCEeX COTpyAHUKOB  OIFY3
"Kupenckaa PB" mpaBwia oOpalieHuss €  OTUYXKAAeMbIMH  (CbEMHBIMH)  HOCHUTEISIMU,
UCIOJB3YIOUIMMHUCS ISl 3alUCH  KOH(GUIACHIMAIbHON HHGOpPMalUd M KIIOYEBBIMU HOCHUTEISMU
nuH(pOpMaLIUU.

1.2. Tlox cheMHBIMH HOCUTENISIMU MH(OPMALMHM MOHUMAIOTCS pa3IM4HbIe MO (U3UIECKOM
CTPYKType ¥ KOHCTPYKTUBHOMY HCIIOJHEHHIO HOCUTENU WH(POPMAIUHU, HCIIOIb3yeMble IS 3allUCu U
HaKOIJICHU MH(QOPMALMU C IIeTbI0 HEMOCPEICTBEHHOro BBojaa e€ B OBM, o0paboTku u nepenauu
IIPU ITOMOIIY TEXHUYECKUX CPEJICTB.

1.3. Tlog xiro4eBbBIM HOCUTENEM HWH(POPMANWK TOHUMAETCS CHEMHBI HOCHTEINb
uHpOpMalMK, Ha KOTOPBIM 3amMcaHa YHHUKalbHas CEKpeTHas KJloueBas HMHQOpManus
(upeHTU(UKAaTOp MONB30BATENS, 3AKPBITHI KU 3JEKTPOHHOM NOJNHMCH), HCIOJb3yemas s
MOATBEPKJICHUS LIEJOCTHOCTH, OJUTMHHOCTH W aBTOPCTBA 3JIEKTPOHHBIX JOKYMEHTOB, MEpe1aBacMbIX
B DJIEKTPOHHOM BUJIE.

1.4. CexperHas xiouyeBasi HHPOpPMAIHS, HAXOASIIASNCS HA KIIFOYEBOM HOCHTENE, OTHOCHTCS
K KaTErOpUHU CBEJICHUH OTPaHUYCHHOTO PACIIPOCTPAHECHHUSI.

1.1. Jlansoii uHCTpyKuMell ompenensercs MOPAJOK ydeTa, XpaHEHHs M OOpaIleHUs CO
CbEMHBIMH U KIIIOYEBBIMH HOCUTENSIMU (Jajee — HocuTenb HH(opManuu) HHPOPMAIMA U HX
yrunuzanud. K cheMHBIM HOCHUTENsIM HH(OpPMAIMU OTHOCSTCS HOCHUTENH JJIsl OJHOKPATHON WIIH
MHOTOKpaTHOW 3amucu Takue, kak CD-R, CD-RW, DVD-R, DVD-RW, USB dnaem-nakonurenu,
TVICKETHI U T.1I.

1.2. Taxxe nanHas MHCTPYKUHUs PErJaMEHTHPYET HOPANIOK OOCIyKHUBAaHUA M OO€CIEUeHHE
0€30MacHOCTH HECHEMHBIX DSJIEKTPOHHBIX HOCUTENeH HH(OpMalud, K KOTOPHIM OTHOCSTCS 0a3bl
JAHHBIX HA KECTKUX MAarHUTHBIX JUCKaX, COJEpKalUe HHPOPMALUIO TOJIEKAILYIO 3aIUTe.

1.3. Tlox 6e30MacHOCTBIO JaHHBIX HA DJIEKTPOHHBIX HOCHTENSX MH(OPMAIUH MOHMMAETCS
COXpaHEHHE KOH(PHUIECHLNAIBHOCTH, HCKIIOYEHHE HECAaHKLIMOHMPOBAHHOI'O IPOHUKHOBEHUS MO0
UHBIX JEHCTBHUI, B TOM YHCJIE€ HE MMEIOLIMX 3JIOTO YMBICIA, KOTOPbIE MOTYT NPUBECTU K IOTEPE,
UCKKEHUIO, U3MEHEHUIO, KOIMPOBAHUIO U JPYTUM HEXKEJIATEIbHbIM IEUCTBUAM C JAHHBIMU.

1.4. OpranusanuoHHOEe M TEXHHYECKOE OOECIeYeHHE 0€30MacHOCTH KOH(MHMIECHIHMATIBHOIM
uHpOpPMaLUY, XpaHSIIIEHCs Ha 3JIEKTPOHHBIX HOCHTENISIX HWH(GOpPMAIMU BO BCEX HMH(POPMALMOHHBIX
cucrteMax (UC) OI'BY3 "Kupenckas PB", ¢ HCTIOIB30BaHHEM JOMYCTHUMBIX ITPOTPaAaMMHO-aNIapaTHBIX
METOJIOB 3allIMThl, KOHTPOJIb 3a JeHCTBUAMH cOTpyaHUKOB OI'FY3 "Kupenckas PB" npu pabote ¢
YKa3aHHbBIMH HOCUTEJISIMM HMH(OpPMAIMU BO3JIaraeTcss Ha aJMMHUCTpaTopa HH()OpPMaIMOHHOM
0€30I1aCHOCTH.

1.5. Bce mHaxomsmmecs Ha XpaHEHMM M B OOpalleHUH HOCHTENH HHPOPMALMH
KOH(HIEHIIMATBbHON HH(pOpManuu noanexat yuéry. Kaxapiii Hocurens nHpOopMaIyy ¢ 3alTUCAaHHBIMU
Ha HEM 3allMIAEMbIMH JAaHHBIMU JOJDKEH HMMETh OJTHUKETKY, Ha KOTOpPOH YKa3bIBaeTCsi €ro
YHUKaJIbHBIM YYETHBIM HOMED.



1.6. VYuer wHocuTeneii MHpOpPMALMM OCYIECTBIAET aAMHHHMCTPATOpP HH(MOPMALUOHHON
0€30MacHOCTH.

1.7. Tlpu o6paborke koHpUAeHIHMANIbHON wnHpOpManuu mnoms3oBatemu WC  OI'BY3
"Kupenckas PB" nOMKHBI UCTIOJIB30BATh TOJBKO CIELUAIBLHO MPEIHA3HAUYCHHBIE JIs1 3TOTO Pa3/Ieibl
(kaTayorv) OJJIEKTPOHHBIX HOCUTENEeH WHGOPMAIMM WU CHEMHBIE MApPKUPOBAHHBIE HOCUTENN
nHpopmanuu.

1.8. Ilpu xpanmenuu Hocuteneil uH(OpMALUM JOKHBI  COONIOAATBCA  YCJIOBHS,
oOecreynBaroe  COXPAHHOCTh  KOH(UIOEHIMaNbHON  HMHpOpManmMu W HCKIIOYAOIINE
HECAHKIIMOHUPOBAHHBIN JOCTYM K HEW.

2. O0s13aHHOCTH Pa0OTHUKA

2.1. PaGoruuk 06s13an:

— TIpY TOJyYE€HUH HOCHUTENS MH(MOpPMAINH, YOSTUTHCS, YTO OHH MPABHIBHO MapKHPOBAHEI,
Y pacIHCcaThCsl B COOTBETCTBYIOIIEM JKypHAJIE.

— clIaBaThb CBOM IEPCOHAIBHBIM KIIOYEBOM HOCUTEIb HAa BPEMEHHOE XPAaHECHHE
OTBETCTBEHHOMY 3a oOOecriedeHHne Oe30MacHOCTH TEePCOHANBHBIX JAHHBIX Ha BpPEeMs JJIUTEIHHOTO
OTCYTCTBHSI Ha pabo4yeM MecTe, B IIEpUOJ OTIIyCKa U OOJIE3HHU U T.I1.;

— C/laBaTh CBOM CBEMHBIH HOCHTENIb Ha BPEMEHHOE XpaHEHUE aJMHHUCTPATOPY
nH(pOpMalMOHHON 0€30MacHOCTH Ha BpeMs UIMTEIBHOrO0 OTCYTCTBHUSA Ha pabodyeM MecTe, B MEpPHOJ
OTITYyCKa 1 0OJIC3HU U T.IL.;

— B CIIy4yae yTepH KIII0UEBOTO HOCHUTENS HEMEIJICHHO COOOIIUTH 00 ’TOM OTBETCTBEHHOMY 32
obecrieueHre 0€30MAaCHOCTH TIEPCOHANBHBIX JAaHHBIX M TPHHATH YYacTHE B  CIY)KEOHOM
paccnenoBaHud (akTa yTepH KIF04eBOr0 HOCUTEIIS;

— B Cllydae yT€pH CHEMHOTO HOCHTENSI HEMEIJICHHO COOOIIUTH 00 ITOM aIMHHUCTPATOPY
nH(pOPMaMOHHOK 0€30MacHOCTH M TMPHUHATH y4acTHE B CIIY)KEOHOM paccienoBaHud ¢akra yTepu
CHEMHOT'0 HOCHUTETIS;

— B clly4ae IepeBoJia Ha JAPYrylo paboTy, YBOJIBHEHHS M T.I. OH 00s3aH cAaTh (Cpasy IO
OKOHYaHUM TIOCIEJHEro ceaHca paboThl) CBOMl HocuTedb HHGOPMALUU  aJAMHHHUCTPATOPY
nHpOpMAIIMOHHOW  OE€30MacCHOCTH W/MJIW  OTBETCTBEHHOMY 3a o0ecreueHne Oe30MacHOCTH
MEPCOHATBHBIX JAHHBIX IO/ POCIUCH B COOTBETCTBYIONINX KypHAJIaX;

— XpaHUTh HOCUTENb KOH(UIEHIMAIbHON MHQOpPMAIMK TOJIBKO B JMYHOM ceide, 11bo B
celie ynoJJTHOMOYEHHOT'O COTPYIHUKA.

2.2. PaGoTHHKAM 3alpeInaeTcs:

— XpaHUTh HOCHUTENTH KOHOUACHIMATBLHON HMHPOpPMAIMM BMECTE C HOCHUTEISIMU OTKPBITON
uHpopManuu, Ha pabounx cTojax, JIMOO OCTABIATh UX 0€3 MPUCMOTpPA B HE3aNEPTOM MOMEIICHUH HITN
nepeaBaTh Ha XpaHEHHUE APYTUM JIHIIaM;

— BBIHOCHUTH YYTEHHBIE HOCHUTENIU WH(POPMAIMK M3 CIY)KCOHBIX MOMELICHUN ISl paboThI C
HUMH Ha JIOMY H T. 1.

— mepeaaBaTh CBOM HOCUTENb WHGOpPMALMK JIPYTUM JHUIAM (KpOMe Kak Uil XpaHEeHHUs
YIIOJIHOMOYEHHOMY JIHILY);

— OCTaBJIATh HOCUTENb MH(OpMAIUK 6e3 JTMYHOTO IPUCMOTPA;

— JenaTh HEYYTEHHBIC KOTIMU C HOCUTENeH HH(pOpMaIuu.

2.3. Tlpu oTnpaBke uMmM Tepeiade KOH(MACHIMAIbHBIX JaHHBIX aApecaTaM Ha ChEMHBIE
HOCHUTEIIN 3aIIMChIBAIOTCS TOJBKO MpeIHa3HAuUEHHBIE aJIpecaTaM JaHHbIE.

24 BreiHOC CBHEMHBIX HOCHTCHCP'I, HC COoACpKamMX TCPCOHAJIBHBIX OAaHHBIX, JJIA



HEMOCPEJACTBEHHOM TMepeAaund aApecary OCYILECTBIAETCS TOJBKO C MUCBMEHHOIO pa3peuieHus
aIMHUHHCTpaTOpa UH(POPMALIMOHHOM OE30MMaCHOCTH Ha OCHOBAHUU 3alIpOCa CTOPOHHEN OpraHMu3alIiHy.

2.5. BbIHOC ChEMHBIX HOCHTENEH MePCOHATBHBIX JAHHBIX Ul HEIOCPEICTBEHHOM nepeaaun
aZipecaTy OCYIIECTBISIETCS TOJBKO C MHCHbMEHHOIO pa3pellieHusi OTBETCTBEHHOTO 3a olecredeHue
0e3omacHocTH TiepcoHaNbHBIX AaHHBIX B IC  OI'FY3 "Kupenckas PH" Ha ocHOBaHMM 3ampoca
CTOpOHHEH OpraHuzalnuu ¢ oO0s3aTeNbHON peructpanuerd B JKypHane perucTpanuu 3ampocoB Ha
MPEAOCTABJICHUE MIEPCOHATBHBIX JAHHBIX.

2.6. Jlna zammTel HOCHTeNedl MH(pOPMALMM OT HECAHKIMOHHPOBAHHOIO JOCTYIA,
WCIIOJIb30BaHUS WM TOBPEXKIEHUS BO BPEMsI TPAHCHOPTUPOBKU M3 OJHOW OpraHU3allMu B JIPYryIO
HE0OXOIMMO HCIIONB30BaTh HAJEKHBIX KYpbepOB M TPAHCIOPT, a TaKXKE YMAKOBKY, 3alUINAIONIYIO
HOCHTEJH OT IMOCTOPOHHETO BMEIIATEIbCTBA U TIO3BOJISIONLYIO BBISIBUTD MOMBITKU €€ BCKPBITHUS.

2.7. O Qakrax yrpaThl HOCHTelell KOH(DUAECHIMATLHON HHPOPMALMH JITHOO pasriIalleHus
COZIepKalIMXCs Ha HUX CBEICHUNM HEMEIJIEHHO CTaBUTCA B W3BECTHOCTh pykoBouutens OIHY3
"Kupenckaa Pb", aamuHucTparopa HHQOPMAIMOHHON O0€30MaCHOCTM U OTBETCTBEHHOIO 3a
oOecrieueHrne 0€30MaCHOCTH TMEPCOHANIBHBIX JaHHBIX. Ha yTpaueHHbIE HOCHTENM COCTaBIACTCS AaKT.
COOTBETCTBYIOIIIME OTMETKH BHOCSATCS B JKypHAJI yueTa HOCHUTEJEH MH(POPMAIIHIH.

2.8. CbeMHBIE HOCUTENM IIEPCOHANBHBIX JAHHBIX, IPULICAIINE B HETOJHOCTb, MU
OTCIIY’)KUBIIIME YCTAHOBJIEHHBIN CPOK, MOMAJIEKAT YHUUTOXKCHUIO. Y HUYTOKEHUE ChEMHBIX HOCUTENEH
KOH(UICHINATLHON MH(OPMAIUK OCYIIECTBISETCS YIOJIHOMOYEHHON komuccuei. [lo pesynbpratam
YHUUTOKEHUS HocuTeseil coctanisiercs akT o popme (IIpunosxkenue Nel k HacTosAIEH HHCTPYKIIUN).

2.9. Tlpu u3MeHEHMH NOMHOMOYHMI PAOGOTHUKA, €ro YBOJLHEHHS MO0 KOMIPOMETALMH
KIIFOYEBOTO HOCHTENS, YHHYTOXKAeTCcsl BCe KItoueBas HHQoOpMaIMs U TOMMUCHIBAeTCS akT 00
YHUYTOXKEHUS KITFOYeBOW HHPOpManuK ¢ KirodeBbix HocuTenel ([Ipunoxkenne No2).

2.10.HocuTenu, Ha KOTOpBIE OCYIIECTBISETCS PE3EPBHOE KONMPOBAHUE 3aIMILAEMOIl
uH(pOpMalKH, JOJKHBI PErYISIpHO (HE peke OJHOrO pa3a B 6 MecsIeB) MPOBEPATHCS HA OTCYTCTBHE
cOOEB YITOJITHOMOYEHHBIMH COTPYTHUKAMHU.

2.11.TIpu noBTOPHOM MCIONB30BAHMU HOCUTENEH MHPOPMALMHU MPEIbILYIIEE COAEPKUMOE
JOJHKHO HAJIC)KHO YIAISATHCS aJIMHHACTPATOPOM HH(POPMAITMOHHOM 0€3011aCHOCTH.

2.12 . TloBcenHeBHBIH U MEPUOIUYECKUI KOHTPOJIb 3a JNEUCTBUSIMHU COTpPYAHUKOB OI'HFY3
"Kupenckas PB" mnpu pabote ¢ HocuTensMu HWH(OpMANMKM BO3JAraeTcss Ha aJIMHHHCTpaTOpa
MHPOPMAIIMOHHON O€301acHOCTH.

3. TpeGoBaHusi mo paéoTe ¢ KJIOUYEBLIM HOCUTEIEM

3.1. Jlng nomydenus m0CTyNa K 3alMMIIEHHBIM JAHHBIM, XPAHAIIUMCS B MAMATH KIIFOYEBOTO
Hocutens, Tpedyercs BBectd PIN-konm (Personal Identification Number), sBisrorerocs aHajaorom
napoJs.

3.2. Tlonb30Baresb D0MKEH BBIIONHATE CIEAYIOIIHE TPEOOBAHMS:

— w3mennuth PIN-kon cpasy mocne momyudeHust kimtodeBoro Hocutens (USB-kmiou/cmapt-
kapty eToken). PIN-kox HeoOX0aMMO XpaHUTh B TalHE;

— cobmoaats TpeboBanus Kk [IMH-kony Ki1toueBOro HOCUTENS, K €r0 MEPUOANIECKOI CMEHe.

3.3. IIpu nocnenosaTenbHOM BBOJE Oojee HATH HenpaBUIbHBIX PIN-KOIOB KirodyeBoi
HocHuTenb Onokupyetcs. s pa30IOKMPOBKU KIFOYEBOTO HOCHUTENS HEOOXOAMMO OOpaTUThCS K
aIMHUHHUCTPATOPY UHPOPMAIIMOHHOM 0€30MaCHOCTH.



3.4. B cnydae yTparhl KIKOYEBOTO HOCUTENS 3aKPBITHIA KJIIOY BOCCTAHOBUTH HEBO3MOXKHO.
3ammndpoBaHHasi ¢ MOMOIILI0 YTEPSIHHOIO 3aKPBITOr0 KJ04Ya MHGOpPMALUsi BOCCTAHOBJICHHIO
HE MOJICKHT.

4. OTBeTCTBEHHOCTH

4.1. Corpymnux OIFY3 "Kupenckas PB" HeceT NepCOHANBHYIO OTBETCTBEHHOCTH 3a
COXPaHHOCTh U IPAaBUJIBHOE UCIIOIb30BAHNE BBEPEHHOI'O €My HOCUTEb HH(POPMALIHUH.

4.2. 3a mHapylleHWE TIONOKEHUH JaHHOW WHCTPYKIMM K COTPYAHHKY MOKET OBITH
IPUMEHEHa JAMCUUIUIMHApHAs OTBETCTBEHHOCTb, @ TaK JK€ OTBETCTBEHHOCTb, HPEIYCMOTPEHHas
JEUCTBYIOIMM 3aKOHOIaTeIbCTBOM PD.

Pa3zpaboran
AnmuHHCTpaTOp UH(POPMAIIMOHHON 6e30nmacHoCTH /
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[Ipunosxenne Ne
K [Ipukazy Ne 22 ot 17.12.2020 ropa

NHCTPYKIUA O NOPAJAKE PABOTHI ITPU NIOJAKJ/IIOYEHUU K CETAM OBILIHEI'O
ITOJIB30BAHUSA U (MJIN) MEXKIAYHAPOIHOI'O OBMEHA B OI'5Y3 "Kupenckas Pb"

1. O6mme nonoxxkeHus

1.1. HWuctpykuus npeaHaszHaueHa i cotpyaHukoB OI'BY3 "Kupenckas PB", BbinonHeHue
TOJDKHOCTHBIX  O0SI3aHHOCTEH KOTOPBIX CBA3aHO C HCIOJIB30BAHMEM MEPCOHAIBHBIX KOMIIBIOTEPOB
(mosp3oBaTeneil), W omnpenenser UX IOJHOMOYHUS, OOS3aHHOCTM M OTBETCTBEHHOCTh IIpHU
UCTOJIb30BaHUN HMH()OPMAIMOHHBIX PECYpcoB HH()OPMALMOHHO-BBIYNCIUTENBHBIX CETeH 00I1ero
nonb3oBanus (nanee — UBC OII), B ToM uucne cetu MHTepHET, a Takke OCHOBHBIE TPeOOBaHUS IO
obecrieyeHnIo 6e30MacHOCTH HH(POPMAIIHH.

1.2. PykoBomuTenu CTpyKTypHBIX noapasznenenuit OI'bY3 "Kupenckasa PB", nonb3oBarenu
U aJMHUHUCTPATOPbl 00S3aHbl 3HATh U BBINOJHATH HOPMAaTHUBHBIC MPABOBBIE AKThI, 3aTparduBarollne
BOIIPOCHl MH(OpMaTU3aIMK, 3aUThl WHGOPMAIMU W HMHPOPMAIMOHHON OE30MacCHOCTH B YaCTH
coOiroieHus TpeOOBaHUM U OIPaHUYEHUIN IO UCIIOJIb30BaHUIO0 HH(OPMALIMOHHBIX PECYPCOB.

1.3.  Anmunuctpatop WHGOPMAIMOHHONW OE€30MAaCHOCTH  OPraHU3YIOT — O3HAKOMIICHHE
[oJIb30BaTeseH ¢ HacToAwen MucTpykuuu.

1.4. Jloctryn x MBC OII ocymectBusercs ¢ paboueit craniuu (PC) moms3oBartens.
OTBETCTBEHHOCTh 3a JEUCTBUS Ha KOMIIBIOTEpPE JIPYyroro 4YejoBeKa, HeceT mnoiyib3oBaresnb PC ¢
KOTOPOT'O COBEPILEHO 3TO JIEUCTBUE.

1.5.  OcHoBHBIMH yrpozamu Oe3onmacHocTH MH(popmanuu npu ucnois3zoBanuu MBC OIl B
OI'bY3 "Kupenckas PB" sBnsroTcs:

— 3apakeHHe WH(POPMAIIMOHHO-BBIUUCIUTENbHBIX pecypcoB  OI'BY3 "Kupenckas PB"
IPOrpaMMHBIMH BUPYCAMU;

— HECAHKLIMOHMPOBAaHHBIM  JIOCTYNl ~ BHEIIHUX IHOJb30BaTelned K  HMH(OpMALMOHHO-
BBIYMCIUTENBHBIM pecypcam OI'BY3 "Kupenckas PB" (B T.4. ceTeBbIE aTakn);

— BHEJpPEHHE B aBTOMaTH3MpoBaHHbIe HHPopMmanmonHbie cuctemMbl OI'BY3 "Kupenckaa PB"
IIPOrpaMMHBIX 3aKJIaJ10K;

— 3arpy3ka Tpaduka HexenaTeJIbHOW KOPPECTIOHICHIINEH (CITaMoM);

— HECAHKLMOHMPOBaHHas Iepejaya Ciy:KeOHOH HHQOpMaly OrpaHMYEHHOTo JIOCTyIa
corpynuukamu OI'BY3 "Kupenckas PB" B cetb IHTepHET (BHYTPEHHUN HApYIIUTEh);

— OnokupoBka MexcereBoro Baumoneicteus ¢ UBC OIl myrem HapymieHust eI0CTHOCTH
JaHHBIX O HACTPOMKaX KOMMYHHKAIIMOHHOTO O0OpyJIOBaHMs, 00ECIEUMBAIOUIETO B3aUMOJICHCTBHUE C
HBC OII;

— HapylmleHWe I[EJIOCTHOCTH M  JIOCTOBEPHOCTH  OTKPBITBIX M OOIIEAOCTYIHBIX
uHpopMannoHHbIX pecypcoB OI'BY3 "Kupenckaa PB", pazmemaemsix B UBC OIl.

1.6.  OcHoBHBIMHM MeTOAaMHU oOeceyeHus: 6e30MMacHOCTH MH(GOPMAaLMU IPU UCIOIb30BAHUU
NBC OII gys npeaoTBpalieHnsi yKa3aHHbBIX YIPO3 SIBJISIIOTCS:

— MEXCETeBOE HKPAHUPOBAHHE C IEJBI0 YIPABICHHUS OCTYIOM, (UIBTPALMM CETEBBIX
MAKEeTOB M TPAHCIIALINN CETEBBIX a/IpECOB;

— HCIOJIb30BaHUE CEePTU(UIMPOBAHHBIX CPEACTB 3aIlUThl MH(DOpPMALUU, B TOM YHUCIE
AHTUBUPYCHBIX U KPUNITOTPa)UIECCKHX;



— MoOHMTOpMHI BTOp)keHuUM (atak) u3 HMBC OIl, nHapymaomux Wi CO3Jar0IIMUX
MPEANOChUIKA K HApYIICHWIO YCTAaHOBJICHHBIX TpeOOBaHWU MO 3ammre WHGOpMAalMU, W aHalu3
3aIIMIIEHHOCTH, NPEANojaraloii NpUMEHEHUE CIEUUATM3UPOBAHHBIX MPOrPAMMHBIX CPEACTB
(ckaHepoB OE30IaCHOCTH);

— KOHTPOJIb HH(pOpMAIIHH, 3arpykaemoit uinu nepeaaBaemoit B8 UBC OIT;

— 3ampeT oOpaieHus K HexenarenbHbM pecypcam UBC OIT;

— mudpoBaHue HHPOPMAIUHN NIPU OOMEHE ¢ APYTMMHU OpPTaHM3AIMSIMU MU €€ Mepenaye 1mo
NBC OIl, a takxe HCTOIB30BaHUE AIECKTPOHHO-IU(PPOBON MOMMUCH ISl KOHTPOJISI IIEIOCTHOCTH U
MTOATBEPKIACHUS TTOUTHHHOCTH OTIPABUTEIS H/WIIH TTOTydaTes st HHGOpMAaITiH.

2. Joctyn k UHTepHeT-pecypcam

2.1. OI'bY3 "Kupenckas PE" obecnieunBaeT 10CTyI Mojib30BaTeNeil cetu k pecypcam MBC
OIl;

2.2.  OTKpbITHE M KOHTPOJIb AOCTYIA PETYIUPYETCs aIMHHHCTPATOPOM HH(POPMALMOHHON
6e3omacHoctu. [logxmrouenue cotpyaaukoB OI'BY3 "Kupenckas PK" x UBC OII ocymecTBisiercs
TOJIBKO Ha OCHOBaHHUM CIIMCKA JIUL], JOMYIIeHHbIX K pecypcam UBC OIL

2.3.  Hoctyn x pecypcam MBC OII nmpenocrasnsercs corpynaukam OI'BY3 "Kupenckas
PB" TONBKO 17151 BBITIOTHEHUS UMH TIPSMBIX IOJDKHOCTHBIX 00s13aHHOCTEH.

2.4.  CamocrosiTelbHasE OpraHHM3alMs JOMOJHUTEIBHBIX Touek noctynma k HWBC OII
(ynaneHHsbI JOCTYII, KaHAJ 1o JiokalnbHOM cetu, GPRS u np.) 3anpeniena.

3. OcHOBHBIE OrpaHnYeHHsI IpH padoTe B cetn UHTepHeT
3.1. Tloxwp30oBaTesIM 3ampeniacTcs:

— 3arpyXartb, CaMOCTOSITEIbHO YCTAHABIMBATh MPHUKJIAJHOE, OIEPALMOHHOE, CETEeBOE U
Apyrue BUAbI IPOrpaMMHOr0 00ECIEUEeHHUs, a TAaK¥KEe OCYLIECTBIIATh OOHOBIIEHUS, €CIIU 3Ta padoTa He
BXOJIUT B €T0 JJOJDKHOCTHBIE 0053aHHOCTH;

— 3ampelraeTcs HelelieBoe ucnonb3oBanue noaxiatoueHus k UBC Ol

— OCYHIECTBJIATh paboOTy TMpU  OTKIIOYEHHBIX CPEACTBAX  3alIUThl  MH(OpPMALUH,
YCTaHOBJICHHBIX Ha paboueil CTaHIuH;

— JIOIyCKaTh K pabOTe MOCTOPOHHUX JIUIL;

— mnepenasath no cetu UBC OII 3amumaemyo unpopmaiuio 0e3 MCIOIb30BaHUS CPEJICTB
mmdpoBaHus;

— COBepIIaTh JIOObIE MONBITKH JECTPYKTUBHBIX ACWCTBUI 1O OTHOIICHUIO K HOpMaJlbHON
pabote Buytpennei cetu OI'BY3 "Kupenckas PH" v UBC OII (paccbuika BUPYCOB, CETEBbIC-aTaKu U
T.IL);

— MNPUMEHITh UMEHA N0JIb30BaTeNEN U mapoin, ucnoiszyemsle B OI'BY3 "Kupenckas Pb" B
nHpopmManmoHHbIX cucteMax 3a npeaenamu OI'BY3 "Kupenckas PB";

— HCTOJB30BaTh JJEKTPOHHYIO CiyxeOHyro mnouty OIhY3 "Kupenckas PB" B TWYHBIX
LEJsIX;

— HCIOJIb30BaTh JJIsl CIIY:KEOHOW NEPEeNnuCKH HHYI0 3JIEKTPOHHYIO IOYTY OTJIMYHYIO OT
ciyxe0Hoi snekTporHoi moutel OI'FY3 "Kupenckas PB”,

— IMOCellaTh WIPOBbIE, COLMAIbHBIC, pa3BlEKaTEIbHbIE U NPOYME CANThl, HE HMEIOLIUe
OTHOILIEHUS K JesTenbHOCTH coTpynuuka OI'6Y3 "Kupenckasa PB"br,

— IOCellaTh CalTOB COMHMTEIbHOW penyTanuu (cailTbl, coJepKallie HeJerajabHO
pacnpoctpansiemoe [10 u npyrue);



— IMOCEIEHUE PEeCypCOB TPAHCISLUMU IMOTOKOBOIO BUAEO U ayuo (BeO-KaMepbl, TPaHCIALUS
TB - 1 My3bIKaJIbHBIX IIporpamMm B MHTEpHETE), co3natonmx OOJBIIYIO 3arpy3Ky CETH M MEIIAIOLINX
HOpMaJIbHOH paboTe OCTANBHBIX MOJIb30BATENCH;

— UIPbI HA KOMIIBIOTEPE ABTOHOMHO U B CETH;

— TPOM3BOJIUTH KaKHe-MuOo AecTBUS ¢ nHpOpMaIMeH, 3apakeHHONW BUPYCOM;

— noaximoydathes K pecypcam MUBC OIl, ucnonesys padouyto cranuuto OI'BY3 "Kupenckas
Pb" yepe3 He ciTy>)keOHBIN KaHaJl JOCTYIa —COTOBBIHN TeneoH, MOAEM, U JIp. YCTPOUCTBA;

— CO3/laHHE JIMYHBIX BEO-CTpaHUII M XOCTUHI (pa3merieHue web- wnm ftp-cepepa) Ha
KOMITBIOTEPE MOJIb30BATEIS;

— HapylIeHHe 3aKoHa 00 aBTOPCKOM IpaBe: KOMHMPOBAHHE M HCIIOIb30BAHHE MATEPHAIIOB U
IIPOrpaMM, 3alUIIEHHBIX 3aKOHOM 00 aBTOPCKOM IIpaBe;

— coBeplaTh JEHCTBUS, MPOTHBOpEYAIMe 3aKOHONATENbCTBY, a TaKXkKe HacCTOALIEH
HNuctpykuun.

3.2.  Tlonw3oBarens 00s3aH:

— 3HAaTb W YMEThb IIOJb30BaThCS AHTHBUPYCHBIM IPOrpaMMHBIM obOecrnieueHueM. [lpu
OoOHapy>KeHUH BUPYCa OH JOJDKEH COOOIIUTH 00 3TOM aJAMUHUCTPATOPY;

— WHQOPMHUPOBATH AJMUHUCTPATOPA O JIIOOBIX HAPYIICHUSAX, KOTOPBIE MOTYT HMPUBECTH K
HECAaHKIIMOHUPOBAHHOMY JOCTYIly, MOAM(HKALMK, pa3pylICHUIO, YIAICHUI0 HH(POPMALMOHHBIX
pecypcoB uiH cO0siM B paboTe CETH;

— 3HaTh W COOJIIO/IaTh YCTAaHOBIIEHHBIE MpaBuiia paboThl B JokanbHOU cetu ([Ipumoxenue
Nel k macrosimieit MHCTpyKInm);

— 3HaThb M COOJIOJAaTh YCTAHOBJIGHHBIE IIpaBWja pabOThl C AJIEKTPOHHOM IOYTOMN
(ITpunoxenue Ne2 k Hacrosiel MHCTpyKIum);

— 3HATh U cOOJI0ATh YCTAaHOBIIEHHBIE MpaBuia pabotsl B cetu MutepHeT (IIpunoxenue Ne3
K Hactosmend Uuctpykiun).

3.3.  Ilonp3oBarenu HECYT MEPCOHATBHYIO OTBETCTBEHHOCTD 3a COJEpIKaHUE MepeaaBaeMoil,
MPUHUMAEMOH U reyaTaeMoi HHGOpMAIUH.
3.4.  AnvunHCcTpaTOop MH(POPMAIIMOHHON 0€30MacHOCTH 00s3aH:

— npou3BoautTh noakiaoueHne k cetu MBC OIl Tonbko uepe3 crenuaau3zupOBaHHOE
ycrpotictBo (Firewall) myist oOecrieuenus 3amuThl ”HGOPMAITMOHHON CETH;

— 3HAaThb W TPaBUIBHO UCIOJB30BaTh allapaTHO - MPOrPaMMHBIE CPEACTBA 3alUTHI
nH(pOopMaliy U 00eCIIeYnBaTh COXPAHHOCTh MH(POPMAIIMOHHBIX PECYPCOB C MIOMOIIBIO 3TUX CPE/ICTB;

— OKa3bIBaTh METOJUYECKYIO U KOHCYJIbTAIIMOHHYIO MOMOILb I10JIb30BATEIISIM 10 BOIIPOCAM,
BXOJISLIM B €r0 KOMIIETEHIIHUIO;

— E©XEMECSYHO BECTH y4yeT M aHalIu3 Hcnonb3oBaHus pecypcoB cetd MBC OII no xaxaomy
I10JIb30BaTENIO;

— TpUHUMATh MEphl IS TPENOTBPAIICHUS W YCTpAaHCHHs HapylmleHHd TpeOoBaHMHA
HACTOAIEH HWHCTPYKLUUHU IIOJb30BAaTESIMM M JPYIMX HEraTHBHBIX CHUTYalUsiX, KOTOPHIE MOTYT
NPUBECTH K HECAHKIMOHUPOBAHHOMY  JOCTYIY, MOAM(DUKAIMK, PpPa3pyLICHUIO, YAAJICHUIO
MH()OPMAIIMOHHBIX PECYPCOB WM COOSIM B pabOTE CETH.

3.5.  AIMHHHCTpaTOp MMEET MPaBo:

— Ipu 0OHapy’KEHUE I0CTYIA K Pa3BIEKaTEIbHBIM CaiiTaM, 3allPeTUTh JOCTYII K CalTy.

— MpH OOHApY)KEHHWU HCIOJB30BaHUS IOJIb30BATEIEM MPOrPaMMHBIX MPOAYKTOB, KOTOPbHIE
MOTYT TPHUBECTH K HECAHKIMOHHPOBAHHOMY JIOCTYIY, MOTU(UKAINH, Pa3pyLICHUIO, yIAICHUIO
MH(POPMALIMOHHBIX pecypcoB miu c0osiM B pabote cetu, 3anpeTuthb aoctymn k cet UBC OI;



— B 1enax obecrnieueHus: 0e30macHOCTU 3JeKTpoHHOU cuctembl  OI'BY3 "Kupenckas PB"
MIPOM3BOJIUTH BHIOOPOYHBIC U MOJHBIE MPOBEPKHU BCEU 3IEKTPOHHOW CHUCTEMBI U OTIENbHBIX (hailioB
0e3 NpeBapUTEIbHOTO YBEIOMIICHHUS PaOOTHUKOB.

4.  KoHTpoJb HCIIO/Ib30BaHNS pecypcoB ceTu UHTepHeT
4.1. B mensax obecniedueHus: HHPOPMALMOHHON 0€30MacHOCTH M 0€30IacHOCTH BHYTPEHHEH

cetu OI'BY3 "Kupenckaa PB" anmunHucTpaTop HH(GOPMAIMOHHON 0€30MacCHOCTH OCYIIECTBIISIET:

— KOHTpOJIb NocelleHns pecypcos cetu MHTepHet cotpynuukamu OI'BY3 "Kupenckas PB”,
a TaKKe IMOJy4yaeMbIX U IEpeJaBacMbIX COTPYIHMKAMH JIaHHBIX, B TOM YHCJIE WM IO 3JIEKTPOHHOMH
1I0YTE;

— KOHTpOJIb 32 coOroieHueM Hactoseld Maerpykiuuy;

— OpraHu3alUI0 U KOHTPOJIb 3a 0€30MacHbIM Hcnosb30BaHueM pecypcos cetu UBC OIL

5. JeiicTBUSA B HEIUTATHBIX CUTyaLMAX

5.1. npu yrtpare (B TOM uucie yacTuuHO) mnoakmoueHus k cetu HWBC OIl nuno,
OoOHapy>KHUBILIEE HEUCIPABHOCTb, COOOIIAET 00 3TOM OTBETCTBEHHOMY COTPYJHHMKY 32 OpraHHU3aLIUIO
MOJKJIIOUEHUs K ceTH MHTepHeT;

5.2. Ilpm 3apakeHMM KOMIIBIOTEpAa BHpYCaMH €ro HCIOJb30BaHME HEMEIJIEHHO
MPeKpaIaeTcsi COTPYAHUKOM, OOHAPYKUBIIUM 3apaxkeHne. O CIOKUBIIEHCS CUTyallud COOOIAETCS
aJIMUHUCTpaToOpy MH(pOpManmoHHoW OezonmacHocTH. KoMIbroTep OTKIIIOYAeTCs OT CETH 10 MOMEHTa
OUYHUCTKHU OT BCEX BUPYCOB.

Pazpaboran
AnmuHECTpaTOp HHPOPMAITMOHHON 0€30MacHOCTH /

« » 20 1.




[Tpunoxenue Nel

K MHCcTpyKkunu o nopsijike paboTsl
MIPH TTOIKJTFOYCHUHN K CETSIM
001I1eT0 NOTB30BaAHUS U (HITH)
MEXIYHapOAHOrO 0OMeHa B
OI'bY3 "Kupenckaa PH"

IIpaBuna nmo paéore B JTOKAJIBHOI CeTH

[Tons30BaTenu ceti 00A3aHbI:

IpU JOCTyIEe K BHEUIHMM pecypcaMm CeTH, COOII0JaTh IMpaBHJia, YCTAaHOBJIECHHBIE
aMUHHCTPATOPOM HH(POPMAIMOHHON Oe3omacHocTu(nanee - anMuuuctparop 1b)
JUISL UCTIOJIb3YEMBIX PECYpPCOB;

HeMeUIeHHO coolmaTth aamuHuctparopy UMb 006 oOHapyxkeHHbIX mpoOjemax B
HCIIOJIb30BAaHUU  TIPEAOCTaBIEHHBIX  pecypcoB. Anmunucrtpatop Wb, mpu
HEOOXOAMMOCTH, C TOMOIIBIO JPYTUX CHELHUATUCTOB, JOJDKHBI IPOBECTH
pacciieloBaHME YKa3aHHBIX (PAKTOB U MPHHSITH COOTBETCTBYIOLINE MEPHI;

HE pas3rjamaTh HW3BECTHYIO MM KOHOQUACHUMAIbHYIO HHpOpManuioo (MMeHa
MOJTh30BaTENIEH, AP0 ), HEOOXOAUMYIO 11 0€30MacHON paboThI B CETH;
obecrieunBaTh OECIPENATCTBEHHBIH gocTyn aaMmuHuctpatopa Wb k cereBomy
0o0Opy/lOBaHUI0O W KOMIbIOTEpaM  MOJb30BaTele, g  OpraHu3aluu
npoUIAKTHIECKUX U PEMOHTHBIX paboT;

BBIMOJHATH Ipeanucanus agmMuHuctpatopoB Wb, HampaBieHHble Ha obecreyeHue
0e30MacHOCTH CETH;

B Cilydae OOHapyXeHHs HEUCIPABHOCTH (HAIpPUMEP, CHIBHBIA MOCTOPOHHHNA HIYyM
WIM 3amax, HeoObIYHOE TMOBEJCHHE 3aTpyAHsolee paboTy) KOMIBIOTEPHOTO
o0OpyJOBaHUS WM HOPOrPpaMMHOr0  oOecreueHus, IOJb30BaTeNlb  JIOJDKEH
HEMEIJICHHO 00paTUThCs K agmMuHuctpatopy Ub;

yIAlATh C CEeTEeBBIX pECYpCOB YCTapeBLIME WJIM HE HCHOJb3yeMble (hailibl,
BJIQJICNIbLIEM HJIM CO3/1aTEJIEM KOTOPBIX OH SIBJIETCS;

Ilonms30BaTeNny ceTH UMEIOT IpaBo:

HCII0JIb30BaTh B paboTe IMPEIOCTaBICHHBIE UM CETEBBIE PECYPCHI B OTOBOPEHHBIX B
HaCTOsILEN MHCTPYKIMK paMkax. Anmunuctparop Vb Bnpase orpaHuunBaTh A0CTYM
K HEKOTOPBIM CETEBBIM pecypcaM BIUIOTh JO HMX MOJHOW OJOKHPOBKH, W3MEHSTh
pacmnpenenenue Tpapuka U IpOBOIUTH APYTHe Mephl, HAIIPABICHHBIC HA MOBBIILICHUE
3(PEKTUBHOCTH HCIIOIB30BAHUS CETEBBIX PECYPCOB;

oOpaiatecsi K anMuHuctparopy Mb mo BompocaM, CBSI3aHHBIM C paclipe/iejeHHeM
pecypcoB kommbioTepa. Kakume-mubo aedcTBUS 1MONB30BaTeNsl, BEAYIIHME K
U3MEHEHHI0O 00BeMa UCHONb3YeMbIX UM PECypcoB, WJIM BIUSIONIME Ha
3arpy’KeHHOCTb WJIM 0€30MacCHOCTh CHUCTEMBI, JOJDKHBI CAHKIIMOHMPOBATHCS
agmuHuctpatopom Ub;

oOpamatecss 3a moMoImbl0 K aamuHHcTpatopy Wb mnpu pemenun 3amau
HCIIO0JIb30BAaHUS PECYPCOB CETH;

BHOCHTD MPEAJIOKEHHUS M0 YIYUIIEHUIO pPaOOThI C pECypCOM.



Ilons3oBaTennsaM ceTu 3aIpCUICHO:

paspemars NIOCTOPOHHUM JIMLAM I0J1b30BaThCSl BBEPEHHBIM UM KOMIIBIOTEPOM;
HCIIOJIb30BaTh CETEBBIE IPOrpPaMMbl, HE MPEIHA3HAYCHHBIC [UIsl BBINOJIHEHUS
NPSIMBIX CITY’K€OHBIX 00s13aHHOCTEH, 6€3 cornacoBanus ¢ armuHucTparopom Ub;
CaMOCTOSITENIBHO YCTAHABIMBATh WM YAAJIATH YCTAHOBJIEHHBIE aIMHUHHCTPATOPOM
CETEBBIE MPOrpPaMMbl Ha KOMIIBIOTEpAaX, IOJAKIIOYEHHBIX K CETH, HW3MEHATH
HACTPONKHU ONEPAlMOHHON CUCTEMBI U MPUIIOKEHUN, BIUSIONINE HAa Pa0OTy CETEBOTO
000py/I0BaHUs U CETEBBIX PECYPCOB;

MOBpEXAaTh, yHHYTOXKAaThb WM  (anbcudunupoat  uUHGOpMALUIO,  HE
MIPUHAJIEKALIYIO [10JIB30BATEIIIO;

BCKPBIBAaTh KOMITBIOTEPHI, CETEBOE W NepudepuitHoe 000pya0BaHUE; MOAKIIOYATh K
KOMIIBIOTEPY  JONOJHHUTENbHOE  00OopynoBaHMEe  0e3  COIJIacoBaHUS  C
agmuuuctpatopom b, uamensate Hactpoiiku BIOS, a Takke npou3BoIUTh 3arpy3Ky
pabouYnx CTaHIUH C JIMCKET;

CaMOBOJIBHO IOJAKJIIOYATh KOMIIBIOTED K CETH, a Takxke wu3MeHATs [P-anpec
KOMIIBIOTEPA, BBINAHHBIM anMuHUCTpaTopoM. Ilepemada naHHBIX B CeTh C
ucnonb3oBaHueM apyrux I[P agpecoB B KadecTBe ajpeca OTHPABUTENS SABISIETCS
pacrnpocTpaHeHHeM JIOXKHON uH(popManmum # co3gaeT yrpo3y 0e€30MacHOCTH
uHpOpMAaLUY Ha JPYTUX KOMIIbIOTEpax;

paboTaTh ¢ KaHAWIOEMKHMMM pecypcamu  (BHUIEO, ayauo, paauo, 4Yathl,
¢aitnooOMeHHbIe ceTH, torrent U Jip.) 6e3 coryiacoBaHus ¢ aaMuHUcTparopoMm. [Ipu
CHWJIBHOM IEperpy3ke KaHajla BCIEJCTBHE HCIOJIb30BAaHUS KAaHAIOEMKHX PECYpPCOB
JIOCTYTI [10JIb30BATENS BBI3BABLIETO MEPErPY3KY, MOXKET OBITh IPEKPAILLIEH;

MoJiyyaTh W MepenaBaTh B CeTh MH(GOpPMAIMIO, MPOTUBOPEUAIIYIO NEHCTBYIOIIEMY
3aKOHOAATENLCTBY P® w® HOpMamM Mopanu OOIIecTBa, MPEACTABISIONLYIO
KOMMEPUECKYIO WIH TOCYIapCTBEHHYIO TalHY;

00XOXKJEHHE YUYETHON cHucTeMbl 0O€30MacHOCTH, CHUCTEMbl CTaTHCTUKH, €€
MOBPEXICHUE WIH Ae3UH(POpMALuS;

UCIOJb30BaTh HMHbIE (OPMBI JOCTyHa K CETH, 3a HCKIIOUECHHEM pa3peIIeHHBIX
agmuaucTpatopoM Ub;

OCYILECTBIATh IONBITKA HECAaHKIMOHMPOBAHHOIO JIOCTyIa K peECypcaMm CeETH,
IIPOBOAMTH MJIM Y4aCTBOBATh B CETEBBIX aTAKaX U CETCBOM B3JIOME;

UCIIOJIB30BAaTh  CeTh JUII  MAacCOBOIO  PAaCHpPOCTPaHEHUs peKiIaMmbl  (cram),
KOMMEpUECKHX OObBsABIICHUHN, MOpHOrpapuueckod HHPOpPMAIMK, NPU3BIBOB K
HACWJIMIO, Pa3KUTaHUIO HAIMOHAJIBHON WIIM PENIUTHO3HOM BpakJbl, OCKOPOJICHHUH,
yIpo3 U T.IL.



9.

[Tpunoxenue No2

K MHCcTpyKkunu o nopsijike paboTsl
MIPH TTOIKJTFOYCHUHN K CETSIM
001I1eT0 NOTB30BaAHUS U (HITH)
MEXIYHapOAHOTO OOMEHa B
OI'bY3 "Kupenckaa PH"

IIpaBujia padoThl € 3JTEKTPOHHON MOYTOIM

OnexTpoHHas moura npepocrasisercss corpyanukam OI'BY3 "Kupenckas PE" Tonbko s
BBINOJIHEHUS] CBOMX CITYKEOHBIX 00s13aHHOCTEN. Mcnonbp3oBaHue ee 1Jis Mepechulku (ailiioB B
JUYHBIX Leisax 3anpemeHo. Co3aHue WIM H3MEHEHHME IapaMeTpOB IIOYTOBOIO SAIIMKA
MIPOBOJIUTCS aIMUHHCTPATOPOM HH(POPMAIMOHHOW 0€30MacHOCTH Ha OCHOBAHUHU CIIYKCOHOMU
3aMKCKY;

Ha pabGoueM MecTe pomyckaeTcsi MCNONb30BaThb TOJIBKO SIIUKUA 3JIEKTPOHHOW IOYTHI,
npenocrasienusle OI'BY3 "Kupenckas PH". Ilpsimoii 1ocTym K APYrUM NOYTOBBIM CHCTEMam
MOXET ObITh OJokupoBaH. /[l mMoslydyeHHsT MHUCEM C JPYruX CHUCTEM JOIYCKaeTcs
UCIOJb30BaTh  IEpeajipecalnio, KOTopas MOXET OBbITb HAacTpoeHa C  ITOMOIIBIO
aMHUHHUCTPATOPA;

Bce anexTpoHHbIE MMCbMa, CO3/1aBacMble U XpaHuMble Ha kommnblotepax OI'BY3 "Kupenckas
PE", snsitotest cooctBeHHocThi0 OI'BY3 "Kupenckaa PBH" 1 He cuMTaloTCs IEPCOHAIBHBIMU;
OI'FY3 "Kupenckasa PB" octaBisieT 3a co00i MpaBoO MOIYYUTh TOCTYN K JICKTPOHHOM MOYTE
COTPYJIHHUKOB, €CJIM Ha TO OyAYyT BECKUE IPUYUHBL;

ConepxumMoe 3JEKTPOHHOTO MOYTOBOTO SIIMKA COTPYIHHUKA MOKET OBITh MpPOBEpPEeHO 0e3
MIPEBAPUTEIILHOTO YBEJOMIICHHUS 10 TPEOOBAHUIO HEMOCPEICTBEHHOTO JHMOO BBIIIECTOSIIETO
PYKOBOAMTEIS;

[Tonp3oBaTeny He TOMKHBI TO3BOJIATH KOMY-THOO ITOCBUIATh MUCbMA OT YY>KOI'0 UMEHH;

B kauecTBe KIMEHTOB 3JEKTPOHHOW MOYTHI MOTYT HCIOJIb30BATHCS TOJIBKO YTBEPXKICHHBIE
[IOYTOBBIE IPOIPAMMBI;

Henb3s  oCylIecTBIATH MacCOBYIO  pacChbUIKYy HE  COIVIACOBAaHHBIX  IIPEIBAPUTEIBHO
JIEKTPOHHBIX nuceM. [log MaccoBoi pacchUIKON MOApPa3yMeBaeTCsl KaK pacchllka MHOXKECTBY
MoJTy4aTesiel, TaK 1 MHOXKECTBEHHAsI pacChlIKa OJTHOMY IOJIyyaTesto (cram);

Pa3mep BnokeHuil y oTIpaBisseMbIX TMCEM HE TOJKEH npeBbimats 20MO;

10. IIpu pabore c 31ekTpoHHOM ouTol coTpynuukam OI'6Y3 "Kupenckas PH" 3anpemaercs:

— WCTIOJIB30BaTh aJIPEC AIEKTPOHHOH IMOUTHI It 0POPMIICHHS TIOIIHCOK;

— MyOJMKOBATh CBOM AJIEKTPOHHBINA aapec MO0 anpeca Apyrux coTpyauukoB OI'BY3
"Kupenckaa PBH" na obmenoctynubix MaTepHeT-pecypcax (hopymbl, KOHGEpEeHIIH
U T.I1.) 32 UCKJTFOUEHHEM CITy4aeB CIyKeOHOH HeoOX0AUMOCTH;

— pacchUiaTh uepe3 AJICKTPOHHYIO IOYTY MaTepuajbl, COJACpXKallue BUPYCHl WIH
Apyrue KOMIBIOTEPHBIC KOABI, (ailibl WIM MpOrpaMMbl, NpeJHa3HAYCHHBIC IS
HapyLICHUs, YHUYTOXKEHHsS JMOO OTrpaHWuYeHHs (YHKIMOHAIBHOCTH JIIOOOTO
KOMIIBIOTEPHOTO JTM TEJIEKOMMYHUKAITHOHHOTO 00OPYAOBAaHUS WM MPOTPaMM, IS



OCYIIECTBIICHHS HECAHKIIMOHMPOBAHHOTO JIOCTYINA, a TaKXKe CEepHiiHbIE HOMEpa K
KOMMEpPYECKHM MpPOTPAMMHBIM MPOAYKTAM M TPOTPaMMBI Ui WX T'CHEpaIlvy,
JIOTHHBI, TAPOJIM M TPOYME CPEIACTBA IS IMOJNYyYCHHS HECAaHKIMOHHUPOBAHHOTO
JIOCTyTIa K TUIATHBIM pecypcaMm B MHTepHeTe, a TakKe CChUIKH Ha BBINICYKa3aHHYIO
uHpOpMAIIHIO;

— PpacmpoCTpaHsTh 3alUIaeMble aBTOPCKUMH MpaBaMH MaTepUalIbl, 3aTParuBaIoIIne
KaKoW-TM00 TMAaTeHT, TOPrOBYI0 MapKy, KOMMEPUYECKYIO TaiiHy, KOMUpPaWUT WM
MpoYre MpaBa COOCTBEHHOCTH W/MJIM aBTOPCKHE M CMEXKHBIC C HUM IIpaBa TPETbEH
CTOPOHBI;

— pacmpocTpaHsATh HHGOPMAIMIO, COJIEpXAaHWE W  HANpPaBIEHHOCTh KOTOPOWM
3amperieHbl MEXIYHAPOAHBIM M POCCHUICKAM 3aKOHOJATEIbCTBOM, BKIIFOYAs
MaTepHaibl,  HOCAIIME  BPEIOHOCHYIO,  YIPOXKAIOIIYI,  KIEBETHUYECKYIO,
HETIPUCTONHYI0 MH(OpPMALHUIO, a Takke WH(OpMANWIO, OCKOPOJISIONIYI0 YeCTh U
JOCTOMHCTBO  APYrMX  JIMI, MAaTEPUalbl, CIOCOOCTBYIOIIUEC  Pa3KUTAHHIO
HAIIMOHAILHOW PO3HU, MOJCTPEKAIONINE K HACKIIHMIO, TIPU3BIBAIOIINE K COBEPIICHUIO
MPOTUBOIIPABHOM JCATEIILHOCTH, B TOM YHCIIC Pa3bICHSIOIIUE MOPSI0K TPUMECHCHHUS
B3pBIBYATHIX BEIECTB U MHOTO OPYXKUS, U T.11.;

— PpacmpocTpaHITh HWHPOPMAIHMIO OTPAHUYEHHOTO JOCTYIa, NMpPEAHA3HAYCHHYIO JUIS
CITY’)keOHOTO HCIIOIh30BAHMUS;

— TIPEeNOCTaBIISATH KOMY OBl TO HU OBLJIO MapOoJib IOCTYIA K CBOEMY IOYTOBOMY SIIUKY.



[Tpunoxxenue Ne3

K MHCcTpyKkunu o nopsijike paboTsl
MIPH TTOIKJTFOYCHUHN K CETSIM
001I1eT0 NOTB30BaAHUS U (HITH)
MEXIYHapOAHOrO 0OMeHa B
OI'bY3 "Kupenckaa PH"

IIpaBuna no paéore B cetn UHTEpHET

1. Ionp30BaTeny MCHONB3YIOT MpOrpamMMmbl Uil MOWCKa HMHpopmauuu B cetu VHTepHeT
TOJIBKO B CIIy4ae, €CIIM 3TO HEOOXOIUMO ISl BBITOTHEHUSI CBOUX JTOJHKHOCTHBIX 00s13aHHOCTEIH;

2. Tlo ucnonp3oBanuio pecypcoB HTepHET HEOOXOAMMO BEICHHE CTATUCTHKH;

3. Jle#icTBusa 11000T0 TOJB30BATENS, MOJO3PEBAEMOI0 B HAPYIICHHH IMPABUJ TOJIH30BAHUS
HHTepHETOM, IPOTOKOIUPYIOTCS U MOTYT MCIIOJIB30BAaThCs JJISl MPUHATHS PELICHUsI O IPUMEHEHUHU K
HEMY CaHKIIMIA;

4. Corpynnukam  OI'BY3 "Kupenckas PB", nonb3yromumcs VHTepHETOM, 3amperieHo
nepenaBaTh WM 3arpykaTb Ha KOMIIBIOTEp MaTepuall, KOTOPBIA SBIISIETCS HEHNPUCTOWHBIM,
nopHorpau4ecKuM WK HapylIaeT IeHCTBYIOIIee 3aKOHOAaTeNbCTBO PD;

5. Bce mnporpammsbl, HcCHoib3yeMmble [UId JOCTyna K ceTd VIHTepHeT, IOJKHBI OBbITh
YTBEPKJAEHBI aIMUHUCTPATOPOM HH(POPMAIIMOHHOM 0€30I1aCHOCTU M HA HUX JIOJIKHBI ObITh HACTPOEHBI
HE0OXO0TMMBIC YPOBHH 0€30MTaCHOCTH;

6. 3anpemieHo moNy4YaTh M TIepelaBaTh dYepe3 CeTh HH(OpMAIUIO, MPOTHBOPEUAIIYIO
3aKOHOJATENbCTBY M HOPMaM MOpajld OOIIECTBa, TNPEACTABIAIONIYI0 KOMMEPUYECKYIO TaiiHy,
pacnpocTpaHsaTh MHMOPMALMIO, 33/1€BAIOLIYI0 YECTh U JOCTOMHCTBO I'paXkJaH, a TAKKE pacChUIaTh
oOMaHHBbIe, OECTIOKOSIIINE UITH YTPOKAIOLIUE COOOIIEHUS;

7. 3anpemieHo oOpamaTbcs K pecypcam ceTd VIHTepHeT HECBA3aHHBIX HEMOCPEICTBEHHO C
BBITIOJIHEHUEM CBOMX JOJDKHOCTHBIX OO0s3aHHOCTEH B pabouee BpeMs, a TaKkKe K pecypcam ¢
COMHUTEJILHBIM COJIEP)KaHUEM;

8. 3ampemraeTcsi CckayuMBaTh W 3allyCKaTh C JIIOOBIX PECYpPCOB JIIOOBIE HEW3BECTHBIC
ucroJHsieMble (paiisipl 6e3 corinacoBaHus C aIMUHUCTPATOPOM MH(POPMAIIMOHHON 6€301acHOCTH;

9. 3anpemnieHo UCMONB30BaTh WHBIE (POPMBI AOCTyna K ceth MHTepHET, 3a MCKIIOYCHHUEM
paszpeleHHbIx axMuHucTparopom Ub;

10. OtBercTBEHHOCTh 3a Bce JOeiicTBUA B ceTH VHTepHeT, NMpou3BeJeHHblE C paboueit
CTaHLMH, MOJ MMEHEM U C MapojeM IO0JIb30BaTelsd, UM CaMUM WIN IPYTUMHU (U3HYECKUMHM, WU
IOPUINIECKUMU JIMIIAMH U OPTaHU3AIMSIMH, TIOJTHOCTHIO JIGKHUT HAa CAMOM ITOJIb30BaTelIe.



